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Overview

. Ryuk (9) SnhereHunserTeam -
e Ransomware From 13th this month, we seen 5 victims
« First identified in 2018 of a ransomware. At least 3 of them are
companies (from those, 2 are from US, 1
. P
 Initially thought to be Hermes from Germany, and 1 of the 3 is
o ) healthcare related).
hd MOdIerd version Of HermeS 21 The ransom note seems Bitpaymer}
e Similar code zpcrypted files seems Hermes.
trange.

» Similar functionality G
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» Likely utilized by Russian criminal groups
» Originally attributed to North Korea

» Often deployed with other weapons
» TrickBot
* Emotet

» Used against big targets (big game hunting)
* Known for high ransom remands
* Encryption scheme built for small-scale operations

*  Why the name “Ryuk”?

» Fictional character in Japanese comic book series,
Death Note

FNOILO edit.
http://www.rayphillips.co.uk
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Functionality

Establishes persistence by modifying registry
Injects itself into running processes

Encrypts files using RSA-2048 and AES-256
Can download additional exploitation tools
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In one case, the ransomware appears to have used
unsecured or brute forced Remote Desktop Protocols
(RDPs) to gain access.
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Stores keys in the executable using the proprietary & IR ELA A TE
MICYOSOft S”V”:)LEBLOB format Image source: Bankinfosecurity.com

Capable of targeting beyond immediate system
devices: Encrypts network-connected devices,
mounted devices and remote hosts

Conceals its tracks - deletes many files related to the
intrusion, makes it challenging to identify infection
vector

Most recently, Wake-on-LAN allows for the targeting
of systems that are in standby/sleep mode and it
would otherwise have no ability to reach and ARP
pinging allows for the identification of more systems
on a network

mage source: Reactionary Times
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Shifting Attribution

» Original attribution: North Korea
* Hermes-related code
» Similar call flows
* Marker code is identical
» Lazarus Group and APT 38 has history of use
» Targets: International banking/SWIFT

» Updated attribution linked to Russian cyber criminal groups

» CrowdStrike: medium-high confidence Ryuk is used by
Russian threat actors

» FireEye: “most likely hypothesis” Ryuk operators are
Russian cybercriminals

e Why?

 Hermes has been seen for sale on the dark
web

* Uploaded files related to Ryuk to file-scanning
website from Russian IP

* Does not work on systems with Russian,
Ukrainian or Belarusian language enabled
» Use by various APTs and criminal group threat actors
* CrowdStrike: Grim Spider
» FireEye: TEMP.Mixmaster
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Mistaken For North Koreans,
The 'Ryuk' Ransomware
Hackers Are Making Millions

Thomas Brewster Forbes Staff
4 Cybersecurity

Associate editor at Forbes, covering cybercrime, privacy, securify and surveillance.
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Shifting Attribution

Hermes Ryuk 32-bit

» A comparison of call flow diagram of the encryption
functions of Ryuk and Hermes

* Both instances of malware have similar code
structure

* Both instances of malware have similar flow

: Checkpoin
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https://research.checkpoint.com/ryuk-ransomware-targeted-campaign-break/

* June 2019, a new Ryuk variant was discovered
which makes checks before encryption:

* Ryuk will not encrypt systems on the subnets
10.30.4, 10.30.5, 10.30.6, or 10.31.32

* Ryuk will not encrypt systems that contain certain
strings ("SPB", "Spb", "spb", "MSK", "Msk", and
llmsk“)

* These blacklisting capabilities were
likely added to avoid encrypting
systems in Russia.
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ulB {1, "Interface: "
if { tvid )
break;
*{ BYTE =*){uv18 + 28) = 8;
if ( {vig, 1
I (vi0, "
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1 (vig, *
|1 {v18, ™
{
ExitProcess(1u);

if ( (&Buffer, L"SPB"
ExitProcess(1u);

if ( (&Buffer, L"Spb"
ExitProcess{1u);

if ( (&Buffer “sph"
ExitProcess{1u)};

if ( {&Buffer, L"MSK"
ExitProcess(1u);

if ( (&Buffer, L"Msk")
ExitProcess{1u);

result = (&Buffer, L"msk™);

ExitProcess{1u);

Images courtesy of Bleeping
Computer
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Threat Actors

* FireEye: TEMP.MixMaster

« “...financially-motivated activity
that involves the interactive
deployment of Ryuk ransomware
following TrickBot malware
infections”

* Not concluded to be a single threat
group

e “...proven to be highly successful
at soliciting large ransom
payments from victim
organizations”

e CrowdStrike: GRIM SPIDER

» cell of WIZARD SPIDER
» Developer of TrickBot

* Wizard Spider cell of
Mummy Spider (Emotet)




Threat Actors

 Initial activity
* August 2018 to Jan 2019: $4.7M USD in BTC acquired

» Used in cyberattacks targeting various newspapers in December (slight delays in delivery but no
significant operational impact):

» San Diego Union-Tribune
» Los Angeles Times and Tribune Publishing
* Includes Chicago Tribune, New York Daily News, Baltimore Sun and Orlando Sentinel

» Used to attack cloud hosting provider Data Resolution, Onslow Water and Sewer Authority in North
Carolina and an unnamed Canadian company that owns several restaurant chains

» Combining Ryuk with Emotet and TrickBot

SYSTEM(S)
ENCRYPTE
D, RANSOM
DEMANDED

Emotet TrickBot Ryuk

» “Along with Emotet, TrickBot has become one of the most versatile and dangerous pieces of modular
malware hitting enterprise environments.” — HelpNet Security

* “Interactive deployment of ransomware” to conduct reconnaissance and ultimately “maximize their
disruption of business operations” - FireEye




Emotet mmp TrickBot mmp Ryuk Delivery

Emotet C2

o ! !7 Emotet Infected System(s)
Pushes TrickBot Payload ) {: i :, ) : :g

| ——— ]
- A TrickBot Infection Process

Trickbot C2

@

Actors monitor for high profile
infected organizations

% Actor deploys Ryuk on selected target

EEER

Victim Network is Ransomed

Source: Kryptoslogic.com



https://blog.kryptoslogic.com/malware/2019/01/10/dprk-emotet.html

Emotet mmp TrickBot mmp Ryuk Delivery

Another example of the workflow of Emotet, TrickBot and Ryuk when used together

. Emotet
Spam email endrar

containing - Credential
malicious TrickBot theft

malware
document

installed

Move

Rei?:?hr:ur around Create new
your Admin User

Directory network

Disable
protection
in your
security
products

Delete your
backups
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Ransom Demands

* Ryuk is known to be one of the most costly ransomware families
* According to Coveware, Ryuk payments are often 10 times more than its peers

Ryuk Ransomware payment costs

4]
8/18 9/18 10/18 /18 12.18

B Ryuk W All Ransomware

Ryuk Ransomware average ransom vs Ransomware Markefplace
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Prominent Ryuk Activity and Alerts in the Last Year

March 2019:
» |IT systems for Jackson County, Georgia attacked. They paid $400,000 (most IT systems except
website and 911 knocked down)
 May 2019:
» Disrupted operations of C.E. Niehoff & Co., a manufacturing firm

o April 2019:
» Stuart, Florida, attacked with Ryuk
» Imperial County, California, refused to pay $1.2M Ryuk ransom demand but suffered downtime

e June 2019:
» Key Biscayne, Florida, attacked with Ryuk
» Lake City, Florida, paid ~$460K in Ryuk attack ransom
» British GCHQ releases warning about global Ryuk campaign
» Georgia’s Administrative Office of the Courts attacked

e July 2019:
» La Porte County, Indiana, attacked, paid $130,000 ransom
» Chinese company Tencent releases report on Ryuk attacking targets in China

« Coveware report notes dramatically increasing ransomware ransom demands, identifies Ryuk as one
of the reasons

* New Bedford, Massachusetts, attacked. Refused to pay ransom and rebuilt.
» Several Louisiana school districts attacked with Ryuk
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August 2019:

» Rockuville Centre school district (Long Island, New York) paid nearly $100,000 ransom for a Ryuk
attack
» September 2019:
* Ryuk-related malware observed exfiltrating sensitive military and financial files

» October 2019:
» DCH Health System in Alabama were attacked, shut down and temporarily stopped admitting new,
non-emergency patients
* November 2019:

 Ransomware attack on Louisiana Office of Technology Services, likely Ryuk based on publically-
released

» Multinational Spanish security company, Prosegur temporarily shut down IT network after Ryuk attack
* Ryuk attack on Cadena SER (Spain’s largest radio station)

* Ryuk attack on T-System, a provider of end-to-end IT solutions for emergency and urgent healthcare
providers, allegedly the infection spread to public segments such as their demilitarized zone, extranet,
and even their helpdesk

 December 2019:

* Ryuk used to attack IT network of a federally regulated maritime facility

« January 2020:
* Ryuk used to attack several oil and gas facilities
» Coveware again reports dramatically increasing

ransomware demands, identifies Ryuk as one of the
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Prominent Ryuk Activity and Alerts in the Last Year

e January 2020:
* Ryuk used to attack several oil and gas facilities

« Coveware again reports dramatically increasing ransomware demands, identifies Ryuk as one of the
reasons




Ryuk Defense and Mitigations

» Provide social engineering and phishing training to employees. [10.S.A],
[1.M.D]

» Develop and maintain policy on suspicious e-mails for end users; Ensure
suspicious e-mails are reported [10.S.A], [10.M.A]

» Ensure emails originating from outside the organization are automatically
marked before received [1.S.A], [1.M.A]

» Apply applicable patches and updates immediately after testing; Develop and
maintain patching program if necessary. [7.S.A], [7.M.D]

* Implement Intrusion Detection System (IDS). [6.S.C], [6.M.C], [6.L.C]
* Implement spam filters at the email gateways. [1.S.A], [1.M.A]
» Block suspicious IP addresses at the firewall. [6.S.A], [6.M.A], [6.L.E]

* Implement whitelisting technology on appropriate assets to ensure that only
authorized software is allowed to execute. [2.S.A], [2.M.A], [2.L.E]

* Implement access control based on the principal of least privilege. [3.S.A],
[3.M.A], [3.L.C]

* Implement and maintain anti-malware solution. [2.S.A], [2.M.A], [2.L.D]
» Conduct system hardening to ensure proper configurations. [7.S.A], [7.M.D]

» Disable the use of Remote Desktop Protocol (RDP) or, if absolutely needed,
restrict its use applying the principle of least privilege and monitor/log its
usage. [7.S.A], [7.M.D]

We suggest contacting local
law enforcement in the case
of a cyberattack. Also, the
FBI's Internet Crime
Complaint Center (IC3) can
be reached here:

https://www.ic3.gov/complain
t/default.aspx/
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https://www.ic3.gov/complaint/default.aspx/

Prominent Ryuk Activity and Alerts in the Last Year

» Please note several things about the indicators of compromise (IOCs) on the following slides:

» There is a significant quantity of indicators of compromise related to Ryuk available on the public
Internet. We have attempted to include as many as possible in this presentation. However, there may
be some available to the public not included here.

» Upon being released to the public, IOCs may become “burned” which is to say that the attackers will
adjust their TTPs, weapon and infrastructure so that the public IOCs are no longer used.

» There are instances of obsolete IOCs being reused, so any organization attempting to defend
themselves should consider all possibilities.

* New IOCs are constantly being released, especially with a tool as prominent and frequently used as
TrickBot. It is therefore incumbent upon any organization attempting to defend themselves to
remain vigilant, maintain situational awareness and be ever on the lookout for new I0OCs to
operationalize in their cyber defense infrastructure.
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Indicators of Compromise

Command and control:

47.49.168.50 42.115.91.177 199.227.126.250 68.4.17/3.10
190.145.74.84 137.74.151.18 24.113.161.184 72.189.124.41
185.251.38.208 71.94.101.25 197.232.50.85 74.134.5.113
188.68.208.240 206.130.141.255 94.232.20.113 105.27.171.234
24.247.181.155 92.38.163.39 190.145.74.84 182.253.20.66
174.105.235.178 74.140.160.33 47.49.168.50 172.222.97.179
185.80.148.162 65.31.241.133 64.128.175.37

181.113.17.230 140.190.54.187 24.227.222.4

174.105.233.82 24.247.181.226 213.183.63.245

71.14.129.8 46.149.182.112 103.110.91.118

216.183.62.43 213.32.122.246 24.119.69.70
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Indicators of Compromise (Continued)

Hashes:

1354ac0d5be0c8d03f4e3aba78d2223e
29340643ca2e6677c19e1d3bf351d654
5ac0f050f93f86e69026faealfbb4450
86c314bc2dc37ba84f7364acd5108c2b
958c594909933d4c82€93c22850194aa
c0202cf6aeab8437c¢638533d14563d35
cb0c1248d3899358a375888bb4e8f3fe
d348f536e214a47655af387408b4fcab
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Questions

Upcoming Briefs

* Atrtificial Intelligence — Application to the Healthcare Industry
» Electronic Health Record systems

* PyXie RAT

Product Evaluations

Recipients of this and other Healthcare Sector Cybersecurity Coordination Center (HC3) Threat Intelligence products
are highly encouraged to provide feedback to HC3@HHS.GOV.

Requests for Information

Need information on a specific cybersecurity topic? Send your request for information (RFI) to HC3@HHS.GOV or call
us Monday-Friday, between 9am-5pm (EST), at (202) 691-2110.
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HC3 works with private and public sector
partners to improve cybersecurity throughout
the Healthcare and Public Health (HPH) Sector

Products \

Sector & Victim Notifications White Papers Threat Briefings & Webinar

Directed communications to victims or Document that provides in-depth information Briefing document and presentation that
potential victims of compromises, vulnerable on a cybersecurity topic to increase provides actionable information on health
equipment or PII/PHI theft and general comprehensive situational awareness and sector cybersecurity threats and mitigations.
notifications to the HPH about currently provide risk recommendations to a wide Analysts present current cybersecurity topics,
impacting threats via the HHS OIG audience.

engage in discussions with participants on
current threats, and highlight best practices
and mitigation tactics.

Need information on a specific cybersecurity topic or want to join our listserv? Send your request for
information (RFI) to HC3@HHS.GOV or call us Monday-Friday, between 9am-5pm (EST), at (202) 691-2110.
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Contact
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Health Sector Cybersecurity (202) 691-2110 HC3@HHS.GOV
Coordination Center (HC3)
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