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General Information

PTA / PIA Name: OS - AFCCWH - QTR1 - 2026 - OS3303796 PTA / PIA ID: 4347846

Component
Name:

OS - Presidential American Fitness Challenge and 
Centralized Website Hub

ATO Boundary
Name:

Presidential American Fitness Challenge and 
Centralized Website Hub

Overall Status: Complete # of Days -
Open:

49

Submitter: Submit Date: 3/17/2026

Next
Assessment
Date:

03/26/2029 Expiration Date: 3/26/2029

Office: OpDiv: OS

Security
Categorization:

High

Make PIA
available to
Public?:

Yes PIA Required: Yes

General 01: Identify the Enterprise Performance Lifecycle Phase of the system. Initiation

General 02: Is this a FISMA-Reportable system? Yes

General 03: Does the system have or is it covered by a Security Authorization to 
Operate (ATO)?

Yes

General 04: ATO Date or Planned ATO Date.

General 05: Is the system or electronic information collection, agency or contractor 
operated?

Contractor

History Log: View History Log

Privacy Threshold Analysis

Privacy Threshold Analysis

PTA 01: Point of Contact (POC) Name Michael Adams

PTA 01A: POC Title and Organization ISSO, OASH

PTA 01B: POC Email Address michael.adams@hhs.gov

PTA 01C: POC Phone Number 202-489-7480

PTA 02: Indicate the following reason(s) for this PTA. Choose from the following 
options.

New

PTA 03: Is the data contained in the system owned by the agency or contractor? Agency

https://sgrc.hhs.gov/RSAArcher//default.aspx?requestUrl=..%2fGenericContent%2fHistoryLogContentView.aspx%3fcontentId%3d4347846%26hlFieldId%3d23906


PTA 04: Please give a brief overview of the purpose of the system by describing 
what the functions of the system are and how the system carries out 
those functions in support of HHS.

The Presidential American Fitness Challenge and 
Centralized Website Hub (AFCCWH) system is built 
to support a nationwide initiative aimed at 
promoting physical activity, health, and wellness 
among Americans of all ages (young people). The 
Office of the Assistant Secretary for Health (OASH) 
will develop a challenge competition highlighting 
the importance of physical activity inspiring 
America’s youth to be active. This website will 
provide information about the competition, 
registration and participation tools, educational 
resources, real-time progress tracking, and 
community engagement features. Through this 
nationwide initiative, HHS will motivate young 
people to develop lifelong health habits that 
support strength, confidence, and overall 
wellbeing. 

PTA 05: List and/or describe all the types of information that are collected, 
maintained, and/or shared by the system regardless of whether that 
information is PII and how long that information is stored.

PII about individual participate in the Presidential 
American Fitness Challenge is retrieved by 
personal identifier such as name, email address, 
birth date and these records are maintained in the 
system about these individual participants and is 
not shared with external systems and only with 
designated personnel from the schools whom have 
individual's that participate in the challenge from 
the designated school. The Presidential American 
Fitness Challenge information is generally subject 
to federal records retention schedules that 
mandate a retention period of at least 3 years, up 
to 6 years after the file is closed or the action is 
completed. 

 

PTA 05A: Are user credentials used to access the system? Yes

PTA 05B: Please identify the type of user credentials used to access the system. Non-HHS User Credentials

Username

Password

Email Address

PTA 06: Describe why each type of information is collected, maintained, and/or 
shared by the system. Specify what information is collected about each 
category of individual.

PII may include the following: registration 
information containing an individual participant’s 
name and contact information, which would be 
used to compile e-mailing lists for the purpose of 
disseminating challenge information to 
participants; and the individual participant’s “alias” 
name to use in posting individual-level fitness 
competition data about that participant on the 
public portion of the website.  HHS employee 
credentials are not stored for access purposes to 
the AFCCHW system and required to be shared.

PTA 07: Does the system collect, maintain, use, or share PII? Yes

PTA 08: Does the system include a website or online application? Yes

PTA 08A: Provide the URL(s). fitness.gov

PTA 08B: Are any of the website or online applications accessible by the public 
(including publicly accessible log in pages)?

Yes



PTA 09: Describe the purpose of the website, who has access to it, and how 
users access the web site (via public URL, log in, etc.). Please address 
each element in your response.

The Presidential American Fitness Challenge and 
Centralized Website Hub (AFCCWH) website 
supports a nationwide initiative aimed at 
promoting physical activity, Americans of all ages 
(young people) will have access to the web site via 
a public URL.  Designated users will have their own 
specific login credentials to enter users 
participating in the challenge and monitor the 
participates status.

PTA 10: Does the website have a posted privacy notice? Yes

PTA 11: Does the website contain links to non-federal government websites 
external to HHS?

No

PTA 12: Does the website use web measurement and customization 
technology?

No

PTA 13: Does the website have any information or pages directed at children 
under the age of thirteen?

No

PTA 14: Does the system have a mobile application? No

PTA 20: Are any third-party websites or applications (TPWA) associated with the 
system?

No

PTA 21: Does this system use artificial intelligence (AI) tools or technologies? No

Privacy Impact Assessment

Privacy Impact Assessment

PIA 22: Indicate the type(s) of personally identifiable information (PII) that the 
system will collect, maintain, or share.

Biographical Information

Name

Date of Birth

User Credentials

Contact Information

Email Address (Personal)

Email Address (Business)

PIA 23: Indicate the categories of individuals about whom PII is collected, 
maintained, or shared.

Employees/HHS Direct Contractors

Members of the public

PIA 24: Indicate the approximate number of individuals whose PII is maintained 
in the system.

500 – 4,999

PIA 25: For what primary purpose is the PII used? PII use will include the following: registration 
information containing an individual participant’s 
name and contact information, which would be 
used to compile e-mailing lists for the purpose of 
disseminating challenge information to 
participants; and the individual participant’s “alias” 
name to use in posting individual-level fitness 
competition data about that participant on the 
public portion of the website

PIA 26: Describe any secondary uses for which the PII will be used (e.g., testing, 
training, or research).

None



PIA 28: Identify legal authorities, governing information use and disclosure 
specific to the system and program.

Executive Order 14327 (July 31, 2025): Revitalized 
the President’s Council on Sports, Fitness, and 
Nutrition and ordered the reestablishment of the 
Presidential Fitness Test, which requires the 
Secretary of Health and Human Services (HHS) to 
administer the test.

America COMPETES Act (15 U.S.C. § 3719)

PIA 29: Are records in the system retrieved by one or more PII data elements? Yes

PIA 29A: Please specify which PII data elements are used to retrieve records. Name

PIA 29B: Provide the number, title, and URL of the Privacy Act System of Records 
Notice (SORN) that is being used to cover the system or indicate 
whether a new or revised SORN is in development.

9-90-1901 HHS Correspondence, Comment, 
Customer Service, and Contact List Records, 86 FR 
12699 (3/4/21)

PIA 30: Identify the sources of PII in the system. Non-Government Sources

Members of the Public

PIA 31: Is there an Office of Management and Budget (OMB) information 
collection approval number?

Yes

PIA 31A: Provide the information collection approval number(s) and expiration 
date(s).

OMB Control Number: 0990-0281. This OMB 
number covers the "Prevention Communication 
Formative Research" conducted by the Office of 
Disease Prevention and Health Promotion 
(ODPHP), which includes the President's Council, 
the Move Your Way Campaign, and, following the 
2025 reestablishment, the Presidential Fitness Test 
initiatives.

PIA 32: Is the PII in the system shared directly with other organizations outside 
the system’s Operating Division?

No

PIA 33: Is the submission of PII by individuals voluntary or mandatory as defined 
in the Privacy Act?

Voluntary

PIA 34: Describe the method in place to notify and obtain consent from 
individuals whose PII will be collected. If no prior notice is given or 
consent cannot be obtained, explain why.

Voluntary Participation and Informed Consent: 
Participation in the fitness challenges is voluntary, 
and PII is collected only when individuals submit 
data through official, secure forms or websites 
(such as Health.gov or affiliated platforms).
Privacy Policy Notices: The Centralized Website 
Hub and associated,, websites provide a Privacy 
Policy at the point of registration. This notice 
explains what data is collected (e.g., name, email, 
school/organization) and how it is used.

PIA 35: Describe the process to notify and obtain consent from the individuals 
whose PII is in the system when major changes occur to the system 
(e.g., disclosure and/or data uses have changed since the notice at the 
time of original collection). If they cannot be notified or have their 
consent obtained, explain why.

Affected individuals will be notified directly, often 
via email, of changes to how their PII is used or 
shared.



PIA 36: Describe the process in place to resolve an individual’s concerns when 
they believe their PII has been inappropriately obtained, used, or 
disclosed, or that the PII is inaccurate. If no process exists, explain why 
not.

The process involves immediate reporting to the 
Privacy Officer and HHS Computer Security 
Incident Response Center (CSIRC) to stop the 
breach. A formal investigation follows, often 
requiring an incident report (e.g., DD Form 2959) 
within one hour. 

Inaccuracies are reported through the HHS Office 
of the Assistant Secretary for Health (OASH) 
channels to ensure records are updated within the 
system.

PIA 37: Describe the process in place for periodic reviews of the system to 
ensure the integrity, availability, accuracy, and relevancy of the PII in 
the system. Please address each element in your response. If no 
processes are in place, explain why not.

The Privacy Impact Assessments (PIA) will be 
reviewed on an annual basis, and the privacy will 
be monitored and assessed for compliance 
annually.

PIA 38: Identify who will have access to the PII in the system. Users

Administrators

Developers

Contractors

PIA 38A: Select the type of contractor. Third-Party Contractor (Contractors other than HHS
Direct Contractors)

PIA 38B: Do contracts include Federal Acquisition Regulation (FAR) and other 
appropriate clauses ensuring adherence to privacy provisions and 
practices?

Yes

PIA 39: Provide the reason why each of the groups identified in 38 needs access 
to PII.

Users: Require access to their own information and 
user credentials to manage their personal profiles, 
track their own fitness challenge submission data, 
and update contact preferences.

Administrators: Require access to participant 
names and contact information to oversee 
program enrollment, facilitate outreach as 
mandated by Executive Order 14327.

Developers: Require temporary, limited access to 
the backend environment to troubleshoot 
database connectivity, resolve software bugs, and 
ensure the integrity of the PII data fields during 
system updates.

Contractors: Provide technical infrastructure 
support, including database hosting and security 
monitoring, to ensure the "Moderate" security 
categorization requirements are met and that the 
system remains available to the public.



PIA 40: Describe the administrative procedures in place to determine which 
system users (administrators, developers, contractors, etc.) may access 
PII.

Access is governed by the HHS Policy for 
Information Systems Security and Privacy and the 
following administrative controls:

Role-Based Access Control (RBAC): Access is not 
granted by default. It is assigned based on the 
"Need to Know" principle. Roles are defined by the 
Program Manager and approved by the System 
Owner.
Onboarding/Vetting: All personnel must read and 
sign the HHS Rules of Behavior (RoB) before being 
granted credentials.

Account Auditing: Administrator and Developer 
accounts are reviewed quarterly to ensure that 
individuals who have changed roles or left the 
project have had their access revoked 
immediately.

PIA 41: Describe the technical methods in place to allow those with access to PII 
to access only the minimum amount of information necessary to 
perform their job.

The system employs a "Defense in Depth" strategy 
to ensure that access to PII is restricted to the 
minimum amount necessary for a user's specific 
job function. The following technical methods are 
implemented:

1. Role-Based Access Control (RBAC)
The application architecture utilizes a granular Role 
Based Access Control (RBAC) model. Permissions 
are not assigned to individuals, but to defined 
functional roles.

Participants (Public): Access is limited to their own 
unique record via a secure "My Profile" portal. 
They cannot query or view PII of other 
participants.

System Administrators: Granted high-level access 
for account management but restricted from bulk 
data exports unless a secondary "Dual-Authorized" 
approval is triggered.

2. AWS Identity and Access Management (IAM)
Multi-Factor Authentication (MFA) integrated with 
the AFCCWH WordPress VIP (WPVIP) cloud system: 
Selected AFCCHW system selected credentialed 
external general users and privileged users 
(Administrators, Developers, and Contractors) 
stored within the system are required to use their 
AFCCWH credentials stored within the system's 
AWS IAM tool and an MFA (e.g., Login.gov for 
credentialed external users) or Two Factor 
Authentication (2FA) tokens to access and 
authenticate to the AFCCWH system.

PIA 42: Identify the general security and privacy awareness training provided to 
system users (system owners, managers, operators, contractors and/or 
program managers) to make them aware of their responsibilities for 
protecting the information being collected and maintained.

Current trainings include: Information Systems 
Security Awareness Privacy Awareness Training, 
Breach Training, Privileged User Rules of Behavior 
training, and Incident Response training

PIA 43: Describe the training system users receive above and beyond general 
security and privacy awareness training.

Privileged User Rules of Behavior and Breach 
training



PIA 44: Describe the process and guidelines in place for the retention and 
destruction of PII. Cite specific National Archives and Records 
Administration (NARA) records retention schedule(s) and include the 
retention period(s).

Data is retained and never destroyed. Following is 
the General Records Schedule (GRS) in use, that 
applies to the Personally Identifiable Information 
(PII) maintained in this system; GRS 3.1. Item 012, 
Disposition Authority: DAA-GRS-2013-0005-0008. 
Special purpose computer programs and 
applications - Computer software programs or 
applications that are developed by the agency 
or under its direction solely to use or maintain a 
master file or database authorized for disposal in a 
GRS item or a National Archives and Records 
Administration (NARA) approved records schedule.
Disposition Instructions - Delete when related 
master file or database has been deleted, but 
longer retention is authorized if required for 
business use. Note: Computer software needs to 
be kept as long as needed to ensure access to, and 
use of, the electronic records in the system 
throughout the authorized retention period to 
comply with 36 CFR Sections 1236.10, 1236.12, 
1236.14, and 1236.20. 

PIA 45: Describe how the PII will be secured in the system using administrative, 
technical, and physical controls. Please address each element in your 
response.

1. Administrative Controls
Rules of Behavior (RoB): Users must sign an HHS-
approved RoB agreement annually, acknowledging 
their responsibility to protect PII and the penalties 
for unauthorized disclosure.

Privacy Training: Mandatory annual Information 
Systems Security and Privacy Awareness (ISSPA) 
training is required for all account holders.

Incident Response Plan: A formal breach 
notification process is in place. In the event of a PII 
leak, the HHS Computer Security Incident 
Response Center (CSIRC) is notified within one 
hour. 2. Technical Controls
Multi-Factor Authentication (MFA): Access to the 
backend database requires PIV card authentication 
or an equivalent NIST-compliant MFA method.

Audit Logging and Monitoring: The system 
generates automated audit trails that record every 
access, modification, or deletion of PII. These logs 
are reviewed weekly for suspicious activity.

Intrusion Detection/Prevention Systems (IDS/IPS): 
The Hub is protected by firewalls and monitoring 
tools that identify and block unauthorized 
attempts to scrape data or bypass authentication. 
3. Physical Controls
Physical controls protect the actual hardware and 
facilities where the data resides.

Secure Data Centers: The system is hosted in a 
FedRAMP-authorized cloud environment. This 
facilities require biometric access, 24/7 security 
guards, and video surveillance (CCTV).

Hardware Security: Direct physical access to 
servers is restricted to a limited number of 
authorized data center technicians.



Review and Comments

OpDiv Privacy Analyst Review

Privacy Analyst
Review
Decision:

Approved Privacy Analyst
Review Date:

3/17/2026

Privacy Analyst
Review
Comments:

This PIA is ready for your review.

All necessary questions have been answered.

Thank you,

Jon

# of Days - PA
Review:

0

SOP Review

SOP Review
Decision:

Approved SOP Review
Date:

3/17/2026

SOP Review
Comments:

Hello,

Please review my comments and make the 
appropriate changes within your responses.

Thank you,

Muriel.

# of Days - SOP
Review:

0

Agency Privacy Analyst Review

Agency Privacy
Analyst Review
Decision:

Approved Agency Privacy
Analyst Review
Date:

3/19/2026

Agency Privacy
Analyst Review
Comments:

Reviewer: Shanai Shobowale

3/19/2026 This PIA is ready for SAOP review and 
approval.

# of Days - APA
Review:

2

SAOP Review

SAOP Review
Decision:

Approved SAOP Review
Date:

3/27/2026

SAOP Review
Comments:

# of Days - SAOP
Review:

8

SAOP Signature

Date User Type Name Original Value New Value

3/27/2026
1:36 PM

BAUR, VANESSA Signature SAOP (Email PIN) Content Signed

Supporting Document(s)

Name Size Type Upload Date Downloads

No Records Found



Comments

Question Name Submitter Date Comment Attachment

PTA 05 Data Feed Service,
pta_pia_OS_Release

2/24/2026 Please include the length of time that 
the information will be stored.

PTA 06 Data Feed Service,
pta_pia_OS_Release

2/24/2026 It is indicated that credentials are 
also stored by the system. Please also 
list that HHS employee credentials 
are stored for access purposes (if that
is correct). 

Please also indicate if the 
information is shared in any way. 

PIA 22 Data Feed Service,
pta_pia_OS_Release

2/24/2026 Contact information, including e-mail 
address, are mention in the response 
to PIA-25. If e-mail is collected and 
used by the system, please select it in 
this response as well.

PIA 36 Data Feed Service,
pta_pia_OS_Release

2/24/2026 Please define the acronyms CSIRC 
and OASH on first use within this 
response.

PTA 05A Data Feed Service,
pta_pia_OS_Release

2/24/2026 The response to PIA-41 mentions the 
usage of IAM for multi-factor 
authentication. Are the credentials 
stored in IAM or within the system 
itself? Please update this response if 
the credentials are store in IAM, 
otherwise leave as is. If credentials 
are stored in IAM, then the selection 
would also have to be removed from 
question PIA-22 as well.

PIA 23 Data Feed Service,
pta_pia_OS_Release

2/24/2026 If credentials for employees are 
stored, please also select HHS 
Employees for this reponse.

PTA 05 Data Feed Service,
pta_pia_OS_Release

3/4/2026 Please state specifically what type of 
PII (e.g., name, email address....) is 
collected, maintained, and/or shared 
by the system. Additionally, based on 
the responses provided in the PIA 22, 
‘Date of Birth' should also be 
included here. 


