Privacy Impact Assessment (PIA): OS - ADTP - QTR1 - 2025 - 052340667

Date Approved: 6/9/2025

General Information

PIA Name: OS - ADTP - QTR1 - 2025 - 052340667 PIA ID: 3233170

Name of ASPR - ASPR Disaster Telemedicine Platform Name of ATO  ASPR Disaster Telemedicine Platform
Component: Boundary:

Office: ASPR OPDIV: 0sS

1: Identify the Enterprise Performance Lifecycle Phase of the system. Initiation

2: Is this a FISMA-Reportable system? No

3: Does the system have or is it covered by a Security Authorization to No

Operate (ATO)?

q: ATO Date or Planned ATO Date. 6/30/2025
5. Is the system or electronic information collection, agency or contractor
operated?
PTA
PTA - 2: Indicate the following reason(s) for this PTA. Choose from the New
following options.
PTA-3: Is the data contained in the system owned by the agency or Agency
contractor?
PTA - 4: Please give a brief overview and purpose of the system by This is a Disaster Telemedicine platform
describing what the functions of the system are and how the designed to provide comprehensive support for
system carries out those functions. healthcare delivery during disaster scenarios.

Key functions of the system include:
1.Telemedicine services.

2.Patient record management is also known as
Emergency Medical Records (EMR).

Medical information, including demographic
details, medical history, treatment plans, and
prescriptions, is collected about patients. This
information is medically necessary to provide
appropriate care and treatment for patients.

PTA-5: List and/or describe all the types of information that are collected 1.User information such as email address,
(into), maintained, and/or shared in the system regardless of username and passwords for credentialing and
whether that information is Pll and how long that information is
stored.



PTA - 5A:

PTA - 5B:

PTA-6:

PTA-7:

PTA - 7A:

PTA -8:

PTA - 8A:

PTA - 9:

Are user credentials used to access the system?

Please identify the type of user credentials used to access the
system.

Describe why all types of information is collected (into),
maintained, and/or shared with another system. This description
should specify what information is collected about each category
of individual.

Does the system collect, maintain, use or share PII?
Does this include Sensitive Pll as defined by HHS?
Does the system include a website or online application?

Are any of the URLs listed accessible by the general public (to
include publicly accessible log in and internet websites/online
applications)?

Describe the purpose of the website, who has access to it, and
how users access the web site (via public URL, log in, etc.). Please
address each element in your response.

permission.

2. Medical information, including demographic
details, medical history, treatment plans, and
prescriptions, is collected about patients.

All information collected on the platform will be
securely stored in encrypted access controlled
gov cloud. The information will be stored for the
duration per HHS ASPR GUIDELINES (as long as
the personnel has authorized access to the
system) or until the United States Government
(USG) ASPR directs otherwise and the personnel
is terminated or no longer has authorized access
to the system. This information is not shared
with another system.

Yes

HHS User Credentials

HHS Email Address
HHS Username
Password

Non-HHS User Credentials
Username
Password

Email Address

Information is collected for the purpose of:

1.Credentialling and permission: Information
such as username, passwords, roles and access
are collected to ensure only authorized users
can access the system.

2.Patient care: medical information, including
demographic details, medical history, treatment
plans, and prescriptions, is collected about
patients. This information is medically necessary
to provide appropriate care and treatment of
patients.

Yes
Yes
Yes

Yes

The website is hosted on secure government
clouds and runs web applications to allow
authorized users to log in with credentials to
perform tasks related to patient care, such as
documenting care in the EMR or accessing
telemedicine capabilities.



PTA - 10: Does the website have a posted privacy notice? Yes

PTA - 11: Does the website contain links to non-federal government No
websites external to HHS?

PTA - 11A: Is a disclaimer notice provided to users that follow external links to
websites not owned or operated by HHS?

PTA - 12: Does the website use web measurement and customization Yes
technology?

PTA - 12A: Select the type(s) of website measurement and customization Persistent Cookies - Does Not Collect Pl
technologies in use and if it is used to collect PII.

PTA - 13: Does the website have any information or pages directed at No
children under the age of thirteen?

PTA - 13A: Does the website collect PIl from children under the age thirteen?

PTA - 13B: Is there a unique privacy policy for the website and does the
unique privacy policy address the process for obtaining parental
consent if any information is collected?

PTA - 14: Does the system have a mobile application? Yes

PTA - 14A: Is the mobile application HHS developed and managed or a third-  Third-party
party application?

PTA - 15: Describe the purpose of the mobile application, who has access to The mobile app is designed to be a log-in access
it, and how users access it. Please address each element in your  point for our medical providers. Only those that
response. have been credentialed into the system have

access. Not for the public.

PTA - 16: Does the mobile application/ have a privacy notice? Yes

PTA-17: Does the mobile application contain links to non-federal No
government websites external to HHS?

PTA - 17A: Is a disclaimer notice provided to users that follow external links to
resources not owned or operated by HHS?

PTA - 18: Does the mobile application use measurement and customization  Ng
technology?

PTA - 18A: Describe the type(s) of measurement and customization
technologies or techniques in use and what information is
collected.
PTA - 19: Does the mobile application have any information or pages No

directed at children under the age of thirteen?

PTA - 19A: Does the mobile application collect Pll from children under the age
thirteen?
PTA - 19B: Is there a unique privacy policy for the mobile application and does

the unique privacy policy address the process for obtaining
parental consent if any information is collected?

PTA - 20: Is there a third-party website or application (TPWA) associated No
with the system?

PTA - 21: Does this system use artificial intelligence (Al) tools or No
technologies?

PIA

PIA Indicate the type(s) of Name

-1: personally identifiable
information (PIl) that the
system will collect,
maintain, or share.

Email Address



Phone numbers

Medical records (PHI)
Date of Birth

Mailing Address

Medical Records Number
User Credentials

Patient ID Number

Other - Free text Field - Provider License #

PIA Indicate the categories of  Bysiness Partners/Contacts (Federal, state, local agencies)
-2: individuals about whom PII

is collected, maintained or
shared.

Employees/ HHS Direct Contractors
Grantees

Patients

Members of the public

Vendors/Suppliers/Third-Party Contractors (Contractors other than HHS Direct Contractors)

plA Indicate the approximate Above 2000
-3: number of individuals

whose PIl is maintained in

the system.

PIA For what primary purpose  The use of Pll within this system is controlled on a need-to-know basis. To document medical treatment, and

-4q: isthe Pll used? telemedicine consultations rendered to patients and our animals.
To conduct quality assurance reviews and establish a quality improvement process by reviewing medical
treatment and consultations on a specific deployment, spotting best practices, and developing process
improvements for future deployments.
For user authentication and access control.

PIA Describe any secondary There are no secondary uses for Pll. The previous entry was in error. Please see comments for verification.

- 5. uses for which the PIl will
be used (e.g. testing,
training or research).

PIA Describe the function of the

-6: SSN, Truncated SSN, and/or
Taxpayer ID.

plA Cite the legal authority to

- 6A: use the SSN, Truncated
SSN, and/or Taxpayer ID.

PIA !dentify legal authorities 5 USC 301, Departmental regulations.

.7: governinginformationuse 5 USC 552a of the Privacy Act of 1974, as amended
and disclosure specific to
the system and program.

PIA Arerecordsinthe system  ygg



- 8: retrieved by one or more
Pll data elements?

PIA Please specify which PlI Only authorized users with login credentials and access permission per user role are

-8A: data elementsare used to  5)15\ved to retrieve record using:
retrieve records. .
Patient Name

Date of Birth
By event and location/site

Patient ID number or bar code

PIA Provide the number, title,  09-90-0040 National Disaster Medical System (NDMS) Disaster Medical Information Suite
- 8B: and URL of the Privacy Act (DMIS)

System of Records Notice

(SORN) that is being used to

cover the system or SORN history: 78 FR 78959 (12/27/13), *83 FR 6591 (2/14/18)
indicate whether a new or

revised SORN is in

development.

PIA Identify the sources of PIlin  pjrectly from an individual about whom the information pertains
-9: thesystem.

In-person
Government Sources

Other
Non-Government Sources

Other

PIA s there an Office of No
-10: Management and Budget
(OMB) information
collection approval
number?
PIA Provide the information
- collection approval
10A: humber.
pIA ldentify the OMB
- information collection
10B: approval number expiration
date.
PIA Explain why an OMB N/A
- information collection
10C: approval number is not
required.
PIA Isthe Pll shared with other ygg
- 11: organizations outside the
system’s Operating
Division?
PIA Identify with whom the PIl  Other Federal Agency/Agencies
- is shared or disclosed.

11A: Private Sector



PIA

11B:

PIA

11C:

PIA

11D:

PIA

State or Local Agency/Agencies

Within HHS
Please provide the To ensure the appropriate level of healthcare and for continuity of healthcare operations. In response to an
purpose(s) for the inquiry from a Congressional office. In response to a legal inquiry from the Department of Justice DOJ, Courts,
disclosures described in PIA or adjudicatory body. When engaged by Heath and Human Services (HHS) to assist in the performance of a
- 11A. service related to this collection and the records to perform the activity. Assist another federal or state agency,

or its fiscal agent. Provide family members of the patient with information about the location or the status of
the patient. Disclosure of a patient’s location or status is not permitted when there is a reasonable belief that
disclosing such information could endanger the life, safety, health, or well-being of the patient. Assisting HHS’s
efforts to respond to a suspected or confirmed breach of the security or confidentiality of information
maintained in this system of records, provided the information disclosed is relevant and necessary for that
assistance.

List any agreements in Business Associate Agreements (BAAs); Data Use Agreement (DUA), Information Sharing Agreement are all
place that authorizes the complete prior to the release of any information sharing or disclosures.

information sharing or

disclosure (e.g., Computer

Matching Agreement

(CMA), Memorandum of

Understanding (MOU), or

Information Sharing

Agreement (ISA)).

Describe process and The BAAs and the DUA are all logged, tracked, and accounted for on a stored secure

procedures for _ drive for legal documents with the federal contractor.
logging/tracking/accounting

for the sharing and/or
disclosing of PII. If no Requests for disclosure of Pll that are received by ASPR Disaster Team (DT) are scanned

process or procedures are  or saved, logged, tracked, and accounted for on its secure drive. It is organized by date of

in place, please explain why - request and status of request.
not.

Information accessed on the system stores the user Identification (ID) and time log for all
users that access Pll. Those logs are accessible by DT admin only.

Is the submission of Pl by voluntary

- 12: individuals voluntary or

PIA

mandatory?
If PIl submission is



- mandatory, provide the
12A: specific legal requirement
that requires individuals to
provide information or face
potential civil or criminal
penalties.
pIA Describe the method for Personally Identifiable Information (PIl) is only collected at the time the user accounts are created, and the
- 13: notifying individuals that source of the information is the users themselves, so they have the option to decline the provision of access, or
their information will be the services provided by the platform at the time of the account creation.
collected and how they can
opt-out of the collection or
use of their PII. If there is
no option to object to the
information collection,
provide a reason.

PIA DeS_Cribe the process to Individuals seeking to know if ASPR Disaster Telemedicine Platform (ADTP) system

- 14; notify and obtain consent . h4ing records about them must submit a written request to the Program Director at
from the individuals whose - . o 1
PIl is in the system when the below mailing address or email to, clearly marked as a “Privacy Act Request” on the
major changes occur to the ~ €nvelope and letter (see, generally, HHS Privacy Act regulations found at 45 CFR Part 5b).
system (e.g., disclosure Requests pertaining to patients should include the full name of the patient, appropriate
and/or data uses have verification of identity, current address of the patient and the name of the requester,
changed since the notice at . ificati fid . dd fth d th f
the time of original appropriate verification of identity, current address of the requester, and the nature o
collection). Alternatively, the record sought, as required by HHS Privacy Act regulations at 45 CFR 5b.5. Requests
describe why they cannot  pertaining to owners of animals should include the full name of the owner and the

be notified or have their animal, appropriate verification of identity, current address of the requester, and the
consent obtained.



PIA
-15:

PIA
-16:

Describe the process in
place to resolve an
individual's concerns when
they believe their Pll has
been inappropriately
obtained, used, or
disclosed, or that the Pll is
inaccurate. If no process
exists, explain why not.

Describe the process in
place for periodic reviews
of Pl contained in the

nature of the record sought, as required by HHS Privacy Act regulations at 45 CFR 5b.5

Disaster Telemedicine Program Director and Address:
ASPR DT Program Director

400 7t Street, SW Washington D.C. 20024

Or email to asprdt@hhs.gov

Individuals can contact our director or staff duty officer for any privacy concerns. Any
concern will be addressed and handled according to policy guidelines by authorized
personnel.

Steps that an individual can take if Pll is compromised according to HHS breach policy
are: Confirm the Breach, Report the Breach, File a HIPAA Complaint with HHS OCR,
Protect Yourself from Identity Theft initiating credit monitoring or identity theft
protection services.

The ASPR Data Transfer Protocol (DTP) employs file integrity protection to continuously monitor and alert any

system to ensure the data's changes. Unauthorized changes are flagged for investigation by the security team. The Security Team also uses

integrity, availability,
accuracy and relevancy.
Please address each

element in your response. If

no processes are in place,

Center for Internet Security (CIS) level 2 and Security Technical Implementation Guides (STIGs) conformance
packs to check secure configurations. Alerts are collected and resolved in Asana.



PIA

-17:

PIA

PIA

178B:

PIA

-18:

PIA

-19:

PIA

- 20:

explain why not.

Identify who will have Users
access to the Pll in the
system.

Administrators

Others

Select the type of

contractor.

Do contracts include

Federal Acquisition

Regulation (FAR) and other

appropriate clauses

ensuring adherence to

privacy provisions and

practices?

Provide the reason why Clinical Users and Provider- provide the patient care and facilitate the patient through the encounter. They

each of the groups often create patient records and must view and update patient records.

identified in PIA - 17 needs

access to PIl. Non-Clinical site-specific Users are limited to only the operational dashboard which does not contain any
clinical data. It just contains general overall site numbers, etc.

Overall Coordinators- limited access to overall dashboard for all operational sites high-level operational data.

DT Admin which is limited to FTE DT staff. They will be conducting QA, and providing for any requests for
patient records, etc.

Describe the administrative Access privileges are controlled through a formal authorization process. The ASPR Disaster Telemedicine
procedures in place to Platform applications utilize role-based access control. Only authorized users are permitted access to only that
determine which system which is expressly required for the performance of their job duties.

users (administrators,

developers, contractors,

etc.) may access PII.

Describe the technical The system provides different users with different access levels according to their specific role.

methods in place to allow

those with access to Pllto  These are controlled by a menu driven interface in the Clinic Admin Control Panel. The Vice President of
only access the minimum  Engineering is responsible for ensuring that the application functions are limited to the minimum necessary
amount of information using menus.

necessary to perform their

job.



PIA

-21:

PIA

-22:

PIA

-23:

Identify the general security The federal contractor mandates security training with KnowBe4 before access to the system for all of their

and privacy awareness system users. The training covers basic security principles, social engineering risks, supply chain risks,
training provided to system credential protection and remote access risk. This training is updated and documented annually, or when
users (system owners, events dictate a revision of content. Those training records are kept in Asana for a minimum of six years. In
managers, operators, addition, all contractors must take HHS Records Management Training.

contractors and/or program

managers) using the system ASPR Disaster telemedicine staff, and federal government operators are mandated to annually complete HHS
to make them aware of rules of behavior, HHS Records Management, HHS Cybersecurity and privacy awareness trainings.

their responsibilities for

protecting the information

being collected and

maintained.

Describe the training Federal contractor’s Security Team sends phishing email using KnowBe4 to reinforce security awareness
system users receive (above training and provide users with information, based on real examples, on how to recognize malicious cyber-
and beyond general attacks. In addition, role-based training is provided to staff within 10 days of assignment.

security and privacy

awareness training). ASPR Disaster telemedicine staff, and federal government operators and system users receive role-based

training via a training instance which is a duplicate of the application and system but specifically for use in a
training environment to be able to train. This is offered via live training recorded as well as access to this
training instance to run scenarios without real patient data.

Describe the process and Records are retained in accordance with records disposition schedule N1-468-07-1, approved by the National

guidelines in place with Archives and Records Administration (NARA) for the Office of Public Health and Emergency Preparedness
regard to the retention and (OPHEP); the Pandemic and All Hazards Preparedness Act (Pub. L. 109-417) established the ASPR to serve in a
destruction of PIl. Cite similar capacity as OPHEP for medical disaster response. Schedule N1-486-08-1 covers Patient Care Forms or

specific National Archives  other Medical Records regulated under the Health Insurance Portability and Accountability Act (HIPAA),

and Records Administration created by the Federal Medical Station(s) or by any component of HHS/ASPR during a response to an event
(NARA) records retention  while caring for victims of that event, and provides the following disposition authority:

schedule(s) and include the

retention period(s). Cutoff is at the end of the response activity by the Federal Medical Station(s) for a particular event. Retire to



pIA Describe how the PIl will be

- 24: secured in the system using
administrative, technical,
and physical controls.
Please address each
element in your response.

the Washington National Records Center 2 years after cutoff. Destroy 75 years after cutoff.

Cutoff refers to breaking, or ending files at regular intervals, usually at the close of a fiscal or calendar year, to
permit their disposal or transfer in complete blocks and, in this case, cutoff is at the end of the response
activity. The cutoff date marks the beginning of the records retention period. Veterinarian treatment records
pertaining to animals and their owners are not included in the above schedule and cannot be destroyed until
NARA approves a disposition schedule for them.

Administrative access requires permission escalation granted only to specific roles. Technical controls are
implemented as follows:

Connection time outs and requires re-authentication after 15 minutes of inactivity.

Full disk encryption is used.

Access is controlled by a set of firewall rules.

Only approved applications are installed on devices. No applications can be installed from inside the instances.
Internet access is strictly limited to a minimal set of remote sites.

For physical or logical separation of information flows, the disaster telemedicine solution segregates system
components to prevent unintended information transfer via shared system resources. User access is restricted
to organization data, which is encrypted in transit and at rest.



