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The subject of this PIA is which of the following?
Minor Application (child)

Identify the Enterprise Performance Lifecycle Phase of the system.
Operations and Maintenance

Is this a FISMA-Reportable system?
No

Does the system include a Website or online application available to and for the use of the
general public?

No

Identify the operator.
Agency

Is this a new or existing system?
Existing

Does the system have Security Authorization (SA)?
Yes

Indicate the following reason(s) for updating this PIA.
PIA Validation

Describe in further detail any changes to the system that have occurred since the last PIA.
The PIA has been updated to meet the requirements of Executive Order - Defending Women From
Gender Ideology Extremism And Restoring Biological Truth To The Federal Government.

Describe the purpose of the system.
CareerTrac tracks long-term trainee outcomes for specific trainees supported by the National
Institutes of Environmental Health Sciences General Support System (NIEHS), National Cancer
Institute (NCI), National Institute of General Medical Sciences (NIGMS), Fogarty International Center
(FIC), and National Institute of Diabetes and Digestive and Kidney Diseases (NIDDK), and National
Institute on Minority Health and Health Disparities (NIMHD).

The system allows extramural and intramural Principal Investigators (PIs) to track trainee's
accomplishments. Most extramural PIs are required to track outcomes for 10-15 years as a condition
of their grant award.  The agency will use this information to evaluate the long-term outcomes of



training program investments, such as trainee productivity, career outcomes and successes and
make recommendations for improvement.  The information may be aggregated (which could include
de-identified data, no personally identifiable information (PII) for reporting purposes to other
organizations, such as HHS, Congress and other organizations interested in training investments
and outcomes.

Describe the type of information the system will collect, maintain (store), or share.
CareerTrac collects, maintains and/or stores the following information:

Trainees - First, Middle, and Last Name and Suffix; Email Addresses (primary and secondary if
provided); Country of Origin, Region; demographics (Sex disability status); Mailing Address,
Employment Status, Phone (primary and cell phone); funding (sources of Support, amount or
periods of support); Education records  (Institution, Location of Institution, Degree or Nature of
Training, Degree Date or Dates of Training/Attendance, Honors [to include title and number of honor
or award, source and amount of funding associated with honor or award, country for source of
support]); Training Experience (Career Skills, Career Level, NIH Field of Training, Research Area,
Research Project Title); Work Information (Institution/Organization/Company, Location of Work and
Region, Department, Title, Dates of Employment, Tenure Status, Fellowship Name, Fellowship
Type); Program Information (Trainee Status, Start and End Year in system); Product of Policy
Development (such as, when used or cited in public health policy), Students Mentored (number of
students and date mentored); Bibliography (article titles, journal name and volume, publication date
month and year, page count, co-author names, links to PubMed article or abstract, research country,
training status when research conducted, mentor during research or publication).

Mentors - First and Last Name, Country, Institution, Department, Degree, Role Start and End Year in
system.

Manager Users (PIs - Name, e-mail, role.

In order to access CareerTrac, trainees, mentors, and PIs must be assigned an active Commons
identification (ID), a subset of Information for Management Planning Analysis and Coordination
(IMPAC) II, which has its own Privacy Impact Assessment (PIA) with all legal authorities
documented.

Those requiring access to administer this system log in using the NIH Identity, Credential, and
Access Management (IAM) Services which maintains its own unique PIA on record, including all
legal authorities documented.  The purpose of the IAM is to authenticate and authorize all users and
computers in a Windows domain type network; assigning and enforcing information security policies
for all computers and installing or updating software. The IAM collects unique usernames and
passwords (user credentials) and stores them in an encrypted format.

Provide an overview of the system and describe the information it will collect, maintain (store), or
share, either permanently or temporarily.

CareerTrac tracks long-term trainee outcomes for specific trainees supported by NIEHS, NCI,
NIGMS, FIC, NIDDK, and NIMHD. The system allows extramural and intramural PIs to track
trainee's accomplishments. Most extramural PIs are required to track outcomes for 10-15 years as a
condition of their grant award.  The agency will use this information to evaluate the long-term
outcomes of training program investments, such as trainee productivity, career outcomes and
successes and make recommendations for improvement.  The information may be aggregated
(which could include de-identified data, no personally identifiable information) for reporting purposes
to other organizations, such as the HHS, Congress and other organizations interested in training
investments and outcomes.



CareerTrac collects, maintains and/or stores the following personally identifiable information:

Trainees - Name and Suffix; Email Addresses (primary and secondary if provided); Country of
Origin, Region; demographics (Sex and disability status); Mailing Address, Employment Status,
Phone (primary and cell phone); funding (sources of Support, amount or periods of support);
Education (Institution, Location of Institution, Degree or Nature of Training, Degree Date or Dates of
Training/Attendance, Honors [to include title and number of honor or award, source and amount of
funding associated with honor or award, country for source of support]); Training Experience (Career
Skills, Career Level, NIH Field of Training, Research Area, Research Project Title); Work Information
(Institution/Organization /Company, Location of Work and Region, Department, Title, Dates of
Employment, Tenure Status, Fellowship Name, Fellowship Type); Program Information (Trainee
Status, Start and End Year in system); Product of Policy Development (such as, when used or cited
in public health policy), Students Mentored (number of students and date mentored); Bibliography
(article titles, journal name and volume, publication date month and year, page count, co-author
names, links to PubMed article or abstract, research country, training status when research
conducted, mentor during research or publication)

Mentors - Name, Country, Institution, Department, Degree, Role Start and End Year in system.

Manager Users (PIs) - Name, e-mail, role.

In order to access CareerTrac, trainees, mentors, and PIs must be assigned an active Commons ID,
a subset of IMPAC II, which has its own PIA with all legal authorities documented.

Those requiring access to administer this system log in using the NIH IAM Services which maintains
its own unique PIA on record, including all legal authorities documented.

Does the system collect, maintain, use or share PII?
Yes

Indicate the type of PII that the system will collect or maintain.
Name
E-Mail Address
Mailing Address
Phone Numbers
Education Records
Employment Status
Suffix, Training Experience, Work Information, Program Information, demographics
Funding, Product of Policy Development, Students Mentored, Bibliography
Country of Origin, Region, Institution/Department, Role, Mentor's Country, Institution, Department,
Degree, Role Start and End Year

Indicate the categories of individuals about whom PII is collected, maintained or shared.
Employees
Public Citizens
Data from non-US citizens



How many individuals' PII is in the system?
10,000-49,999

For what primary purpose is the PII used?
PII is used for program evaluation.

Describe the secondary uses for which the PII will be used.
The secondary uses of PII are research and program improvement.

Identify legal authorities governing information use and disclosure specific to the system and
program.

5. U.S.C. 301; 42 U.S.C. secs. 217a, 241, 242, 248, 281, 282, 284, 284a, 285, 285b, 285c, 285d,
285e, 285f, 285g, 285h, 285i, 285j, 285k, 285l, 285m, 285n, 285o, 285p, 285q, 285r, 285s, 285t,
286, 287, 287b, 287c-21, 287d, 288, 35 U.S.C. 200-212, 48 CFR Subpart 15.3 and 37 CFR 401.1-
16; and42 U.S.C. 217a, 241, 282(b)(6), 284a, and 288.

Are records on the system retrieved by one or more PII data elements?
Yes

Identify the number and title of the Privacy Act System of Records Notice (SORN) that is being
use to cover the system or identify if a SORN is being developed.

09-25-0225 NIH Electronic Research Administration (eRA)

09-25-0036 Extramural Awards and Chartered Advisory Committees (IMPACII), Contract Information

09-25-0014 Clinical Research: Student Records

Identify the sources of PII in the system.
Directly from an individual about whom the information pertains
  Online
Government Sources
  Within OpDiv
Non-Governmental Sources
  Public

Identify the OMB information collection approval number and expiration date
The Office of Management and Budget (OMB) approval number is 0925-0568, with an expiration
date of 05/31/2024.

Is the PII shared with other organizations?
No

Describe the process in place to notify individuals that their personal information will be
collected. If no prior notice is given, explain the reason.

Trainees are notified at the time they are appointed to the program that PII will be collected, based
on the conditions of their awards.  For all other trainees entered into the system, CareerTrac will
provide an electronic notification about the purpose of the PII collected, its use and how it will be
shared.

Is the submission of PII by individuals voluntary or mandatory?
Voluntary

Describe the method for individuals to opt-out of the collection or use of their PII. If there is no
option to object to the information collection, provide a reason.

Trainees have the option not to participate in the program.  If they choose to participate, PIs enter
the information into CareerTrac and are required to report on trainee data.



The appointment process (now managed through IMPAC II) includes a standard privacy statement
informing trainees about the existence of the system and about the use of the information.  Trainees
may ask PI's to review their records, and may refuse to provide information, but they may not opt out
of the system.

Process to notify and obtain consent from individuals whose PII is in the system when major
changes occur to the system.

NIEHS does not anticipate major changes to the system that would affect disclosure and/or changes
in data use. However, if a major change in disclosure were to occur, users and trainees would be
notified via email form letter based on the email listed in CareerTrac.

Describe the process in place to resolve an individual's concerns when they believe their PII has
been inappropriately obtained, used, or disclosed, or that the PII is inaccurate.

The trainee will write to their PI who will in turn forward the request to CareerTrac staff.  The trainee
should reasonably identity the record and specify the information being contested, the corrective
action sought, and the reasons for requesting the correction, along with supporting information to
show how the record is inaccurate or incomplete.  The right to contest records is limited to
information which is incomplete or inaccurate.

Describe the process in place for periodic reviews of PII contained in the system to ensure the
data's integrity, availability, accuracy and relevancy.

PIs have access to the system and are responsible for updating the information submitted. PIs can
easily export trainee data from the system to provide the right of review. NIH program officials
periodically review reports for the programs to ensure data quality.

Identify who will have access to the PII in the system and the reason why they require access.

Describe the procedures in place to determine which system users (administrators, developers,
contractors, etc.) may access PII.

Users are assigned access in the system based on their role in the organization and reporting
process.  These roles are strictly controlled through NIH IAM login and limit access with the
application.

Describe the methods in place to allow those with access to PII to only access the minimum
amount of information necessary to perform their job.

Users are assigned access in the system based on their role in the organization & reporting process.
These roles are strictly controlled and limit access with the application.

Identify training and awareness provided to personnel (system owners, managers, operators,
contractors and/or program managers) using the system to make them aware of their
responsibilities for protecting the information being collected and maintained.

According to NIH policy, all personnel who use NIH applications must attend security awareness
training every year.  There are five categories of mandatory information technology (IT) training
(Information Security, Counterintelligence, Privacy Awareness, Records Management and
Emergency Preparedness).



NIEHS has annual and refresher training for security and privacy awareness via Collaborative
Institutional Training Initiative (CITI).

Describe training system users receive (above and beyond general security and privacy
awareness training).

CareerTrac staff regularly provide information sessions and training for users at grantee meetings
and through webinars. NIEHS maintains robust help files, Frequently Asked Questions (FAQ) and
have provided extensive tool tips within the system itself.

Do contracts include Federal Acquisition Regulation and other appropriate clauses ensuring
adherence to privacy provisions and practices?

Yes

Describe the process and guidelines in place with regard to the retention and destruction of PII.
The post-award tracking requirements of the grant program requires that the awardee's career be
tracked for at least 15 years after the grant.  Records are retained and disposed of under the
authority of the NIH Records Retention Schedule.

Item 02-005, Official Case Files of Applications and Awards, Appeals, and Litigation Records for
Grants, Cooperative Agreements, and Other Transaction Activities.
Official case files of funded and unfunded grants and cooperative agreements, award applications,
and appeals and litigation records. Records also include those supporting other transaction awards
and activities. These records include, but are not limited to, the complete application(s), summary of
review actions, award notices, progress reports, financial records, audit records, official
correspondence, appeal documents, legal opinions and litigation documents, closeout documents,
and all other related significant and supporting documents that pertain only to the particular grant
and grant owner(s). This schedule allows for all records in a case file that are stored in the same
system to co-mingle.
Disposition:  Cut off annually following completion of final award-related activity that represents
closing of the case file (e.g., end of project period, completed final peer review, litigation or appeal
proceedings concluded). Destroy 30 year(s) after cutoff.  DAA-0443-2019-0008-0001

Describe, briefly but with specificity, how the PII will be secured in the system using
administrative, technical, and physical controls.

Physical Controls: This system is located in the NIEHS datacenter that is on a Federal government
campus, protected by armed guards, and behind secured doors where all entry and exit is tracked,
monitored, and restricted to authorized individuals only (monitoring is 24/7).  The facility is only open
to authorized personnel whose access is monitored by locking doors with badge readers for both
ingress and egress. Each discrete ingress and egress event is logged. The facility is under 24-hour
surveillance by facilities security for security and environmental hazards.

Technical Controls:  The IT hardware and software used to host the protected survey information is
segregated from default commodity public networks to prevent unauthorized or malicious access.
Access controls lists and event logs are maintained and monitored to detect unauthorized,
suspicious or malicious activity. Access lists are restricted to approved IT technical personnel. Two
factor authentication must be used for access.  File integrity and auditing software are employed on
hardware.

Administrative Controls:  All technical personnel who access IT systems which contain protected
information have met background investigation criteria for Public Trust positions. All personnel have
taken mandatory security training and awareness classes and refreshers. Personnel accessing
these systems use privileged and separate accounts for administrative access to systems.



Security and Privacy Controls - Applied and Audited:  The National Institute of Standards and
Technology (NIST) is a non-regulatory federal agency within the United States Department of
Commerce that provides guidance to help federal agencies manage their information security
systems.  NIST issues Special Publications (SP) to relay specific guidelines and/or standards.  To
help federal agencies meet requirements set by the Federal Information Security Management Act
(FISMA), NIST SP 800-53 defines standards and guidelines for the protection of agency's and
citizen's private data.  It includes security and privacy controls to be implemented as part of an
organization-wide process that manages information security and privacy risk.  The NIST SP 800-53
security and privacy controls will be applied and audited.

Note: web address is a hyperlink.


