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General Information 
 

 

PTA / PIA Name: HRSA - OPTN-BCP - QTR2 - 2026 - HRSA1474208   PTA / PIA ID: 4474019 
 

 

  

 

 

Component 
Name: 

HRSA - OPTN Board Collaboration Platform   ATO Boundary 
Name: 

OPTN Board Collaboration Platform  

 

 

    

 
 

  

 

 

  

  
 

 

 

 

Office:  
  OpDiv: HRSA 

 

 

  

 

 

General 01: Identify the Enterprise Performance Lifecycle Phase of the system. Development  

 

 

  

 

 

General 02: Is this a FISMA-Reportable system? No 
 

 

 

 

 

General 03: Does the system have or is it covered by a Security Authorization to 
Operate (ATO)? 

Yes 
 

 

 

 

 

General 04: ATO Date or Planned ATO Date. 8/3/2026 
 

 

 

 

 

General 05: Is the system or electronic information collection, agency or contractor 
operated? 

Contractor 
 

 

 

 

   

  

 

           

 
Privacy Threshold Analysis 

   

  

 

 

PTA 02: Indicate the following reason(s) for this PTA. Choose from the 
following options. 

PIA Validation (PIA Refresh) 
 

 

 

 

 

PTA 03: Is the data contained in the system owned by the agency or 
contractor? 

Agency 
 

 

  

 
  
 

PTA 04: Please give a brief overview of the purpose of the system by 
describing what the functions of the system are and how the 
system carries out those functions in support of HHS. 

The Organ Procurement and Transplantation 
Network (OPTN) Board Collaboration Platform 
(OPTN-BCP) will be a government-owned, 

 

 



 

 contractor-operated system built entirely within 
the FedRAMP-authorized Microsoft 365 
Government Community Cloud (GCC) 
environment. Its purpose is to achieve operational 
independence, transparency, and long-term 
sustainability for OPTN governance and 
collaboration infrastructure by consolidating 
currently disparate systems—including email 
communications, file storage, SharePoint, 
document management, monitoring, and 
workflow tools—into a single secure M365 tenant 
serving all OPTN Board and committee volunteers 
and supporting contractors. 

 
As part of the broader multi-vendor environment, 
the platform centralizes communications, 
document drafting and records management, 
policy development and implementation 
activities, membership and patient safety 
workflows, meeting coordination, and 
workstream tracking. It also enables real-time 
Board and government oversight while supporting 
Freedom of Information Act (FOIA) compliance, 
records management, and auditability 
requirements. 

 

 

PTA 05: List and/or describe all the types of information that are 
collected, maintained, and/or shared by the system regardless of 
whether that information is PII and how long that information is 
stored. 

The system collects, maintains, and shares 
information (records) necessary for HRSA, OPTN 
board of directors, OPTN committees, OPTN 
volunteers, and OPTN contractors to support and 

 

 



 

 facilitate OPTN policy development and 
implementation processes in accordance with HHS 
mission and as authorized by 42 U.S.C. 274a, 42 
U.S.C., 274(b)(2)(H) and CFR part 121 and OPTN 
Management and Membership Policies and 
Bylaws. Information related to OPTN program and 
hospital evaluations, policy guidance 
development, strategic planning, management 
improvements, continuity of operations, service 
recovery, customer services, official information 
dissemination, public access to care, population 
health management and consumer safety, and 
healthcare information as it relates to OPTN 
overall mission is shared and collaborated 
between OPTN stakeholders within this OPTN-BCP 
system. More specifically, the system may collect, 
maintain, and share the following data elements 
which will be stored indefinitely: 

Social Security Number 

Name 
Date of Birth 
Certificates (e.g., training certificates) 
Education Records 
Employment Status/History 
Contact Information 
Email Address (Business) 
Mailing Address (Business) 
Phone Numbers (Business) 
Medical Information 
Medical Records 
Medical Records Number 
Patient ID Number 

 
Medical Credentials 
Patient Sexual Orientation 
Patient Date of Birth (DOB) 
Patient Weight 
Patient Medical Record Number (MRN) 
Patient Age 
Patient Social Security Number 
Patient Organ Procurement Organization (OPO) 
number 
Other Patient Medication Information 
Donor ID  
Waitlist ID 

 

 

PTA 05A: Are user credentials used to access the system? Yes 
 

 

  

 
 

PTA 05B: Please identify the type of user credentials used to access the 
system. 

HHS User Credentials 
 

 

 

 
 

 HHS/OpDiv PIV Card 
 

 

 HHS Email Address 
 

 

 Password 
 

 

Non-HHS User Credentials 
 

 

 Password 
 

 

 Email Address 
 



 

PTA 06: Describe why each type of information is collected, maintained, 
and/or shared by the system. Specify what information is 
collected about each category of individual. 

The following data elements are collected, 
maintained, shared, and stored indefinately by the 
system to support the OPTN Board of Directors 
and Committees OPTN policy development 
process specifically related to patient safety 
outcomes and member compliance with OPTN 
policies and bylaws through review of monitoring 
reports (including audits, patient safety incidents, 
allocation reviews). The system may collect, 
maintain, and share the following data elements 
which will be stored indefinitely: 
Social Security Number 

 
Name 
Date of Birth 
Certificates (e.g., training certificates) 
Education Records 
Employment Status/History 
Contact Information 
Email Address (Business) 
Mailing Address (Business) 
Phone Numbers (Business) 
Medical Information 
Medical Records 
Medical Records Number 
Patient ID Number 

 
Medical Credentials 
Patient Sexual Orientation 
Patient Date Of Birth (DOB) 
Patient Weight 
Patient Medical Record Number (MRN) 
Patient Age 
Patient Social Security Number 
Patient Organ Procurement Organization (OPO) 
number 
Other Patient Medication Information 
Donor ID  
Waitlist ID 

 

 

 

 

 

 

PTA 07: Does the system collect, maintain, use, or share PII? Yes 
 

 

  

 
 

PTA 08: Does the system include a website or online application? Yes 
 

 

  

 
 

PTA 08A: Provide the URL(s). https://optn360.sharepoint.com/  

 

 

 

 

 

PTA 08B: Are any of the website or online applications accessible by the 
public (including publicly accessible log in pages)? 

No 
 

 

 

 

 

PTA 09: Describe the purpose of the website, who has access to it, and 
how users access the web site (via public URL, log in, etc.). Please 
address each element in your response. 

The OPTN-BCP URL/Website will serve as the 
central collaboration site for OPTN Board 
Members, Board Contractors, Committee 

 

 



 

 Members, Committee Member Contractors, OPTN 
Volunteers, HRSA Employees, and HRSA 
contractors. The users must authenticate first 
through Microsoft EntraID with Multifactor 
Authentication (MFA) to enter the site and use the 
Microsoft M365 Collaboration applications. Only 
the user groups above have access to the 
collaboration site and tools, and the site is not 
open to the general public. HRSA users will 
authenticate this system through a Business 2 
Business (B2B) collaboration connection between 
HRSA tenant OPTN-BCP. HRSA users will use their 
Personal Identity Verification (PIV) card to 
authenticate locally to HRSAs network. These 
credentials will be trusted and used to 
authenticate OPTN-BCP. 

 

 

PTA 10: Does the website have a posted privacy notice? Yes 
 

 

  

 
  
 

PTA 11: Does the website contain links to non-federal government 
websites external to HHS? 

Yes 
 

 

 

 

 

PTA 11A: Is a disclaimer notice provided to users that follow external links 
to websites not owned or operated by HHS? 

Yes 
 

 

 

 

 

PTA 12: Does the website use web measurement and customization 
technology? 

No 
 

 

 

 

 

PTA 13: Does the website have any information or pages directed at 
children under the age of thirteen? 

No 
 

 

 

 

 

PTA 14: Does the system have a mobile application? No 
 

 

  

 
 

PTA 20: Are any third-party websites or applications (TPWA) associated 
with the system? 

No 
 

 

 

 

 

PTA 21: Does this system use artificial intelligence (AI) tools or 
technologies? 

No 
 

 

  

        

 
Privacy Impact Assessment 

 

PIA 22: Indicate the type(s) of personally identifiable information (PII) 
that the system will collect, maintain, or share. 

Identifying Numbers 
 

 

 Social Security Number 
 

 

 

 

 

Biographical Information 
 

 

 Name 
 

 

 Date of Birth 
 

 

 Certificates (e.g., training certificates) 
 

 

 Education Records 
 

 

 Employment Status/History 
 

 

Contact Information 
 

 

 Email Address (Business) 
 

 

 Mailing Address (Business) 
 

 

 Phone Numbers (Business) 
 

 

Medical Information 
 

 

 Medical Records 
 

 

 Medical Records Number 
 

 

 Patient ID Number 
 

 

Other 
 



 

 Other 
 

 

PIA 22A: Identify the “other” type(s) of personally identifiable information 
(PII) not mentioned in the above list. 

Medical Credentials 
Patient Sexual Orientation 
Patient Date Of Birth (DOB) 
Patient Weight 
Patient Medical Record Number (MRN) 
Patient Age 
Patient Social Security Number 
Patient Organ Procurement Organization (OPO) 
number 
Other Patient Medication Information 
Donor ID  
Waitlist ID 

 

 

 

 

 

 

PIA 23: Indicate the categories of individuals about whom PII is collected, 
maintained, or shared. 

Business Partners/Contacts (Federal state, local 
agencies) 

 

 

 

 
 

Employees/HHS Direct Contractors 
 

 

Patients 
 

 

Vendors/Suppliers/Third-Party Contractors 
(Contractors other than HHS Direct Contractors) 

 

 

PIA 24: Indicate the approximate number of individuals whose PII is 
maintained in the system. 

5,000 – 9,999 
 

 

 

 

 

PIA 25: For what primary purpose is the PII used? PII is needed in order for volunteers to conduct 
membership action reviews and volunteer 
application reviews as required by OPTN bylaws; in 
addition, patient PII is required for safety reviews 
by OPTN members and OPTN contractors, who will 
also redact sensitive patient PII information within 
the OPTN 360 environment before enabling view 
permissions for other OPTN volunteers.   

The following sensitive PII will be redacted prior to 
sharing with the OPTN volunteer community: 
Patient Sexual Orientation 
Patient Date of Birth (DOB) 
Patient Weight 
Patient Medical Record Number (MRN) 
Patient Age 
Patient Social Security Number 
Patient Organ Procurement Organization (OPO) 
number 
Other Patient Medication Information 
Donor ID  
Waitlist ID 

 

 

 

 

 

 

PIA 26: Describe any secondary uses for which the PII will be used (e.g., 
testing, training, or research). 

User Acceptance Testing  

 

 

PIA 27: Describe the function of the SSN, Truncated SSN, and/or 
Taxpayer ID. If the Taxpayer IDs collected are only for businesses 
include that in your response. 

Social security numbers may be included as part of 
the HRSA patient safety review documentation 
and will be redacted by patient safety team prior 
to sharing with OPTN volunteers. 

 

 

 

 

 

 

PIA 27A: Cite the legal authority to use the SSN, Truncated SSN, and/or 
Taxpayer ID. If the Taxpayer IDs collected are only for businesses, 
you may respond N/A. 

42 U.S.C. §§ 273a, 274, and 274a, and 42 CFR Part 
121 authorize the OPTN to collect and maintain 
transplant-related data and records necessary to 

 

 



 

 carry out statutory and regulatory responsibilities. 
SSNs may be collected as an operational identifier 
to support patient matching, record linkage, 
duplicate prevention, and reporting functions as 
directed by HHS. 

 

 

PIA 28: Identify legal authorities, governing information use and 
disclosure specific to the system and program. 

The National Organ Transplant Act (NOTA; P.L. 98-
507), the Securing the U.S. Organ Procurement 
and Transplantation Network Act, 42 U.S.C. §§ 
273a, 274, and 274a, and 42 CFR Part 121, 
including the Final Rule (42 CFR Part 121 -- Organ 
Procurement and Transplantation Network), 
authorize the Organ Procurement and 
Transplantation Network (OPTN) to collect, 
maintain, and manage transplant-related data and 
records necessary to carry out statutory and 
regulatory responsibilities. Additional governance 
and operational requirements are established 
through OPTN Management and Membership 
Policies, OPTN Bylaws, the OPTN Privacy Act 
Statement (111225), and SORN 09-15-0055. 

Under these authorities and policies, the OPTN 
may collect personally identifiable information, 
including Social Security Numbers (SSNs), when 
necessary, as operational identifiers to support 
patient matching, record linkage, duplicate 
prevention, patient safety, reporting, and other 
functions directed by the U.S. Department of 
Health and Human Services (HHS). 

 

 

 

 

 

 

PIA 29: Are records in the system retrieved by one or more PII data 
elements? 

Yes 
 

 

  

 
  
 

PIA 29A: Please specify which PII data elements are used to retrieve 
records. 

Name 

Email Address 

 

 

 

 

 

 

PIA 29B: Provide the number, title, and URL of the Privacy Act System of 
Records Notice (SORN) that is being used to cover the system or 
indicate whether a new or revised SORN is in development. 

SORN Number:  09-15-0055  
Title:  Organ Procurement and Transplantation 
Network (OPTN)/ Scientific Registry of Transplant 
Recipients (SRTR) Data System, HHS/ 
HRSA/HSB/DoT,  
URL:  https://www.hrsa.gov/about/privacy-act/09-
15-0055 

 

 

 

 

 

 

PIA 30: Identify the sources of PII in the system. Government Sources 
 

 

 

 Within the OPDIV 
 

 

Non-Government Sources 
 

 

 Private Sector 
 

 

PIA 31: Is there an Office of Management and Budget (OMB) information 
collection approval number? 

Yes 
 

 

 

 

 

PIA 31A: Provide the information collection approval number(s) and 
expiration date(s). 

OMB# 0906-0110 

Expiration Date: 08/31/2028 

 

 

 

 

 

 

PIA 32: Is the PII in the system shared directly with other organizations 
outside the system’s Operating Division? 

No 
 

 

 

 



 

PIA 33: Is the submission of PII by individuals voluntary or mandatory as 
defined in the Privacy Act? 

Voluntary 
 

 

 

 

 

PIA 34: Describe the method in place to notify and obtain consent from 
individuals whose PII will be collected. If no prior notice is given 
or consent cannot be obtained, explain why. 

OPTN Members: OPTN members submit 
information on OMB forms and there is a privacy 
statement on each form. 
OPTN Volunteers: There is a privacy statement 
with the application process that notifies 
applicants of who will review their submissions 
and data. 
Patients: Information is submitted on OMB forms 
with public burden statements.  

 

 

 

 

 

 

PIA 35: Describe the process to notify and obtain consent from the 
individuals whose PII is in the system when major changes occur 
to the system (e.g., disclosure and/or data uses have changed 
since the notice at the time of original collection). If they cannot 
be notified or have their consent obtained, explain why. 

HRSA and/or its contractors will inform relevant 
individuals via HRSA GovDelivery or a contractor 
OPTN email account if there is a material change in 
the way in which PII data is used or stored within 
the system.  

 

 

 

 

 

 

PIA 36: Describe the process in place to resolve an individual’s concerns 
when they believe their PII has been inappropriately obtained, 
used, or disclosed, or that the PII is inaccurate. If no process 
exists, explain why not. 

A board member would inform the board support 
contractor, and a committee volunteer would 
contact the committee support contractor, who 
would make the appropriate changes to our 
membership directory. 
HRSA and its contractors would work at the point 
of origin for data submission by the individual to 
ensure the data is updated and then reflect that 
change in OPTN 360. 

 

 

 

 

 

 

PIA 37: Describe the process in place for periodic reviews of the system 
to ensure the integrity, availability, accuracy, and relevancy of 
the PII in the system. Please address each element in your 
response. If no processes are in place, explain why not. 

The OPTN-BCP contractor responsible for 
safeguarding the PII data within the system will 
conduct quarterly audit reviews to ensure proper 
controls and permissions are implemented and 
operating as intended to ensure the integrity, 
availability, accuracy and relevancy of the PII data 
within the system. 

 

 

 

 

 

 

PIA 38: Identify who will have access to the PII in the system. Users 
 

 

 

Administrators 
 

 

Developers 
 

 

Contractors 
 

 

PIA 38A: Select the type of contractor. HHS/OpDiv Direct Contractors 
 

 

Third-Party Contractor (Contractors other than 
HHS Direct Contractors) 

 

 

 

 

 

PIA 38B: Do contracts include Federal Acquisition Regulation (FAR) and 
other appropriate clauses ensuring adherence to privacy 
provisions and practices? 

Yes 
 

 

 

 

 

PIA 39: Provide the reason why each of the groups identified in 38 needs 
access to PII. 

Users: To collaborate you need to know a person’s 
name, email address, and the other info needed 

 

 



 

 for OPTN board, committees and volunteers to 
communicate. MPSC members and Board 
members need access to monitoring reports to 
ensure patient safety and member compliance 
with OPTN policies and bylaws. OPTN volunteers 
need access to volunteer applicant and member 
action PII to conduct their reviews of these 
applications as per the OPTN bylaws. 

 
Administrators, developers, and contractors must 
know the users’ name, email address, phone 
numbers, and address to provide support and 
communicate with OPTN users. 
Contractors need patient PII to redact the files for 
volunteer review." 

 

 

PIA 40: Describe the administrative procedures in place to determine 
which system users (administrators, developers, contractors, 
etc.) may access PII. 

The OPTN360 User Onboarding Procedures and 
Account Management Workflow is used to assign 
OPTN360 users to the correct Entra ID security 
groups, so users only access the PII information 
related to their OPTN role and job function.  A 
HRSA business data owner approves all access 
requests governing what PII data users can access. 
 The OPTN System Owner approves any changes to 
global administrators and/or privileged 
administrators who may also have access to PII 
information. 

 

 

 

 

 

 

PIA 41: Describe the technical methods in place to allow those with 
access to PII to access only the minimum amount of information 
necessary to perform their job. 

Microsoft EntraID, Intune, Defender, and Purview 
will collectively govern what PII info can be 
accessed in the OPTN-BCP. We are implementing 
Role Based Access Control (RBAC) and the 
principles of least privileges of access. 

 

 

 

 

 

 

PIA 42: Identify the general security and privacy awareness training 
provided to system users (system owners, managers, operators, 
contractors and/or program managers) to make them aware of 
their responsibilities for protecting the information being 
collected and maintained. 

OPTN Board and Committee volunteers will 
complete required security and privacy training 
prior to beginning their board or committee 
appointment. OPTN Board and Committee 
contractors will also complete required security 
and privacy training via their contracts with HRSA. 
Furthermore, users of the OPTN-BCP will review 
and acknowledge security and privacy policies and 
rules of behavior governing the use of the OPTN-
BCP. 

 

 

 

 

 

 

PIA 43: Describe the training system users receive above and beyond 
general security and privacy awareness training. 

Basic M365 Training, User interface training, Rules 
of Behavior, and Frequently Ask Questions (FAQs) 

 

 

 

 

 

 

PIA 44: Describe the process and guidelines in place for the retention 
and destruction of PII. Cite specific National Archives and 
Records Administration (NARA) records retention schedule(s) 
and include the retention period(s). 

We are working with HRSA's Records Management 
Office, who are in turn working with National 
Archives and Records Administration (NARA) to 
obtain the appropriate records and retention 
schedule.  Now data is retained indefinitely. 

 

 

 

 

 

 

PIA 45: Describe how the PII will be secured in the system using 
administrative, technical, and physical controls. Please address 
each element in your response. 

Administrative: Access is limited to authorized 
HRSA and contract personnel responsible for 
administering the program. Access is limited to 

 

 



 

 authorized HRSA and contract personnel 
responsible for administering the program. 
Technical: A password is required to access the 
terminal, and a data set name controls the release 
of data to only authorized users. Microsoft 
EntraID, Intune, Defender, Purview, and Microsoft 
encryption standards will collectively secure and 
protect the PII elements in the system. Physical: 
Computer equipment, electronic files, and hard-
copy files are stored in areas where fire and life 
safety codes are strictly enforced. All electronic 
and hard-copy files are protected on a 24-hour 
basis. Security guards perform random checks on 
the physical security of the file’s storage area. The 
OPTN contractors are required to maintain off-site 
a complete copy of the system and all necessary 
files to run the computer organ donor-recipient 
match and update software."   

 

       

 
 
 
 
 
 


