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General Information

PTA / PIA Name: CDC - AMP - QTR2 - 2026 - CDC8909101 PTA / PIA ID: 4598979

Component
Name:

CDC - NCCDPHP Award Management Platform ATO Boundary
Name:

NCCDPHP Award Management Platform

Overall Status: Complete # of Days -
Open:

58

Submitter: Submit Date: 6/15/2026

Next
Assessment
Date:

07/09/2029 Expiration Date: 7/9/2029

Office: OpDiv: CDC

Security
Categorization:

Low

Make PIA
available to
Public?:

Yes PIA Required: Yes

General 01: Identify the Enterprise Performance Lifecycle Phase of the system. Operations and Maintenance

General 02: Is this a FISMA-Reportable system? Yes

General 03: Does the system have or is it covered by a Security Authorization to 
Operate (ATO)?

Yes

General 04: ATO Date or Planned ATO Date. 9/1/2026

General 05: Is the system or electronic information collection, agency or contractor 
operated?

Contractor

History Log: View History Log

Privacy Threshold Analysis

Privacy Threshold Analysis

PTA 01: Point of Contact (POC) Name Xidong Deng

PTA 01A: POC Title and Organization Computer Scientist

National Center for Chronic Disease Prevention 
and Health Promotion (NCCDPHP’)

Award Management Platform (AMP)

PTA 01B: POC Email Address HTX4@cdc.gov

PTA 01C: POC Phone Number 404-498-6746 

PTA 02: Indicate the following reason(s) for this PTA. Choose from the following 
options.

PIA Validation (PIA Refresh)

https://sgrc.hhs.gov/RSAArcher//default.aspx?requestUrl=..%2fGenericContent%2fHistoryLogContentView.aspx%3fcontentId%3d4598979%26hlFieldId%3d23906


PTA 02A: Describe in further detail any changes to the system that have occurred 
since the last PIA.

No changes were made to the types of data 
collected or to the system. However, AMP does 
contain pages accessible by the public (including 
publicly accessible log in pages).

 

PTA 03: Is the data contained in the system owned by the agency or contractor? Agency

PTA 04: Please give a brief overview of the purpose of the system by describing 
what the functions of the system are and how the system carries out 
those functions in support of HHS.

CDC’s National Center for Chronic Disease
Prevention and Health Promotion (NCCDPHP)
Award Management Platform (AMP) is a post-
award Grants and Cooperative Agreements 
management system for the National Center for 
Chronic Disease Prevention and Health Promotion 
(NCCDPHP). It provides a centralized location for 
integrated program management, stakeholder 
collaboration, technical assistance, knowledge 
management, reporting, performance and budget 
monitoring.

The NCCDPHP Award Management Platform (AMP) 
aids in post award Grants management for 
multiple divisions across CDC’s National Center for 
Chronic Disease Prevention and Health Promotion 
(NCCDPHP). AMP is built upon Salesforce's 
Community Clouds and will serve NCCDPHP and 
their Grant Recipients across the United States. 
AMP will: Enable knowledge management, 
collaboration, and sharing within and across 
program areas; Ease technical assistance 
(TA) submission, tracking, and quality; Improve 
data collection and analysis related to 
performance and budget monitoring; Create a 
commonly used but customizable platform to 
improve overall post award management at 
NCCDPHP.

PTA 05: List and/or describe all the types of information that are collected, 
maintained, and/or shared by the system regardless of whether that 
information is PII and how long that information is stored.

AMP stores the following information: CDC staff 
and recipient staff contact information (individual 
name, email, and phone numbers; users can 
upload their own photo and add their mailing 
address to their user profile); Award Recipients 
(organization names and locations); Program 
strategies and activities; Performance measures; 
Other Notice of Funding Opportunity (NOFO) 
required deliverables, including evaluation plans 
and reports; Technical assistance material, 
including inquiries and responses; Project officer 
notes; Resources (knowledge base articles), 
including budget, administrative, and program 
implementation guidance.

Information is shared within AMP using role based 
access controls defined by each program.  The only 
PII in AMP is the business contact information of 
the system’s users and is retained as long as the 
user needs access, or the federal records require 
user information for the record audit trail. 
Business contact information is that information 
which is necessary to identify and contact a person 
at or through their place or employment or 
organizational affiliation, including name, email, 



phone number, and mailing address.

The person may choose to upload their own
profile photo to be recognized by the members of 
their AMP program, but this is optional.

AMP aids in post award Grants and Cooperative 
Agreements management for multiple divisions 
across the National Center for Chronic Disease 
Prevention and Health Promotion (NCCDPHP).

AMP is used to connect and collaborate internal 
CDC staff to their Award Recipients for matters 
related to Grants and Cooperative Agreements 
management such as technical assistance 
document collaboration, polling, performance 
monitoring, discussion board posting, coordinated 
messaging, and document repositories.

All information will remain in the system
permanently during the duration of the award. The 
system stores and shares the following information 
of CDC staff and recipient staff: User Credentials 
(User ID and Password), First/ Last Name, Phone 
Number, E-mail, Role, Subject Matter Expert 
Domain, and Organization Affiliation. This is used 
to contact and communicate with recipient staff.

Direct contractors access the system to establish 
user accounts and communicate with recipient 
staff and CDC staff. These direct contractors use 
agency credentials and work on behalf of the 
agency.

Site usage metrics are also collected, such as:
logins, page visits, resource downloads, etc. As 
part of their User Profile, users have the ability to 
upload a picture of themselves or use an avatar.

This information is secured using the CDC Security 
Access Management System (SAMS) portal for 
authentication processes and role-based 
application control. CDC's SAMS portal is a 
separate system with its own Privacy Impact 
Assessment (PIA).

External (General Public) users can access resource 
articles and training without authentication. To 
receive assistance from the AMP, external users 
must authenticate to the system.

PTA 05A: Are user credentials used to access the system? Yes, but the user credentials are maintained in a
separate system (e.g., AD, AMS) and not collected or
maintained by this system.

PTA 05C: Please identify the system that maintains the user credentials or 
controls access to this system.

PIV card, Active Directory (AD) and Security Access 
Management System (SAMS). AD and SAMS are 
separate systems with their own Privacy Impact 
Assessment (PIA).

PTA 06: Describe why each type of information is collected, maintained, and/or 
shared by the system. Specify what information is collected about each 
category of individual.

CDC staff and Recipient Staff Individual Contact 
Information   business contact information: Name, 
email, phone numbers, mailing address, and user 
profile photo are collected to facilitate 



communication and collaboration between CDC 
staff and recipient staff. This information is 
maintained to ensure users can be accurately 
identified and contacted for grant related 
activities, technical assistance, and document 
collaboration. The optional mailing address and 
user profile photo help personalize user profiles 
and enhance communication.

Award Recipients Information: Organization names 
and locations are collected to identify and 
associate award recipient organizations with their 
respective awards. This information is maintained 
to ensure accurate tracking and management of 
grants and cooperative agreements. Information is 
not collected about individuals.

Program Strategies and Activities: Strategy
activities are collected to monitor and evaluate the 
progress of award recipients in implementing their 
programs. This information is maintained to 
provide insights into program effectiveness and 
facilitate reporting. Information is not collected 
about individuals.

Performance Measures: Performance
measurement data is collected to track and assess 
the outcomes and impacts of funded programs. 

This data is shared with relevant stakeholders to 
inform decision-making and improve program 
strategies. Information is not collected about 
individuals.

NOFO Required Deliverables: Evaluation plans and 
reports are collected to meet compliance
requirements and provide structured feedback on 
program performance. These documents are 
maintained as part of the official record for audit 
and review purposes. Information is not collected 
about individuals.

Technical Assistance Material: Inquiries and
responses. Guidance and support resources are 
collected to assist recipient staff with program 
related challenges and questions.

This information is maintained to ensure recipient 
staff have access to necessary support throughout 
the funding period. Individual names of CDC staff 
and recipient staff are collected to track who is 
providing and receiving the Technical Assistance, 
respectively.

Project Officer Notes: Notes on award activities are 
collected by project officers to document 
interactions and meetings with recipient staff.

These notes are maintained to track progress and 
resolve technical assistance issues. Project officers 
note the attendance of individual recipient staff.

Resources: Knowledge base articles, including
budget, administrative, and program



implementation guidance, are collected to provide 
recipient staff with access to relevant information 
and training materials. This information is shared 
to enhance recipient staff knowledge and program 
implementation. Information is not collected
about individuals.

User Credentials: User ID and password are
collected to authenticate users and secure access 
to the system. This information is maintained to 
ensure only authorized individuals can access 
sensitive data.

Role and Subject Matter Expert Domain: Role and 
expertise information is collected and maintained 
to facilitate effective collaboration and 
communication.

Organization Affiliation: Affiliation information is 
collected to link users to their respective
organizations and ensure accurate representation 
in grant activities. This information is maintained 
to support role-based access control.

Site Usage Metrics: Profiles, logins, page visits, and 
resource downloads are collected from all users to 
analyze system usage and improve user 
experience. This information is maintained to 
optimize system functionality and resource 
allocation. External (General Public) User Access: 
Resource articles and training materials are shared 
with external users to provide public access to 
valuable information without authentication. 
Authentication is required for further assistance to 
ensure secure and authorized access.

PTA 07: Does the system collect, maintain, use, or share PII? Yes

PTA 08: Does the system include a website or online application? Yes

PTA 08A: Provide the URL(s). https://amp.cdc.gov/

https://cdc-amp.my.salesforce.com/

https://hdsbpc.cdc.gov/

PTA 08B: Are any of the website or online applications accessible by the public 
(including publicly accessible log in pages)?

Yes

PTA 09: Describe the purpose of the website, who has access to it, and how 
users access the web site (via public URL, log in, etc.). Please address 
each element in your response.

The AMP website is a log in salesforce online
platform designed for post-award grants
management, reporting, technical assistance, and 
collaboration. Only authorized users, recipient 
staff and CDC staff and contractors, can log in.

PTA 10: Does the website have a posted privacy notice? Yes

PTA 11: Does the website contain links to non-federal government websites 
external to HHS?

Yes

PTA 11A: Is a disclaimer notice provided to users that follow external links to 
websites not owned or operated by HHS?

Yes

PTA 12: Does the website use web measurement and customization 
technology?

Yes

https://amp.cdc.gov/
https://cdc-amp.my.salesforce.com/
https://cdc-amp.my.salesforce.com/
https://cdc-amp.my.salesforce.com/
https://hdsbpc.cdc.gov/


PTA 12A: Select the type(s) of website measurement and customization 
technologies in use and if it is used to collect PII.

Session Cookies- Does Not Collect PII

PTA 13: Does the website have any information or pages directed at children 
under the age of thirteen?

No

PTA 14: Does the system have a mobile application? No

PTA 20: Are any third-party websites or applications (TPWA) associated with the 
system?

No

PTA 21: Does this system use artificial intelligence (AI) tools or technologies? No

Privacy Impact Assessment

Privacy Impact Assessment

PIA 22: Indicate the type(s) of personally identifiable information (PII) that the 
system will collect, maintain, or share.

Biographical Information

Name

User Credentials

Contact Information

Email Address (Business)

Mailing Address (Business)

Phone Numbers (Business)

Biometrics/Distinguishing Features

Photographic Identifiers

Other

Other

PIA 22A: Identify the “other” type(s) of personally identifiable information (PII) 
not mentioned in the above list.

Free text Field - (user ID and password)

PIA 23: Indicate the categories of individuals about whom PII is collected, 
maintained, or shared.

Business Partners/Contacts (Federal state, local
agencies)

Employees/HHS Direct Contractors

Grantees

PIA 24: Indicate the approximate number of individuals whose PII is maintained 
in the system.

500 – 4,999

PIA 25: For what primary purpose is the PII used? PII is used for setting up system access and sending 
email notifications to award recipients when 
certain events occur in Award Management 
Platform (AMP)

PIA 26: Describe any secondary uses for which the PII will be used (e.g., testing, 
training, or research).

N/A

PIA 28: Identify legal authorities, governing information use and disclosure 
specific to the system and program.

Public Health Service Act, (42 U.S.C. Chapter 6A

PIA 29: Are records in the system retrieved by one or more PII data elements? Yes

PIA 29A: Please specify which PII data elements are used to retrieve records. email address, mailing address

PIA 29B: Provide the number, title, and URL of the Privacy Act System of Records 
Notice (SORN) that is being used to cover the system or indicate 
whether a new or revised SORN is in development.



PIA 30: Identify the sources of PII in the system. Directly from an individual about whom the
information pertains

Email

Online

Government Sources

Within the OPDIV

State/Local/Tribal

PIA 31: Is there an Office of Management and Budget (OMB) information 
collection approval number?

Yes

PIA 31A: Provide the information collection approval number(s) and expiration 
date(s).

0920-1132 

Expires: February 28,2029

 

 

PIA 32: Is the PII in the system shared directly with other organizations outside 
the system’s Operating Division?

No

PIA 33: Is the submission of PII by individuals voluntary or mandatory as defined 
in the Privacy Act?

Voluntary

PIA 34: Describe the method in place to notify and obtain consent from 
individuals whose PII will be collected. If no prior notice is given or 
consent cannot be obtained, explain why.

Individuals may contact the system maintainers via 
email at ampwebsupport@cdc.gov if they 
believe their PII has been inappropriately obtained, 
used, or disclosed, or that the PII is inaccurate.

PIA 35: Describe the process to notify and obtain consent from the individuals 
whose PII is in the system when major changes occur to the system 
(e.g., disclosure and/or data uses have changed since the notice at the 
time of original collection). If they cannot be notified or have their 
consent obtained, explain why.

Users will receive an email notification if major
changes occur to the system or the use of their PII.  
 Email notifications come from CDCAMP@cdc.gov.

PIA 36: Describe the process in place to resolve an individual’s concerns when 
they believe their PII has been inappropriately obtained, used, or 
disclosed, or that the PII is inaccurate. If no process exists, explain why 
not.

Individuals may contact the system maintainers via 
email at ampwebsupport@cdc.gov if they believe
their PII has been inappropriately obtained, used, 
or disclosed, or that the PII is inaccurate.



PIA 37: Describe the process in place for periodic reviews of the system to 
ensure the integrity, availability, accuracy, and relevancy of the PII in 
the system. Please address each element in your response. If no 
processes are in place, explain why not.

Integrity: User lists are circulated with the assigned 
project officers (PO) and programs to ensure that 
users are properly assigned to the correct awards.

Availability: Programs are expected to facilitate the 
updates of user lists in order to ensure that new 
users are available to be matched to their 
respective awards.

Accuracy: Project officers may review user lists and 
request updates to correct inaccurate information, 
such as a contact’s email address.

Relevancy: Only users who need access to AMP will 
have accounts created, and only the minimum 
business contact information is required, to ensure 
that all collection remains relevant to the purpose 
of AMP Business contact information is that 
information which is necessary to identify and 
contact a person at or through their place or 
employment or organizational affiliation, including 
name, email, phone number, and mailing address. 
The person may choose to upload their own profile 
photo to be recognized by the members of their 
AMP program but this is optional.

PIA 38: Identify who will have access to the PII in the system. Users

Administrators

Contractors

PIA 38A: Select the type of contractor. HHS/OpDiv Direct Contractors

PIA 38B: Do contracts include Federal Acquisition Regulation (FAR) and other 
appropriate clauses ensuring adherence to privacy provisions and 
practices?

Yes

PIA 39: Provide the reason why each of the groups identified in 38 needs access 
to PII.

Users: Users collaborate with other users.

Administrators: Establish accounts and
communicate with users.

Contractors: Direct contractors (using agency
credentials) access PII to establish accounts and 
communicate with users, may also function as 
administrators.

PIA 40: Describe the administrative procedures in place to determine which 
system users (administrators, developers, contractors, etc.) may access 
PII.

External users require project officer approval to 
become an AMP user. Internal users require AMP 
business owner or supervisor approval to become 
a user. All users are set up with role-based access 
based on needs verified by the PO or supervisor



PIA 41: Describe the technical methods in place to allow those with access to PII 
to access only the minimum amount of information necessary to 
perform their job.

Role based access ensures that users only see the 
data objects, fields, and rows of data that are 
necessary to complete their tasks. Role based 
access varies by internal and external roles, and 
the Notice of Funding Opportunities (NOFOs) 
and/or awards that the individual is associated 
with. Salesforce permission sets and public groups 
are used as technical controls for this role based 
access.

Authentication: users authenticate using SAMS, 
Active Directory, or PIV.

PIV card, Active Directory (AD) and Security Access 
Management System (SAMS). AD and SAMS are 
separate systems with their own Privacy Impact 
Assessment (PIA).

 

PIA 42: Identify the general security and privacy awareness training provided to 
system users (system owners, managers, operators, contractors and/or 
program managers) to make them aware of their responsibilities for 
protecting the information being collected and maintained.

CDC employees and contractors complete all CDC 
security awareness trainings required, and 
software developers complete salesforce 
developer trainings to help ensure data security 
and privacy.  

Trainings are conducted on an annual basis 
according to CDC requirements

PIA 43: Describe the training system users receive above and beyond general 
security and privacy awareness training.

Selected system users, such as administrators, 
receive training on setting up new role-based 
access, maintaining existing roles, assigning roles 
using an automated user provisioning process, and 
auditing user roles and access in the Salesforce 
Setup administrative application.

Training is provided at onboarding and annually.

PIA 44: Describe the process and guidelines in place for the retention and 
destruction of PII. Cite specific National Archives and Records 
Administration (NARA) records retention schedule(s) and include the 
retention period(s).

CDC Records Control Schedule 2-53 – State Grant 
Project Case Files. Federal records will be 
transferred to the Federal Records Center 5 years 
after completion of the project and destroyed 
when 10 years old, unless needed for further 
reference.



PIA 45: Describe how the PII will be secured in the system using administrative, 
technical, and physical controls. Please address each element in your 
response.

Administrative: Users take required annual
privacy/security training, are on-boarded through 
an approval process before gaining access to the 
system and are assigned least privilege roles.

Technical: AMP has restricted access by user ID 
and password. Users authenticate using SAMS, 
Active Directory, or PIV. PII data is encrypted in 
transit and at rest. Role based access is ensured 
using Salesforce permission sets and public groups.

Physical: AMP is hosted by Salesforce in a
government cloud-based environment. CDC does 
not have control over the physical aspects of AMP.

Salesforce's approach and compliance to the 
control can be found in the Salesforce Federal Risk 
and Authorization Management Program 
(FedRAMP) documentation.



Review and Comments

OpDiv Privacy Analyst Review

Privacy Analyst
Review
Decision:

Approved Privacy Analyst
Review Date:

6/15/2026

Privacy Analyst
Review
Comments:

Refer to comment dated 6/15/2026. # of Days - PA
Review:

0

SOP Review

SOP Review
Decision:

Approved SOP Review
Date:

6/26/2026

SOP Review
Comments:

See comment. # of Days - SOP
Review:

11

Agency Privacy Analyst Review

Agency Privacy
Analyst Review
Decision:

Approved Agency Privacy
Analyst Review
Date:

6/29/2026

Agency Privacy
Analyst Review
Comments:

Reviewer: Shanai Shobowale

6/29/2026 This PIA is ready from SAOP review and 
approval.

# of Days - APA
Review:

3

SAOP Review

SAOP Review
Decision:

Approved SAOP Review
Date:

7/10/2026

SAOP Review
Comments:

# of Days - SAOP
Review:

11

SAOP Signature

Date User Type Name Original Value New Value

7/10/2026
4:43 PM

BAUR, VANESSA Signature SAOP (Email PIN) Content Signed

Supporting Document(s)

Name Size Type Upload Date Downloads

No Records Found

Comments

Question Name Submitter Date Comment Attachment

PTA 02 Data Feed Service,
pta_pia_CDC_Release

6/8/2026 This has been updated

PTA 08A Data Feed Service,
pta_pia_CDC_Release

6/8/2026 This has been updated

PTA 02A Data Feed Service,
pta_pia_CDC_Release

6/8/2026 AMP does contain pages accessible 
by the public (including publicly 
accessible log in pages).   The 
PIA/PTA have red check marks and 



this is the reason it was updated.  
Please advise.

PTA 02A Data Feed Service,
pta_pia_CDC_Release

6/9/2026 Please add similar language to this 
response.

Suggestive Language: No changes 
were made to the types of data 
collected or to the system. However, 
AMP does contain pages accessible 
by the public (including publicly 
accessible log in pages).  

PTA 04 Data Feed Service,
pta_pia_CDC_Release

6/9/2026 Please place spaces between 
paragraphs to ensure ease of 
reading. Please remember that the 
public will be reading/viewing the 
PTAPIA.

PTA 05 Data Feed Service,
pta_pia_CDC_Release

6/9/2026 Please place spaces between 
paragraphs to ensure ease of 
reading. Please remember that the 
public will be reading/viewing the 
PTAPIA.

PTA 06 Data Feed Service,
pta_pia_CDC_Release

6/9/2026 1.Please place spaces between 
paragraphs to ensure ease of 
reading. Please remember that the 
public will be reading/viewing the 
PTAPIA.

2. Please describe why "Business 
contact information" is collected, 
maintained, or stored in the system, 
as stated in PTA-5; however, it is 
missing from this response.

PTA 10 Data Feed Service,
pta_pia_CDC_Release

6/9/2026 1.Please confirm this response. The 
https://amp.cdc.gov/ link (PTA-8A) 
states 

"Security Alert-

This warning banner provides 
privacy and security notices 
consistent with applicable federal 
laws, directives, and other federal 
guidance for accessing this 
Government system, which includes 
all devices/storage media attached to 
this system".

2.There is also a Privacy link in the 
banner, which has Privacy 
Policies/Notices.  Please confirm.

PIA 22 Data Feed Service,
pta_pia_CDC_Release

6/9/2026 Please update this response to 
include the "mailing address" as 
stated in PTA-5, PTA-6, and the 
previously approved PIA.

https://amp.cdc.gov/


PIA 23 Data Feed Service,
pta_pia_CDC_Release

6/9/2026 In accordance with the previously 
approved PIA "Employees/HHS Direct 
Contractors" and "Grantees" were 
included in this response. However, 
those two (2) categories are no 
longer stated in this response. Please 
explain in PTA-2A why they are no 
longer applicable in the response, 
and who approved this change in 
PTA-2A.

PIA 31A Data Feed Service,
pta_pia_CDC_Release

6/9/2026 Please remove the bold font. (regular 
font only)

PIA 35 Data Feed Service,
pta_pia_CDC_Release

6/9/2026 Please provide who or where the 
email notification comes from if a 
major change occur to the system.

PIA 37 Data Feed Service,
pta_pia_CDC_Release

6/9/2026 Please place spaces between 
paragraphs to ensure ease of 
reading. Please remember that the 
public will be reading/viewing the 
PTAPIA.

PIA 39 Data Feed Service,
pta_pia_CDC_Release

6/9/2026 Please place spaces between 
paragraphs to ensure ease of 
reading. Please remember that the 
public will be reading/viewing the 
PTAPIA.

PIA 42 Data Feed Service,
pta_pia_CDC_Release

6/9/2026 Please define the frequency for 
completing the training.

PIA 41 Data Feed Service,
pta_pia_CDC_Release

6/9/2026  These authentication methods 
"SAMS, Active Directory, or PIV" 
should be identified in PTA-5A.  You 
can select "Yes, but" then place then 
the language in the response box.

Suggestive Language: PIV card, Active 
Directory (AD) and Security Access 
Management System (SAMS). AD and 
SAMS are separate systems with 
their own Privacy Impact Assessment 
(PIA).

PTA 05A Data Feed Service,
pta_pia_CDC_Release

6/9/2026 These authentication methods 
"SAMS, Active Directory, or PIV" (PIA-
41) should be identified in this 
response.  You can select "Yes, but" 
then place the language in the 
response box.

Suggestive Language: PIV card, Active 
Directory (AD) and Security Access 
Management System (SAMS). AD and 
SAMS are separate systems with 
their own Privacy Impact Assessment 
(PIA).



PIA 43 Data Feed Service,
pta_pia_CDC_Release

6/9/2026 Please define the frequency for 
completing the training.

PTA 02A Data Feed Service,
pta_pia_CDC_Release

6/10/2026 Please remove the following:

None

AMP does contain pages accessible 
by the public (including publicly 
accessible log in pages). 

PIA 29A Data Feed Service,
pta_pia_CDC_Release

6/15/2026 Are you saying email address and 
mailing address or just email 
address? Please provide clarity.

PIA 29A Data Feed Service,
pta_pia_CDC_Release

6/15/2026 Please add "address" to email.


