PTA / PIA: CDC - eFSAP Cloud - QTR2 - 2026 - CDC8893463

Date Approved: 5/29/2026

General Information

PTA / PIA Name: CDC - eFSAP Cloud - QTR2 - 2026 - CDC8893463 PTA/ PIA ID: 4474324

Component CDC - electronic Federal Select Agent Program - ATO Boundary €lectronic Federal Select Agent Program - Cloud
Name: Cloud Name:

Office: OpDiv: CDC

General 01: Identify the Enterprise Performance Lifecycle Phase of the system. Operations and Maintenance

General 02: Is this a FISMA-Reportable system? Yes

General 03: Does the system have or is it covered by a Security Authorization to Yes

Operate (ATO)?

General 04: ATO Date or Planned ATO Date. 3/28/2025
General 05: Is the system or electronic information collection, agency or contractor  pgency
operated?

Privacy Threshold Analysis

PTA 02: Indicate the following reason(s) for this PTA. Choose from the following  p|a validation (PIA Refresh)
options.

PTA 03: Is the data contained in the system owned by the agency or contractor?  agency

PTA 04: Please give a brief overview of the purpose of the system by describing  The Electronic Federal Select Agent Program (eFSAP)
what the functions of the system are and how the system carries out is a joint system operated by the Centers for Disease

those functions in support of HHS. Control and Prevention (CDC) and the United States



PTA 05:

List and/or describe all the types of information that are collected,
maintained, and/or shared by the system regardless of whether that
information is PIl and how long that information is stored.

Department of Agriculture (USDA) Agriculture Select
Agent Services (AgSAS) to support the administration
and enforcement of the Federal Select Agent
Program (FSAP). The system is designed to manage,
secure, and maintain records related to the
possession, use, and transfer of Select Agents and
Toxins, in accordance with applicable federal
regulations (42 CFR Part 73, 7 CFR Part 331, and 9
CFR Part 121).

eFSAP serves as the authoritative system of record
for Select Agent registration and regulatory
oversight. It enables regulated entities—including
laboratories, research institutions, and other
organizations—to electronically submit, update, and
manage required information for registration,
amendments, incident reporting, and transfers. The
system also supports federal reviewers and
inspectors in evaluating applications, tracking
compliance, documenting inspections, and enforcing
regulatory requirements.

Key system functions include:

¢ Management of entity registration data and
associated personnel, facilities, and agent
inventories

e Workflow processing for application review,
approval, and renewal actions

e Tracking and documentation of inspections,
compliance activities, and enforcement actions

e Secure data storage and access controls to
protect sensitive regulatory and security-related
information

e Reporting and analytics to support oversight, risk
management, and decision-making

Through these functions, eFSAP supports the HHS
mission by enabling CDC and USDA to monitor and
regulate entities working with high-consequence
biological agents and toxins, thereby helping to
protect public health, ensure national biosecurity,
and reduce the risk of accidental or intentional
misuse of these materials.

eFSAP collects information regarding an entity’s
Select registration: facility information; a list of
select agents or toxins to be possessed, used, or



PTA 05A:

PTA 05C:

PTA 06:

Are user credentials used to access the system?

Please identify the system that maintains the user credentials or controls
access to this system.

Describe why each type of information is collected, maintained, and/or
shared by the system. Specify what information is collected about each
category of individual.

transferred by the entity; individual(s) who will have
access to select agents and toxins; It also tracks
assessments and inspections results of each entities
compliance to regulations.

For staff that will be accessing select agents, there is
a clearance process that is required. This process
collects the individuals name, their date of birth
(DOB), business (entity name), business email
addresses, business phone numbers and what they
will have access to. This Pll data is provided to
Criminal Justice Information Service (CJIS) to have
them verify if a person is cleared to access
information and agents.

Users will access the system using a
username/password or a Health and Human Services
(HHS) Personal Identity Verification (PIV) Card; these
credentialing will be stored via the CDC.

Secure Access Management System (SAMS), a
separate access control system with its own Privacy
Impact Assessment (PIA). SAMS Authenticates all
users and validates they are approved to access
eFSAP Activity. User accounts and passwords are
therefore, not stored in the system.

Yes, but the user credentials are maintained in a
separate system (e.g., AD, AMS) and not collected or
maintained by this system.

All credentials are managed by CDC's Secure Access
Management Services (SAMS). SAMS is a separate
system with its own PIA.

eFSAP collects information regarding an entity’s
Select registration: facility information; a list of
select agents or toxins to be possessed, used, or



PTA 07:

PTA 08:

PTA 08A:

PTA 08B:

PTA 09:

Does the system collect, maintain, use, or share PII?

Does the system include a website or online application?

Provide the URL(s).

Are any of the website or online applications accessible by the public

(including publicly accessible log in pages)?

Describe the purpose of the website, who has access to it, and how users
access the web site (via public URL, log in, etc.). Please address each

element in your response.

transferred by the entity; individual(s) who will have
access to select agents and toxins; It also tracks
assessments and inspections results of each entities
compliance to regulations. The information collected
includes name, date of birth, email address, phone
number, and entity (business) address.

Name - Used for background check by individuals
that will have access to select agents and toxins.

Date of birth - Used for background check by
individuals that will have access to select agents and
toxins.

Email address - Communicate with individuals
requesting access and for SAMS access.

Phone number - Communicate with individuals
requesting access and that have access to select
agents and toxins.

Business (entity) address - Physical address is
required for facility inspections of entities that have
access to select agents and toxins.

Users will access the system using a
username/password or a Health and Human Services
(HHS) Personal Identity Verification (PIV) Card; these
credentialings will be stored via the CDC.

Yes

Yes

https://efsap.selectagents.gov/

No

Public Law 107-188 requires maintenance of a
national database of entities that are registered for
possession of Select Agents and Toxins, laboratory


https://efsap.selectagents.gov/

compliance with national safety guidelines, security
measures including controlled access to Select
Agents and Toxins, security screening of entities and
personnel, and criminal/civil penalties for
inappropriate use of Select Agents & Toxins. The
electronic Federal Select Agent Program - Cloud
(eFSAP Cloud) is a joint Centers for Disease Control
and Prevention (CDC) and United States Department
of Agriculture (USDA) Agriculture Select Agent
Services (AgSAS) system that is designed to control,
protect, and store the use, possession and transfer
of Select Agents and Toxins.

For staff that will access select agents, there is a
clearance process that is required to ensure safety.
This process collects the individual's name, their
DOB, email addresses, phone numbers and what
they will have access to. This Pll data is provided to
Criminal Justice Information Service (CJIS) to have
them verify whether a person is cleared to access
information and agents.

Users will access the system using a user
name/password or a Health and Human Services
(HHS) Personal Identity Verification (PIV) Card; these
credentialing will be stored via the CDC Secure
Access Management System (SAMS), a separate
access

control system with its own Privacy Impact
Assessment (PIA). SAMS Authenticates all users and
validates they are approved to access eFSAP Activity.
User accounts and passwords are therefore not
stored in the system.

PTA 10: Does the website have a posted privacy notice? Yes

PTA 11: Does the website contain links to non-federal government websites No
external to HHS?

PTA 12: Does the website use web measurement and customization technology? No

PTA 13: Does the website have any information or pages directed at children No
under the age of thirteen?

PTA 14: Does the system have a mobile application? No

PTA 20: Are any third-party websites or applications (TPWA) associated with the g
system?

PTA 21: Does this system use artificial intelligence (Al) tools or technologies? No

Privacy Impact Assessment
PIA 22: Indicate the type(s) of personally identifiable information (Pll) that  Bjographical Information

the system will collect, maintain, or share.

Name

Date of Birth

User Credentials

Contact Information

Email Address (Business)

Phone Numbers (Business)



PIA 22A:

PIA 23:

PIA 24:

PIA 25:

PIA 26:

PIA 28:

PIA 29:

PIA 29A:

PIA 29B:

PIA 30:

PIA 31:

PIA 31A:

PIA 32:

PIA 32A:

Identify the “other” type(s) of personally identifiable information
(PIl) not mentioned in the above list.

Indicate the categories of individuals about whom Pll is collected,
maintained, or shared.

Indicate the approximate number of individuals whose Pl is
maintained in the system.

For what primary purpose is the Pll used?

Describe any secondary uses for which the PIl will be used (e.g.,
testing, training, or research).

Identify legal authorities, governing information use and disclosure
specific to the system and program.

Are records in the system retrieved by one or more Pll data
elements?

Please specify which PIl data elements are used to retrieve
records.

Provide the number, title, and URL of the Privacy Act System of
Records Notice (SORN) that is being used to cover the system or
indicate whether a new or revised SORN is in development.

Identify the sources of Pl in the system.

Is there an Office of Management and Budget (OMB) information
collection approval number?

Provide the information collection approval number(s) and
expiration date(s).

Is the PIl in the system shared directly with other organizations
outside the system’s Operating Division?

Identify with whom the PIl is shared or disclosed.

Other
Other

Business (entity) address

Business Partners/Contacts (Federal state, local
agencies)

Employees/HHS Direct Contractors
Members of the public

Vendors/Suppliers/Third-Party Contractors
(Contractors other than HHS Direct Contractors)

500 — 4,999
The Pll is used to assist in identifying an
individual for the Federal Bureau of

Investigations (FBI) to conduct background
checks and to contact the facility.

N/A

Public Health Security and Bioterrorism
Preparedness and Response Act of 2002 and The
Agricultural Bioterrorism Protection Act of 2002
(Pub. L. 107-188).

Yes

Name and email address

Directly from an individual about whom the
information pertains

Online

Government Sources
Within the OPDIV
Other HHS OPDIV
State/Local/Tribal
Other Federal Entities

Non-Government Sources
Private Sector

Yes

OMB NO. 0920-0576 exp. 02/28/2027

Yes

Other Federal Agency/Agencies



PIA 32B:

PIA 32C:

PIA 32D:

PIA 33:

PIA 34:

PIA 35:

PIA 36:

PIA 37:

For each disclosure, name the organizations/systems the system
shares PIl with and the purpose(s) of the disclosure.

List any agreements in place that authorize the information
sharing or disclosure (e.g., Computer Matching Agreement (CMA),
Memorandum of Understanding (MOU), or Information Sharing
Agreement (ISA)).

Describe process and procedures for logging/tracking/accounting
for the sharing and/or disclosing of PII. If no process or procedures
are in place, please explain why not.

Is the submission of PIl by individuals voluntary or mandatory as
defined in the Privacy Act?

Describe the method in place to notify and obtain consent from
individuals whose PII will be collected. If no prior notice is given or
consent cannot be obtained, explain why.

Describe the process to notify and obtain consent from the
individuals whose Pll is in the system when major changes occur to
the system (e.g., disclosure and/or data uses have changed since
the notice at the time of original collection). If they cannot be
notified or have their consent obtained, explain why.

Describe the process in place to resolve an individual’s concerns
when they believe their Pl has been inappropriately obtained,
used, or disclosed, or that the Pll is inaccurate. If no process exists,
explain why not.

Describe the process in place for periodic reviews of the system to
ensure the integrity, availability, accuracy, and relevancy of the PII
in the system. Please address each element in your response. If no
processes are in place, explain why not.

Animal and Plant Health Inspection Service
(APHIS) and Criminal Justice Information Services
(CJIS) for compliance with federal mandates.

Interconnection Security Agreement, between
USDA/APHIS; and HHS/CDC Memorandum of
Understanding (MOU) among CDC, APHIS, and
clIs.

Disclosure of any eFSAP records is processed
through managerial written/approved
procedures. Requests for disclosures are
processed and maintained using a SharePoint
WorkFlow. An accounting of disclosures is
produced by a review of signed transmittal
documents.

Voluntary

The application instructions to USDA/CDC Form
1, Application for Registration for Possession,
Use, and Transfer of Select Agents and Toxins,
advises that the application will capture
information regarding the entity and the
Responsible Official (RO), Alternate Responsible
Official (ARO), and Owner/ Controller (if
applicable). The instructions also indicate what
information is needed with regard to these
individuals as well as the information that will be
required regarding individuals who will have
access to the select agents and toxins.

Notification of any major changes to the system
are posted on the Select Agents Web Site as
"Select Agent (SA) Grams".

The process to be followed in the event an
individual has concerns regarding the
use/accuracy/disclosure of his/her Pll is as
follows: The user may contact the Business
Steward in writing via the following address:
Director, Division of Regulatory Science and
Compliance (DRSC), Office of Readiness and
Response (ORR), CDC, 1600 Clifton Rd. NE,
Atlanta, GA 30329, (404) 718-2000,
Irsat@cdc.gov.

Individuals must reasonably identify the record
and specify the information being contested, the
corrective action sought, and the reasons that
the Pll is inaccurate for requesting the
correction, along with supporting information to
show how the record is inaccurate, incomplete,
untimely, or irrelevant.

There is an established quality control check of
eFSAP. The individual’s information is
checked/rechecked at one of the various points



PIA 38:

PIA 38A:

PIA 38B:

PIA 39:

PIA 40:

Identify who will have access to the PIl in the system.

Select the type of contractor.

Do contracts include Federal Acquisition Regulation (FAR) and
other appropriate clauses ensuring adherence to privacy
provisions and practices?

Provide the reason why each of the groups identified in 38 needs
access to PII.

Describe the administrative procedures in place to determine
which system users (administrators, developers, contractors, etc.)
may access PII.

below:

Individuals access and data are verified through
SAMS and their renewal process.

Entity information is reviewed at the registration
(1st year), major Amendments (as submitted),
and renewals (3 year).

Entity Responsible Officials (ROs) have their
Admin dashboard allowing them direct ability to
see who has access to their information and can
request changes as need.

We also perform a bi-annual review of our users
by comparing SAMS access list to User List within
eFSAP to validate accounts/users.

Users
Administrators
Developers
Contractors

HHS/OpDiv Direct Contractors

Yes

Users - Initial Data Entry, inputting their own
data.

Administrators - Production Operation and
Maintenance to fix/update application.

Developers - These are direct contractors with
access to Production Operation and
Maintenance to fix/update logic that cannot be
resolved locally by FTEs.

Contractors - Contractors (Direct contractors )
serve as developers with access to Production
Operation and Maintenance to fix/update logic
that cannot be resolved locally bye FTEs.

There is an established Standard Operating
Procedure (SOP) in place that provides
instructions for all users to complete. This SOP



PIA 41:

PIA 42:

PIA 43:

PIA 44:

Describe the technical methods in place to allow those with access
to PIl to access only the minimum amount of information

necessary to perform their job.

Identify the general security and privacy awareness training
provided to system users (system owners, managers, operators,
contractors and/or program managers) to make them aware of
their responsibilities for protecting the information being collected

and maintained.

Describe the training system users receive above and beyond

general security and privacy awareness training.

Describe the process and guidelines in place for the retention and
destruction of PIl. Cite specific National Archives and Records
Administration (NARA) records retention schedule(s) and include

the retention period(s).

requires an access request form to be completed
and approved along with a completed Rules of
Behavior (ROB). The form and ROB must then go
through a review, validation and approval
process prior to a user ever obtaining access.

A user completes the Access request form
request access to eFSAP, role(s) being requested,
and their justification as to why they believe
access is needed. Role-Based Access (RBAC) is
used to determine who may access the system
and its PII.

The form is then provided to a Full-Time
Equivalent (FTE) within the eFSAP program who
can validate the need and justification for access
to the role(s) selected.

Validated forms are then provided to the System
Security steward who will review the form to
ensure it is completed correctly. Once reviewed
for completeness, the security

steward contacts the Office of Safety, Security,
and Asset Management (OSSAM) to ensure the
proper clearance levels based on roles the user
has been approved for. If the form is complete
and all required clearances are in place, a
request is

submitted to the System team to have the
account and access granted. If not, the forms are
returned to the requester and the FTE validator
noting the reason(s) why access cannot be
granted.

The established SOP defines roles and they are
assigned based on approval and justification of
access. The least privilege model is used to
determine who may access the system and PII.
The system is designed to have role based
restrictions to include System Administrator,
Agency User, Entity User, Read only, etc. Each
role has restrictions. Ex. Entity User is only able
to see their individual information. Read-only
allows for viewing only. Agency User is an
internal CDC or USDA partner user who requires
set clearances in order to gain access.

All individuals are required to show a certificate
of completion for mandatory Security and
Privacy Awareness Training annually.

System stewards (Business, Security &
Designated Approval Authority(DAA)) must
undergo additional Role Based Training. Users
must be verified by the DRSC process and sign
the eFSAP Rules of Behavior.

Data will be maintained in accordance with a
National Archives Records Agency (NARA)
compliant Records File Retention and
Destruction Plan. The CDC Records Control



PIA 45:

Describe how the Pl will be secured in the system using
administrative, technical, and physical controls. Please address
each element in your response.

Schedule (B-321), the Division of Select Agents
and Toxins (DSAT) Records Retention Schedule
N1-442-06-01. The data will be retained for 10
years.

Administrative -- eFSAP stores data in password
protected databases hosted in Azure Fed Ramp
Government Cloud. Additional Administrative
controls are in place to protect PIl with Rules of
Behavior, training, notifications, and disclosures.
All individuals are required to show a certificate
of completion for mandatory Security and
Privacy Awareness Training. System stewards
(Business, Security & Designated Approval
Authority(DAA)) must undergo additional Role
Based Training. Users must be verified by the
DSAT process and sign the eFSAP Rules of
Behavior.

Technical -- Technical Controls are in place with
the Cybersecurity Program Office (CSPO) and
Digital Services Office (DSO), Logical access
barres include Access Control Lists, Active
Directory Federation Services (ADFS)
Accounts/groups, and Intrusion detection.

Physical -- Physical controls for CDC are in place
through the Office of Safety, Security, and Asset
Management (OSSAM) including guards, smart-
card, and Closed Circuit TV. Microsoft Azure
facilities server locations also maintain Guards,
Access card controls, and Closed Circuit TV.
Microsoft also designs, builds, and operates
datacenters in a way that strictly controls
physical access to the areas where data is stored.
Microsoft takes a layered approach to physical
security, to reduce the risk of unauthorized users
gaining physical access to data and the
datacenter resources. Datacenters managed by
Microsoft have extensive layers of protection:
access approval at the facility’s perimeter, at the
building’s perimeter, inside the building, and on
the datacenter floor.



