Privacy Impact Assessment (PIA): CDC - ALS - QTR2 - 2023 - CDC6770130

Created Date: 6/30/2023 10:19 AM Last Updated: 9/30/2024 4:01 PM

Copy PIA (Privacy Impact Assessment)

Do you want to copy this PIA ?

Please select the user, who would be submitting the copied PIA.

Instructions

Review the following steps to complete this questionnaire:

1) Answer questions. Select the appropriate answer to each question. Question specific help text may be available via the & icon. If your
answer dictates an explanation, a required text box will become available for you to add further information.

2) Add Comments. You may add question specific comments or attach supportliﬁ evidence for your answers by clicking on the _/Iicon next to
each question. Once you have saved the comment, the icon will change to the L=Ficon to show that a comment has been added.

3) Change the Status. You may keep the questionnaire in the "In Process" status until you are ready to submit it for review. When you have
completed the assessment, change the Submission Status to "Submitted". This will route the assessment to the proper reviewer. Please note
that all values list questions must be answered before submitting the questionnaire.

4) Save/Exit the Questionnaire. You may use any of the four buttons at the top and bottom of the screen to save or exit the questionnaire. The
button allows you to complete the questionnaire. The button allows you to save your work and close the questionnaire. The button allows you
to save your work and remain in the questionnaire. The button closes the questionnaire without saving your work.

Acronyms

ATO - Authorization to Operate

CAC - Common Access Card

FISMA - Federal Information Security Management Act
ISA - Information Sharing Agreement

HHS - Department of Health and Human Services
MOU - Memorandum of Understanding

NARA - National Archives and Record Administration
OMB - Office of Management and Budget

PIA - Privacy Impact Assessment

PIl - Personally Identifiable Information

POC - Point of Contact

PTA - Privacy Threshold Assessment

SORN - System of Records Notice

SSN - Social Security Number

URL - Uniform Resource Locator



General Information

PIA Name:

Name of
Component:

Overall Status:

Submitter:

Submission
Status:

Next
Assessment
Date:

Office:

Security

Categorization:

Legacy PIA ID:

PTA-3:

PTA - 4:

CDC - ALS - QTR2 - 2023 - CDC6770130 PIA ID:

CDC - Amyotrophic Lateral Sclerosis Web Portal Name of ATO
Boundary:

0 PIA Queue:

# Days Open:

Re-Submitted Submit Date:

03/22/2027 Expiration Date:
OPDIV:

Moderate OpDiv PIA ID:
Make PIA
available to
Public?:

Identify the Enterprise Performance Lifecycle Phase of the system.
Is this a FISMA-Reportable system?

Does the system have or is it covered by a Security Authorization to
Operate (ATO)?

ATO Date or Planned ATO Date.

Is the system or electronic information collection, agency or contractor
operated?

Indicate the following reason(s) for this PTA. Choose from the following
options.

Describe in further detail any changes to the system that have occurred
since the last PIA.

Is the data contained in the system owned by the agency or contractor?

Please give a brief overview and purpose of the system by describing
what the functions of the system are and how the system carries out
those functions.

1674626

Amyotrophic Lateral Sclerosis Web Portal

302
10/4/2023

3/22/2027

CDC

CDC6770130

Yes

Operations and Maintenance
Yes

Yes

8/29/2023

Agency

PIA Validation (PIA Refresh)

None

Agency

The purpose of the Amyotrophic Lateral Sclerosis
(ALS) Web Portal is to obtain more complete
information on the likely prevalence of ALS ("Lou
Gebhrig's Disease"), and to better describe the
demographic characteristics (age, race, sex, and
geographic location) of those with ALS. The
secondary goal of the surveillance system is to
collect additional information on potential risk
factors for ALS including, but not limited to, family
history of ALS, smoking history, and military
service.

These risk factors were chosen because they are
the only known and consistently recognized risk
factors for ALS, and we want to obtain baseline
assessment of basic risk factors on the registry
participants. This information could then be used
to design studies about what causes ALS.



PTA - 5:

PTA - 5A:

PTA - 5B:

List and/or describe all the types of information that are collected (into),
maintained, and/or shared in the system regardless of whether that
information is PIl and how long that information is stored.

Are user credentials used to access the system?

Please identify the type of user credentials used to access the system.

The ALS Web Portal will collect, maintain, or share
the following types of information:

Patient Registration (Name, Race, Gender, Date of
Birth [month/year], Email, City, State, Country,
Social Security Number [SSN])

Security Questions (First Car, Favorite Color, First
Pet Name, etc.)

Patient Surveys (Military Status, Health Notes,
Employment, Demographics, Work history, Alcohol
& Smoking Consumption, Family History, etc.)
Information Requests (Name, Address, Email,
Phone Number).

During patient registration, SSN [last 5 digits] and
date of birth are only stored in the system
temporarily and moved to another server daily.
ALS Patients cannot retrieve or view their SSN
after it is collected.

ALS authenticates external (public) users with
username (user's email address) and password
which are stored in the system. Internal users are
authenticated via CDC's Active Directory (AD). AD
is a separate system with its own PIA.

Yes, but the user credentials are maintained in a
separate system (e.g., AD, AMS) and not collected or
maintained by this system. The system providing
credentials is

Non-HHS User Credentials
Username

Password



PTA - 6:

PTA-7:
PTA - 7A:
PTA - 8:

PTA - 8A:

Describe why all types of information is collected (into), maintained,
and/or shared with another system. This description should specify
what information is collected about each category of individual.

Does the system collect, maintain, use or share PII?
Does this include Sensitive Pll as defined by HHS?
Does the system include a website or online application?

Are any of the URLs listed accessible by the general public (to include
publicly accessible log in and internet websites/online applications)?

The purpose of the ALS Web Portal is to provide
users with more information regarding the disease
and to facilitate research for medical professionals
and individual researchers. Researchers may
request de-identified survey data for their own
research. ldentifiable data is shared with external
researchers.

The system collects registration information,
surveys, and security questions from users of the
site. These users are members of the public with
ALS and are over 18 years of age. Registration
information is used to uniquely identify
participating individuals in the registry, for account
support, and to contact the patients. Security
questions are used if the patients forget their
passwords. Surveys data is used to identify risk
factors for ALS and inform research looking into
the cause(s) of ALS.

Patient Registration (Name, Race, Gender, Date of
Birth [month/year], Email, City, State, Country,
Social Security Number [SSN])

Security Questions (First Car, Favorite Color, First
Pet Name, etc.)

Patient Surveys (Military Status, Health Notes,
Employment, Demographics, Work history, Alcohol
& Smoking Consumption, Family History, etc.)
Information Requests (Name, Address, Email,
Phone Number) are collected.

The system collects information request data in
order to mail brochures. This data is collected
from members of the general public and is not
directed at children.

Data is regularly retrieved from the system using
ALS patient name, email address, or phone number
for account maintenance or user verification. SSN
is also used to match with data in other systems so
that ALS patients are not double counted.

ALS authenticates external (public) users with
username and password which are stored in the
system. The username is the user's email address.
Internal user are authenticated via CDC's Active
Directory (AD) AD is a separate system covered by
its own PIA.

Yes
Yes
Yes

Yes



PTA - 9:

PTA - 10:

PTA-11:

PTA - 11A:

PTA - 12:

PTA - 12A:

Describe the purpose of the website, who has access to it, and how
users access the web site (via public URL, log in, etc.). Please address
each element in your response.

Does the website have a posted privacy notice?

Does the website contain links to non-federal government websites
external to HHS?

Is a disclaimer notice provided to users that follow external links to
websites not owned or operated by HHS?

Does the website use web measurement and customization
technology?

Select the type(s) of website measurement and customization
technologies in use and if it is used to collect PII.

http://wwwn.cdc.gov/als

The purpose of the ALS Web Portal is to provide
users with more information regarding the disease
and to facilitate research for medical professionals
and individual researchers. Researchers may
request de-identified survey data for their own
research. ldentifiable data is shared with external
researchers.

The system collects registration information,
surveys, and security questions from users of the
site. These users are members of the public with
ALS and are over 18 years of age. Registration
information is used to uniquely identify
participating individuals in the registry, for account
support, and to contact the patients. Security
questions are used if the patients forget their
passwords. Surveys data is used to identify risk
factors for ALS and inform research looking into
the cause(s) of ALS.

Patient Registration (Name, Race, Gender, Date of
Birth [month/year], Email, City, State, Country,
Social Security Number [SSN])

Security Questions (First Car, Favorite Color, First
Pet Name, etc.)

Patient Surveys (Military Status, Health Notes,
Employment, Demographics, Work history, Alcohol
& Smoking Consumption, Family History, etc.)
Information Requests (Name, Address, Email,
Phone Number) are collected.

The system collects information request data in
order to mail brochures. This data is collected
from members of the general public and is not
directed at children.

Data is regularly retrieved from the system using
ALS patient name, email address, or phone number
for account maintenance or user verification. SSN
is also used to match with data in other systems so
that ALS patients are not double counted.

ALS authenticates external (public) users with
username and password which are stored in the
system. The username is the user's email address.
Internal user are authenticated via CDC's Active
Directory (AD) AD is a separate system covered by
its own PIA.

Yes

Yes

Yes

Yes

Session Cookies - Does Not Collect PII



PTA - 13:

PTA - 13A:

PTA - 13B:

PTA - 14:

PTA - 14A:

PTA - 15:

PTA - 16:

PTA-17:

PTA - 17A:

PTA - 18:

PTA - 18A:

PTA -19:

PTA - 19A:

PTA - 19B:

PTA - 20:

PTA - 21:

Does the website have any information or pages directed at children
under the age of thirteen?

Does the website collect PIl from children under the age thirteen?

Is there a unique privacy policy for the website and does the unique
privacy policy address the process for obtaining parental consent if any
information is collected?

Does the system have a mobile application?

Is the mobile application HHS developed and managed or a third-party
application?

Describe the purpose of the mobile application, who has access to it,

and how users access it. Please address each element in your response.

Does the mobile application/ have a privacy notice?

Does the mobile application contain links to non-federal government
websites external to HHS?

Is a disclaimer notice provided to users that follow external links to
resources not owned or operated by HHS?

Does the mobile application use measurement and customization
technology?

Describe the type(s) of measurement and customization technologies or

techniques in use and what information is collected.

Does the mobile application have any information or pages directed at
children under the age of thirteen?

Does the mobile application collect Pll from children under the age
thirteen?

Is there a unique privacy policy for the mobile application and does the
unique privacy policy address the process for obtaining parental
consent if any information is collected?

Is there a third-party website or application (TPWA) associated with the
system?

Does this system use artificial intelligence (Al) tools or technologies?

Indicate the type(s) of personally identifiable information (PIl) that the
system will collect, maintain, or share.

No

No

No

No

Truncated SSN
Name

Email Address
Phone numbers
Medical records (PHI)
Military Status
Date of Birth
Vehicle Identifiers
Mailing Address
Employment Status
User Credentials

Other - Free text Field - Security questions,
Demographics information.



PIA - 2:

PIA -3:

PIA - 4:

PIA -5:

PIA - 6:

PIA - 6A:

PIA-7:

PIA - 8:

PIA - 8A:

PIA - 8B:

Indicate the categories of individuals about whom PlI is collected,
maintained or shared.

Indicate the approximate number of individuals whose PIl is maintained
in the system.

For what primary purpose is the Pll used?

Describe any secondary uses for which the PIl will be used (e.g. testing,
training or research).

Describe the function of the SSN, Truncated SSN, and/or Taxpayer ID.

Cite the legal authority to use the SSN, Truncated SSN, and/or Taxpayer
ID.

Identify legal authorities governing information use and disclosure
specific to the system and program.

Are records in the system retrieved by one or more Pll data elements?

Please specify which Pl data elements are used to retrieve records.

Provide the number, title, and URL of the Privacy Act System of Records
Notice (SORN) that is being used to cover the system or indicate
whether a new or revised SORN is in development.

Patients
Members of the public
Above 2000

The Pll is used to facilitate research for medical
professionals and individual researchers.

The SSN is also used as a quality check to prevent
the submission of duplicate records.

The Registry is only asking for the last 5 digits of
the Social Security number, not the entire 9-digit
number. Because the Registry identifies cases of
ALS from multiple sources, including from
Medicare and the Veterans Administration, the
Registry needs to make sure people are not
counted twice. The only way to be sure that two
people with the same or similar names are not the
same person is with a partial Social Security
number.

The SSN is therefore used as a quality check to
prevent the submission of duplicate records.

E.O. 9397, as amended by E.O. 13478.
ALS Registry Act, Public Law No: 110-373

Yes

The SSN is used as a quality check to prevent the
submission of duplicate records.

The Registry is only asking for the last 5 digits of
the Social Security number, not the entire 9 digit
number. Because the Registry identifies cases of
ALS from multiple sources, including from
Medicare and the Veterans Administration, the
Registry needs to make sure people are not
counted twice. The only way to be sure that two
people with the same or similar names are not the
same person is with a partial Social Security
number.

Privacy Act System Notice 09-19-0001

09-19-0001, Records of Persons
Exposed or Potentially Exposed to
Toxic or Hazardous Substances.



PIA-9:

PIA - 10:

PIA - 10A:

PIA - 10B:

PIA - 10C:

PIA - 11:

PIA - 11A:
PIA - 11B:

PIA -11C:

PIA - 11D:

PIA - 12:

PIA - 12A:

PIA - 13:

PIA - 14:

PIA - 15:

Identify the sources of Pll in the system.

Is there an Office of Management and Budget (OMB) information
collection approval number?

Provide the information collection approval number.

Identify the OMB information collection approval number expiration
date.

Explain why an OMB information collection approval number is not
required.

Is the PIl shared with other organizations outside the system’s
Operating Division?

Identify with whom the Pl is shared or disclosed.
Please provide the purpose(s) for the disclosures described in PIA - 11A.

List any agreements in place that authorizes the information sharing or
disclosure (e.g., Computer Matching Agreement (CMA), Memorandum
of Understanding (MOU), or Information Sharing Agreement (ISA)).

Describe process and procedures for logging/tracking/accounting for
the sharing and/or disclosing of PII. If no process or procedures are in
place, please explain why not.

Is the submission of Pl by individuals voluntary or mandatory?

If PIl submission is mandatory, provide the specific legal requirement
that requires individuals to provide information or face potential civil or
criminal penalties.

Describe the method for notifying individuals that their information will
be collected and how they can opt-out of the collection or use of their
PIl. If there is no option to object to the information collection, provide
areason.

Describe the process to notify and obtain consent from the individuals
whose Pll is in the system when major changes occur to the system
(e.g., disclosure and/or data uses have changed since the notice at the
time of original collection). Alternatively, describe why they cannot be
notified or have their consent obtained.

Describe the process in place to resolve an individual's concerns when
they believe their PIl has been inappropriately obtained, used, or
disclosed, or that the Pll is inaccurate. If no process exists, explain why
not.

Directly from an individual about whom the
information pertains

Online
Non-Government Sources
Members of the Public

Yes

OMB 0923-0041, 05/31/2026
5/31/2026

N/A

No

Voluntary

There is a customized Consent Form that allows
ALS patients to agree or disagree with Centers for
Disease Control and Prevention/Agency for Toxic
Substance and Disease Registry-ATSDR'’s terms.
The decision of the patient is voluntary and will
determine whether or not an account is created.

In the event of significant system changes, a
modified SORN would be published in the Federal
Register. Further, the current PIA would be
modified and published addressing the changes
and identifying any new, resulting privacy
considerations.

Users can contact ATSDR via the contact
information provided on the ALS website if any
issues occur. Individuals should reasonably
identify the record and specify the information
being contested, the corrective action sought, and
the reasons for requesting the correction, along
with supporting information to show how the
record is inaccurate, incomplete, untimely, or
irrelevant.



PIA - 16:

PIA - 17:

PIA - 17A:

PIA - 17B:

PIA - 18:

PIA - 19:

PIA - 20:

PIA - 21:

PIA - 22:

Describe the process in place for periodic reviews of Pl contained in the
system to ensure the data's integrity, availability, accuracy and
relevancy. Please address each element in your response. If no
processes are in place, explain why not.

Identify who will have access to the PIl in the system.

Select the type of contractor.

Do contracts include Federal Acquisition Regulation (FAR) and other
appropriate clauses ensuring adherence to privacy provisions and
practices?

Provide the reason why each of the groups identified in PIA - 17 needs
access to PII.

Describe the administrative procedures in place to determine which
system users (administrators, developers, contractors, etc.) may access
PII.

Describe the technical methods in place to allow those with access to Pl
to only access the minimum amount of information necessary to
perform their job.

Identify the general security and privacy awareness training provided to
system users (system owners, managers, operators, contractors and/or
program managers) using the system to make them aware of their
responsibilities for protecting the information being collected and
maintained.

Describe the training system users receive (above and beyond general
security and privacy awareness training).

The data is downloaded and cleaned annually. Itis
reviewed for accuracy — duplicates are removed,
all fields are reviewed for relevancy and
consistency. Statisticians check all data against
these requirements and a “clean” file is produced.
This file then is provided to and independent
Statistician for validation. If any discrepancies are
found the data is reviewed manually and any
discrepancies are resolved. If changes or updates
to the database is required those changes are
completed based on the validation process. This
cleaned and validated file is now the official file.

Administrators

Others

Administrators need access to maintain data.

Statisticians need access to analyze data.

Role-based access procedures are used to
determine who will have access to Pll in the
system. Role based access is determined and
approved by Business steward. Currently Pl can be
accessed by DATA Base admins (DBA) and Data
steward.

The least privilege method is used to ensure that
those with access to Pll are only able to access the
minimum amount necessary to perform their job
responsibilities.

Personnel are required to undergo Annual Security
and Privacy Awareness Training (SAT).

None



PIA - 23:

PIA - 24:

Describe the process and guidelines in place with regard to the
retention and destruction of PII. Cite specific National Archives and
Records Administration (NARA) records retention schedule(s) and
include the retention period(s).

Describe how the Pll will be secured in the system using administrative,
technical, and physical controls. Please address each element in your
response.

The Legal authority of the ALS
National Registry is Public Law No:
110-373, “ALS Registry Act”.

Records are retained, disposed, stored,
handled, and viewed in accordance with
CDC'’s Scientific and Research Project
Records Control Schedule. Current
procedures allow the system manager to
keep the records for 20 years unless
needed for further study. Registry
records will be actively maintained as long
as funding is provided for by law.
Retention periods vary depending on the
type of record. Source documents for
computer tapes or disks are securely
disposed of when no longer needed in the
study as determined by the system
manager, and as provided in the signed
consent form, as appropriate.

Administrative: Users are assigned unique roles
and privileges depending on their user status. ALS
patients are able to create an “ALS Patient”
account, while all other public users are required
to create a “Public” account. The ALS “System
Administrator” can manage patient and public
accounts and download data. ALS Patients must
also pass a validation process before creating an
ALS Patient Account. The validation process is a
series of questions that determine if a patient has
ALS. The general public can create a Public
account without going through a validation
process.

Technical: Pl fields will be masked on the
Graphical User Interface (GUI) depending on the
sensitivity of the data. For example the last 5
numbers of the SSN will be masked. All Pll
including SSN will be encrypted using CDC
approved methods. To encrypt/decrypt data in
database columns designed to hold PIl data, a user
must be given access to open and close a
symmetric key.

Physical Controls: Production and test servers are
stored in a server room secured by the CDC.
Access tools are in place to secure entry into CDC
buildings (Guards, ID Badges, Key Card, Cipher
Locks, and Closed Circuit TV).



Review & Comments

Privacy Analyst Review

OpDiv Privacy  Approved Privacy Analyst 10/6/2023

Analyst Review Review Date:

Status:

Privacy Analyst Re-approved post-SOP comment Privacy Analyst

Comments: Days Open:

SOP Review

SOP Review Approved SOP Signature:

Status:

SOP Comments: Approved on behalf of Beverly Walker SOP Review 10/19/2023
Date:

SOP Days Open: 15

Agency Privacy Analyst Review

Agency Privacy Approved Agency Privacy 3/11/2024
Analyst Review Analyst Review

Status: Date:

Agency Privacy  Reviewer: Shanai Shobowale Agency Privacy 144
Analyst Review Analyst Days

Comments: The comment was addressed for PIA-23 (please Open:

review), submitting for SAOP review and approval.

9/7/2023 PIA-23: GRS 20.11 and GRS 23 are
obsolete and replace by GRS 5.1 and 5.2. Please
update accordingly.

SAOP Review
SAOP Review Approved SAOP Signature: Archer Signature_Bridget Guenther.docx
Status:
SAOP SAOP Review 3/22/2024
Comments: Date:

SAOP Days 11

Open:
Supporting Document(s)
Name Size Type Upload Date Downloads
ALS Privacy_Impact_Assessment_PIA_ SAOP 993814 axtf 3/15/2024 11:27 AM 0
Approved_03142024.rtf
ALS Privacy_Impact_Assessment_PIA_ SMS_PA Approved.rtf 995990 axtf 3/7/2024 1:40 PM 1
Comments
Question Name Submitter Date Comment Attachment

PIA-1 Data Feed Service, piafrmcdc 6/29/2023 Per the previously approved PIA and



PIA - 8B

PIA-19

PIA - 20

PIA - 23

PIA-1

Data Feed Service, piafrmcdc 6/29/2023

Data Feed Service, piafrmcdc 6/29/2023

Data Feed Service, piafrmcdc 6/29/2023

Data Feed Service, piafrmcdc 6/29/2023

Data Feed Service, piafrmcdc 7/31/2023

the recently approved PTA, the
following data elements are also
processed by this system: "Race,
Gender, (First Car, Favorite Color,
First Pet Name, Demographics, Work
history, Alcohol & Smoking
Consumption, Family History, User
credentials". Please include them
here and change "SSN" to "truncated
SSN" to match the processing of the
last five digits.

Please remove the hyperlink and
include the following:

09-19-0001, Records of Persons
Exposed or Potentially Exposed to
Toxic or Hazardous Substances

Please specify who determines the
role-based access procedures and
who has access to Pll. Please see HHS
Archer Handbook for further
guidance: "A system user guide may
indicate who should have access to
what PIl for what reason and the
process used to determine whether a
request for access should be
granted."

Please remove reference to specific
encryption technologies (SQL), as this
document can be made publicly
available.

Please provide updated legal
authorities as those referenced are
outdated. For further assistance,
please reach out to
records@cdc.gov.

Please include all elements listed in
the previously approved PIA and PTA
5

Patient Registration (Name, Race,
Gender, Date of Birth [month/year],
Email, City, State, Country, Social
Security Number [SSN])

Security Questions (First Car, Favorite
Color, First Pet Name, etc.)

Patient Surveys (Military Status,
Health Notes, Employment,
Demographics, Work history, Alcohol
& Smoking Consumption, Family
History, etc.)

Information Requests (Name,



Address, Email, Phone Number).

PIA-5 Data Feed Service, piafrmcdc 7/31/2023 If this is the main use of the SSN,
then please include in PIA 6. Please
include all incidental uses for all Pl
(i.e., research, communication, etc)

PIA - 13 Data Feed Service, piafrmcdc 7/31/2023 ATSDR is not previously defined in
this document. Please define all
acronyms upon first use.

PIA-19 Data Feed Service, piafrmcdc 7/31/2023 Please remove names of individuals
and limit to business titles. My
apologies for not clarifying in the
previous comment.

PIA - 24 Data Feed Service, piafrmcdc 7/31/2023 Please define GUI.

PIA - 23 Data Feed Service, piafrmcdc 8/15/2023 Should the citation be referencing
GRS instead of GSR? Also, if the
citation should be GRS, please
update the citation number as well.

PIA - 23 BLAND, CRYSTAL 9/7/2023 GRS 20.11 and GRS 23 are obsolete
and replace by GRA 5.1 and 5.2.
Please update accordingly.

PIA-1 Data Feed Service, piafrmcdc 9/30/2024 This System has been migrated
within the OCIO ISB Infrastructure
Services authorization boundary. All
future updates should be made via
the new Sub- Component

application.

Admin Section
Is OpDiv Privacy 1 Is OpDiv Privacy 0
Analyst Analyst Return ?
Approved ?: :

Is SOP Return ?: 0
Is Agency 1 Is Agency 0
Privacy Analyst Privacy Analyst
Approve ?: Return ?:
Is SAOP 1 Is SAOP Return 0
Approved?: ?:
Total Approved: 4 Total Return: 0
Total Approval 4

Required:

Miscellaneous Fields

Last Updated:  9/30/2024 4:01 PM History Log: View History Log
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