
Breach Notification Rule 

Interim final breach notification regulations, issued in August 2009, implement section 13402 of 
the Health Information Technology for Economic and Clinical Health (HITECH) Act by requiring 
HIPAA covered entities and their business associates to provide notification following a breach 
of unsecured protected health information.  Similar breach notification provisions implemented 
and enforced by the Federal Trade Commission (FTC), apply to vendors of personal health 
records and their third party service providers, pursuant to section 13407 of the HITECH Act.   

Breach Notification Regulation History 

08/24/09  - Breach Notification Interim Final Regulation (74 FR 42740) 
04/17/09  - Breach Notification Guidance and RFI (74 FR 19006) 

Definition of Breach 

A breach is, generally, an impermissible use or disclosure under the Privacy Rule that 
compromises the security or privacy of the protected health information such that the use or 
disclosure poses a significant risk of financial, reputational, or other harm to the affected 
individual.  

There are three exceptions to the definition of “breach.”  The first exception applies to the 
unintentional acquisition, access, or use of protected health information by a workforce 
member acting under the authority of a covered entity or business associate.  The second 
exception applies to the inadvertent disclosure of protected health information from a person 
authorized to access protected health information at a covered entity or business associate to 
another person authorized to access protected health information at the covered entity or 
business associate.  In both cases, the information cannot be further used or disclosed in a 
manner not permitted by the Privacy Rule.  The final exception to breach applies if the covered 
entity or business associate has a good faith belief that the unauthorized individual, to whom 
the impermissible disclosure was made, would not have been able to retain the information. 

Unsecured Protected Health Information and Guidance 

Covered entities and business associates must only provide the required notification if the 
breach involved unsecured protected health information.  Unsecured protected health 
information is protected health information that has not been rendered unusable, unreadable, 
or indecipherable to unauthorized individuals through the use of a technology or methodology 
specified by the Secretary in guidance.  

This guidance was issued in April 2009 with a request for public comment.  Read the April 2009 
HITECH Breach Notification Guidance and Request for Information (74 FR 19006).  The guidance 
was reissued after consideration of public comment  received and specifies encryption and 

http://www2.ftc.gov/opa/2009/08/hbn.shtm
http://edocket.access.gpo.gov/2009/pdf/E9-20169.pdf
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/federalregisterbreachrfi.pdf
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/federalregisterbreachrfi.pdf
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/federalregisterbreachrfi.pdf


destruction as the technologies and methodologies for rendering protected health information 
unusable, unreadable, or indecipherable to unauthorized individuals.  Additionally, the 
guidance also applies to unsecured personal health record identifiable health information 
under the FTC regulations.  Covered entities and business associates, as well as entities 
regulated by the FTC regulations, that secure information as specified by the guidance are 
relieved from providing notifications following the breach of such information.  

View the Guidance Specifying the Technologies and Methodologies that Render Protected 
Health Information Unusable, Unreadable, or Indecipherable to Unauthorized Individuals.  This 
guidance will be updated annually. 

Breach Notification Requirements 

Following a breach of unsecured protected health information covered entities must provide 
notification of the breach to affected individuals, the Secretary, and, in certain circumstances, 
to the media.  In addition, business associates must notify covered entities that a breach has 
occurred. 

 Individual Notice 

Covered entities must notify affected individuals following the discovery of a breach of 
unsecured protected health information.  Covered entities must provide this individual 
notice in written form by first-class mail, or alternatively, by e-mail if the affected individual 
has agreed to receive such notices electronically.  If the covered entity has insufficient or 
out-of-date contact information for 10 or more individuals, the covered entity must provide 
substitute individual notice by either posting the notice on the home page of its web site or 
by providing the notice in major print or broadcast media where the affected individuals 
likely reside.  If the covered entity has insufficient or out-of-date contact information for 
fewer than 10 individuals, the covered entity may provide substitute notice by an alternative 
form of written, telephone, or other means.    

These individual notifications must be provided without unreasonable delay and in no case 
later than 60 days following the discovery of a breach and must include, to the extent 
possible, a description of the breach, a description of the types of information that were 
involved in the breach, the steps affected individuals should take to protect themselves from 
potential harm, a brief description of what the covered entity is doing to investigate the 
breach, mitigate the harm, and prevent further breaches, as well as contact information for 
the covered entity.  Additionally, for substitute notice provided via web posting or major 
print or broadcast media, the notification must include a toll-free number for individuals to 
contact the covered entity to determine if their protected health information was involved 
in the breach. 

 Media Notice 

http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
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Covered entities that experience a breach affecting more than 500 residents of a State or 
jurisdiction are, in addition to notifying the affected individuals, required to provide notice 
to prominent media outlets serving the State or jurisdiction.  Covered entities will likely 
provide this notification in the form of a press release to appropriate media outlets serving 
the affected area.  Like individual notice, this media notification must be provided without 
unreasonable delay and in no case later than 60 days following the discovery of a breach and 
must include the same information required for the individual notice. 

 Notice to the Secretary 

In addition to notifying affected individuals and the media (where appropriate), covered 
entities must notify the Secretary of breaches of unsecured protected health information.  
Covered entities will notify the Secretary by visiting the HHS web site and filling out and 
electronically submitting a breach report form.  If a breach affects 500 or more individuals, 
covered entities must notify the Secretary without unreasonable delay and in no case later 
than 60 days following a breach.  If, however, a breach affects fewer than 500 individuals, 
the covered entity may notify the Secretary of such breaches on an annual basis.  Reports of 
breaches affecting fewer than 500 individuals are due to the Secretary no later than 60 days 
after the end of the calendar year in which the breaches occurred. 

 Notification by a Business Associate 

If a breach of unsecured protected health information occurs at or by a business associate, 
the business associate must notify the covered entity following the discovery of the breach.  
A business associate must provide notice to the covered entity without unreasonable delay 
and no later than 60 days from the discovery of the breach.  To the extent possible, the 
business associate should provide the covered entity with the identification of each 
individual affected by the breach as well as any information required to be provided by the 
covered entity in its notification to affected individuals.   

Burden of Proof 

Covered entities and business associates have the burden of proof to demonstrate that all 
required notifications have been provided or that a use or disclosure of unsecured protected 
health information did not constitute a breach.  This section also requires covered entities to 
comply with several other provisions of the Privacy Rule with respect to breach notification.  
For example, covered entities must have in place written policies and procedures regarding 
breach notification, must train employees on these policies and procedures, and must develop 
and apply appropriate sanctions against workforce members who do not comply with these 
policies and procedures. 

Instructions for Covered Entities to Submit Breach Notifications to the Secretary 

Submit Breach Notification to the Secretary 

http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html
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