Imposition of Damages and CMPs

Sections 1176 and 1177 as modified by the HITECH Act
(Provisions that are applicable to SAG are in bold)

GENERAL PENALTY FOR FAILURE TO COMPLY WITH REQUIREMENTS AND STANDARDS
SEC. 1176. (a) GENERAL PENALTY.--

(1) IN GENERAL.--Except as provided in subsection (b), the Secretary shall impose on any
person who violates a provision of this part--

(A) in the case of a violation of such provision in which it is established that the person did
not know (and by exercising reasonable diligence would not have known) that such person
violated such provision, a penalty for each such violation of an amount that is at least the
amount described in paragraph (3)(A) but not to exceed the amount described in paragraph

(3)(D);

(B) in the case of a violation of such provision in which it is established that the violation was
due to reasonable cause and not to willful neglect, a penalty for each such violation of an
amount that is at least the amount described in paragraph (3)(B) but not to exceed the amount
described in paragraph (3)(D); and

(C) in the case of a violation of such provision in which it is established that the violation was
due to willful neglect--

(i) if the violation is corrected as described in subsection (b)(3)(A)%, a penalty in an amount
that is at least the amount described in paragraph (3)(C) but not to exceed the amount
described in paragraph (3)(D); and

(ii) if the violation is not corrected as described in such subsection, a penalty in an amount
that is at least the amount described in paragraph (3)(D).

In determining the amount of a penalty under this section for a violation, the Secretary shall
base such determination on the nature and extent of the violation and the nature and extent of
the harm resulting from such violation.

(2) PROCEDURES.--The provisions of section 1128A (other than subsections (a) and (b) and the
second sentence of subsection (f)) shall apply to the imposition of a civil money penalty under
this subsection in the same manner as such provisions apply to the imposition of a penalty
under such section 1128A.

(3) TIERS OF PENALTIES DESCRIBED.--For purposes of paragraph (1), with respect to a violation
by a person of a provision of this part--

(A) the amount described in this subparagraph is $100 for each such violation, except that the
total amount imposed on the person for all such violations of an identical requirement or
prohibition during a calendar year may not exceed $25,000;

! Drafting error: this should have been (b)(2)(A).



(B) the amount described in this subparagraph is $1,000 for each such violation, except that
the total amount imposed on the person for all such violations of an identical requirement or
prohibition during a calendar year may not exceed $100,000;

(C) the amount described in this subparagraph is $10,000 for each such violation, except that
the total amount imposed on the person for all such violations of an identical requirement or
prohibition during a calendar year may not exceed $250,000; and

(D) the amount described in this subparagraph is $50,000 for each such violation, except that
the total amount imposed on the person for all such violations of an identical requirement or
prohibition during a calendar year may not exceed $1,500,000."

(b) LIMITATIONS.--

(1) OFFENSES OTHERWISE PUNISHABLE.--No penalty may be imposed under subsection (a)
and no damages obtained under subsection (d) with respect to an act if a penalty has been
imposed under section 1177 with respect to such act.

(2) FAILURES DUE TO REASONABLE CAUSE.--

(A) IN GENERAL.--Except as provided in subparagraph (B) or subsection (a)(1)(C), no penalty
may be imposed under subsection (a) and no damages obtained under subsection (d) if the
failure to comply is corrected during the 30-day period beginning on the first date the person
liable for the penalty” knew, or by exercising reasonable diligence would have known, that
the failure to comply occurred.

(B) EXTENSION OF PERIOD.--

(i) NO PENALTY.- With respect to the imposition of a penalty by the Secretary under subsection
(a), the period referred to in subparagraph (A) may be extended as determined appropriate by
the Secretary based on the nature and extent of the failure to comply.

(ii) ASSISTANCE.--If the Secretary determines that a person failed to comply because the person
was unable to comply, the Secretary may provide technical assistance to the person during the
period described in subparagraph (A). Such assistance shall be provided in any manner
determined appropriate by the Secretary.

(3) REDUCTION.--In the case of a failure to comply which is due to reasonable cause and not
to willful neglect, any penalty under subsection (a) and any damages under subsection (d)
that is not entirely waived under paragraph (3)° may be waived to the extent that the
payment of such penalty4 would be excessive relative to the compliance failure involved.

(c) Noncompliance Due to Willful Neglect
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?Possible drafting error: HITECH provides for inserting “or damages” after “the penalty” “in
clause (ii).” In that there is no clause (ii) where such language would apply, it may have been
the intent to have “or damages” added after “penalty” here.

*This is a drafting error: reference should have been “(2)” not “(3)”.

*This may be a drafting error. Perhaps, “and any damages under subsection (d)” should have
been added after “penalty.”



(1) IN GENERAL.--A violation of a provision of this part due to willful neglect is a violation for
which the Secretary is required to impose a penalty under subsection (a)(1).

(2) REQUIRED INVESTIGATION.--For purposes of paragraph (1), the Secretary shall formally
investigate any complaint of a violation of a provision of this part if a preliminary investigation
of the facts of the complaint indicate such a possible violation due to willful neglect.

(d) Enforcement by State Attorneys General.--

(1) CIVIL ACTION.--Except as provided in subsection (b), in any case in which the attorney
general of a State has reason to believe that an interest of one or more of the residents of
that State has been or is threatened or adversely affected by any person who violates a
provision of this part, the attorney general of the State, as parens patriae, may bring a civil
action on behalf of such residents of the State in a district court of the United States of
appropriate jurisdiction--

(A) to enjoin further such violation by the defendant; or

(B) to obtain damages on behalf of such residents of the State, in an amount equal to the
amount determined under paragraph (2).

(2) STATUTORY DAMAGES.--

(A) IN GENERAL.--For purposes of paragraph (1)(B), the amount determined under this
paragraph is the amount calculated by multiplying the number of violations by up to $100.
For purposes of the preceding sentence, in the case of a continuing violation, the number of
violations shall be determined consistent with the HIPAA privacy regulations (as defined in
section 1180(b)(3)’) for violations of subsection (a).

(B) LIMITATION.--The total amount of damages imposed on the person for all violations of an
identical requirement or prohibition during a calendar year may not exceed $25,000.

(C) REDUCTION OF DAMAGES.--In assessing damages under subparagraph (A), the court may
consider the factors the Secretary may consider in determining the amount of a civil money
penalty under subsection (a) under the HIPAA privacy regulations.

(3) ATTORNEY FEES.--In the case of any successful action under paragraph (1), the court, in
its discretion, may award the costs of the action and reasonable attorney fees to the State.

(4) NOTICE TO SECRETARY.--The State shall serve prior written notice of any action under
paragraph (1) upon the Secretary and provide the Secretary with a copy of its complaint,

except in any case in which such prior notice is not feasible, in which case the State shall

serve such notice immediately upon instituting such action. The Secretary shall have the

right--

(A) to intervene in the action;
(B) upon so intervening, to be heard on all matters arising therein; and

(C) to file petitions for appeal.

>Section 1180(b)(3) is in GINA and refers to the HIPAA Privacy Rule.



(5) CONSTRUCTION.--For purposes of bringing any civil action under paragraph (1), nothing
in this section shall be construed to prevent an attorney general of a State from exercising the
powers conferred on the attorney general by the laws of that State.

(6) VENUE; SERVICE OF PROCESS.--

(A) VENUE.--Any action brought under paragraph (1) may be brought in the district court of
the United States that meets applicable requirements relating to venue under section 1391 of
title 28, United States Code.

(B) SERVICE OF PROCESS.--In an action brought under paragraph (1), process may be served
in any district in which the defendant--

(i) is an inhabitant; or
(ii) maintains a physical place of business.

(7) LIMITATION ON STATE ACTION WHILE FEDERAL ACTION IS PENDING.--If the Secretary
has instituted an action against a person under subsection (a) with respect to a specific
violation of this part, no State attorney general may bring an action under this subsection
against the person with respect to such violation during the pendency of that action.

(8) APPLICATION OF CMP STATUTE OF LIMITATION.--A civil action may not be instituted
with respect to a violation of this part unless an action to impose a civil money penalty may
be instituted under subsection (a) with respect to such violation consistent with the second

sentence of section 1128A(c)(1)°.”

(e) Allowing Continued Use of Corrective Action.--Nothing in this section shall be construed as
preventing the Office of Civil Rights of the Department of Health and Human Services from
continuing, in its discretion, to use corrective action without a penalty in cases where the
person did not know (and by exercising reasonable diligence would not have known) of the
violation involved.

WRONGFUL DISCLOSURE OF INDIVIDUALLY IDENTIFIABLE HEALTH INFORMATION
SEC. 1177. (a) OFFENSE.--A person who knowingly and in violation of this part--
(1) uses or causes to be used a unique health identifier;

(2) obtains individually identifiable health information relating to an individual; or
(3) discloses individually identifiable health information to another person,

shall be punished as provided in subsection (b).

For purposes of the previous sentence, a person (including an employee or other individual)
shall be considered to have obtained or disclosed individually identifiable health information in
violation of this part if the information is maintained by a covered entity (as defined in the
HIPAA privacy regulation described in section 1180(b)(3)) and the individual obtained or
disclosed such information without authorization.

(b) PENALTIES.--A person described in subsection (a) shall--

®This refers to the 6 year statute of limitations.



(1) be fined not more than $50,000, imprisoned not more than 1 year, or both;

(2) if the offense is committed under false pretenses, be fined not more than $100,000,
imprisoned not more than 5 years, or both; and

(3) if the offense is committed with intent to sell, transfer, or use individually identifiable health
information for commercial advantage, personal gain, or malicious harm, be fined not more
than $250,000, imprisoned not more than 10 years, or both.



