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The subject of this PIA is which of the following?
Major Application

Identify the Enterprise Performance Lifecycle Phase of the system.
Operations and Maintenance

Is this a FISMA-Reportable system?
Yes

Does the system include a Website or online application available to and for the use of the
general public?
No

Identify the operator.
Agency

Is this a new or existing system?
Existing

Does the system have Security Authorization (SA)?
Yes

Indicate the following reason(s) for updating this PIA.
PIA Validation

Significant System Management Change

Describe in further detail any changes to the system that have occurred since the last PIA.
Select to describe details - Prior to April 2025, the Clinical Research Information System CRIS tabs
(modules/subsystems) were tracked in their own separate Privacy Impact Assessments (PIAs) due
to a lack of capacity in the database that stored PIAs. When that changed, the individual tabs data
was added to the main CRIS PIA so that the entire CRIS system can now be documented in one
location, as one system.

January 2025 the immunization data sent to Maryland (MD) and North Carolina (NC) health
authorities was discontinued. Montana (MT) still continues for influenza data.

Describe the purpose of the system.
The Clinical Research Information System (CRIS) is a hospital information system that serves the
NIH Clinical Center (CC) as well as other NIH Institutes and Centers (ICs). CRIS supports clinical



research across 1,600 clinical trials at the Clinical Center for the NIH. The data within CRIS includes
protocol information, personally identifiable information (PII) and health information to provide
protocol-based clinical research. The CRIS user community of 4,600 includes credentialed and non-
credentialed users: Clinical Center Nursing and Patient Care Services department nurses, other
nurses, and information technology (IT) support users.

CRIS supports the diverse functions required to provide clinical care to CC patients and facilitate the
collection of NIH intramural research program (IRP) protocol requirements. Examples include,
admissions, transfers, discharges; entering orders for services to be performed on (CC) patients
such as administering medications, performing laboratory tests, radiology exams and blood
transfusions; documenting the patient assessments by physicians, nurses, and other clinical care
providers and making those documents, test results and reports viewable to physicians in order to
make decisions about their care and response to clinical research activities. CRIS supports hospital
operations that include Hospital Information Management, Pharmacy, Admissions, Laboratory,
Radiology, Blood Bank, Nursing, Respiratory, Nutrition, Social Work, Spiritual Ministry and Surgery.

There are over 1600 active intramural research protocols in CRIS. The research covers a variety of
health issues such as cancer, eye disease and visual disorders, heart, lung and blood diseases,
genome research, age-related disease and disabilities, alcohol-related issues, infectious,
immunologic and allergic diseases, arthritis, musculoskeletal and skin disease, hearing and speech
disorders, craniofacial-oral-dental diseases, diabetes, endocrine, kidney disorders and obesity,
mental illness, and neurological disorders.

CRIS is also used at the National Institute of Environmental Health

Sciences (NIEHS) North Carolina location, and at three separate locations in Phoenix, Arizona by
National Institute of Diabetes

and Digestive and Kidney Diseases (NIDDK) users.

---CRIS INTEGRATED TABS.

CRIS has no subsystems but does include multiple subcomponents, which are implemented in tabs.
Tabs augment clinical usage and display the following data, all of which is a subset of the patient's
main record:

Data summaries. Quick access reports that include name, medical record number (MRN), date of
birth (DOB) and may contain various medical reports, clinical documentation, laboratory medicine
results, microbiology results, radiology imaging results, and electrocardiogram results.

Problem List/Diagnoses. Tracks all active and historical diagnoses for the patient.

Care Plan. Outlines ongoing treatment and management plans.

Progress Notes/Clinical Notes. Contains narrative documentation from healthcare providers.
Orders. Manages and reconciles orders placed for the patient (tests, procedures, medications).

Consents. Stores documentation of patient consent for procedures, treatments, or research.

Medications. Manages all medication-related information, including prescriptions and administration
history.

Laboratory Results. Displays results from the Laboratory Information System (LIS) for diagnostic
tests and other microbiology-specific tests, such as cultures and sensitivities.



Oncology data. As applicable, information related to cancer, diagnosis, and treatments.
Radiology/imaging results. Stores results and reports from imaging studies.

Vital signs. Tracks physiological measurements taken during encounters.

Procedure history. Tracks surgical and non-surgical procedures performed on the patient.

Implanted medical devices. Tracks devices implanted in the patient (e.g., pacemakers, joint
replacements). This is also done for

Describe the type of information the system will collect, maintain (store), or share.
This system consists of medical and clinical records, containing containing patient name, date of
birth (DOB), address, phone number, email address of patient, next of kin, and physicians.
Demographics (age, sex, religion, race, ethnicity, and preferred language), name of principal
investigator (P1), clinicians and other health care staff involved in the care of the patient or
management of research activities associated with the protocol, patient medical information (clinical
research data and records related to screening, diagnosis, observation and/or treatment at the CC,
diagnosis and medication). Results of laboratory medicine, microbiology, radiology imaging, type of
sample and storage location lab tests. Electrocardiogram, blood product utilization, surgery and
other related clinical interactions). Social security number (SSN), protocol number, medical record
number (MRN), family information (family medical history information, genomic data), medical
imaging (radiologic, imaging studies), various medical reports, clinical documentation, social work
encounters, medical and ethical consults, insurance information. Patient medical implant information
as well as information related to the implant which may include vendor contact data.

Information collected related to authorized users includes staff name, their login (user ID), role, NIH
Enterprise Directory (NED)* Identity Number, email address, phone number,Institute or Center (IC),
role and position, medical credentials, organization, and the specific type of CRIS access privileges
requested for the staff member based on their job function. The National Provider ID number is also
stored for authorized users in the prescriber role.

Permissions associated with a user's role are assigned to their account. CRIS accounts are linked to
their NED account for login. Users log in to this system using the NIH Identity, Credential, and
Access Management (IAM) Services which maintains its own unique privacy impact assessment
(PIA) on record, including all legal authorities documented. The purpose of IAM Services is to
authenticate and authorize all users and computers in a Windows domain type network; assigning
and enforcing information security policies for all computers and installing or updating software. The
IAM Services collect unique user credentials and stores them in a encrypted format. The IAM
Services are a essential service which facilitates and governs network access to various resources.
NED maintains its own unique PIA, with all legal authorities documented.

Provide an overview of the system and describe the information it will collect, maintain (store), or

share, either permanently or temporarily.
The Clinical Research Information System (CRIS) is a hospital information system that serves the
NIH Clinical Center (CC) as well as other NIH Institutes and Centers (ICs). CRIS supports clinical
research across 1,600 clinical trials at the Clinical Center for the NIH. The data within CRIS includes
protocol information, personally identifiable information (PII) and health information to provide
protocol-based clinical research. The CRIS user community of 4,600 includes credentialed and non-
credentialed users: Clinical Center Nursing and Patient Care Services department nurses, other
nurses, and information technology (IT) support users.

This system consists of medical and clinical records, containing containing patient name, date of



birth (DOB), address, phone number, email address of patient, next of kin, and physicians.
Demographics (age, sex, religion, race, ethnicity, and preferred language), name of principal
investigator (PI), clinicians and other health care staff involved in the care of the patient or
management of research activities associated with the protocol, patient medical information (clinical
research data and records related to screening, diagnosis, observation and/or treatment at the CC,
diagnosis and medication). Results of laboratory medicine, microbiology, radiology imaging, type of
sample and storage location lab tests. Electrocardiogram, blood product utilization, surgery and
other related clinical interactions). Social security number (SSN), protocol number, medical record
number (MRN), family information (family medical history information, genomic data), medical
imaging (radiologic, imaging studies), various medical reports, clinical documentation, social work
encounters, medical and ethical consults, insurance information. Patient medical implant information
as well as information related to the implant which may include vendor contact data.

Information collected related to authorized users includes staff name, their login (user ID), role, NIH
Enterprise Directory (NED)* Identity Number, email address, phone number,Institute or Center (IC),
role and position, medical credentials, organization, and the specific type of CRIS access privileges
requested for the staff member based on their job function. The National Provider ID number is also
stored for authorized users in the prescriber role.

Permissions associated with a user's role are assigned to their account. CRIS accounts are linked to
their NED account for login. Users log in to this system using the NIH Identity, Credential, and
Access Management (IAM) Services which maintains its own unique privacy impact assessment
(P1A) on record, including all legal authorities documented. The purpose of IAM Services is to
authenticate and authorize all users and computers in a Windows domain type network; assigning
and enforcing information security policies for all computers and installing or updating software. The
IAM Services collect unique user credentials and stores them in a encrypted format. The IAM
Services are a essential service which facilitates and governs network access to various resources.
NED maintains its own unique PIA, with all legal authorities documented.

Does the system collect, maintain, use or share PII?
Yes

Indicate the type of PIl that the system will collect or maintain.
Social Security Number
Date of Birth
Name
Photographic Identifiers
Mother's Maiden Name
E-Mail Address
Mailing Address
Phone Numbers
Medical Records Number
Medical Notes
Legal Documents
Device Identifiers
NED ldentity Number
Demographic protocol number
Family information
National Provider ID number



Indicate the categories of individuals about whom PIl is collected, maintained or shared.
Employees
Public Citizens
Business Partner/Contacts (Federal/state/local agencies)
Vendor/Suppliers/Contractors
Patients

How many individuals' Pllis in the system?
100,000-999,999

For what primary purpose is the Pll used?
The PIl is used primarily for clinical care.

Describe the secondary uses for which the PIl will be used.
The PIl is also used for research and training purposes.

Identify legal authorities governing information use and disclosure specific to the system and
program.

42 U.S.C. 88 241, 248, 282 and 284;

E.O. 9397, as amended by E.O. 13478

Are records on the system retrieved by one or more Pll data elements?
Yes

Identify the number and title of the Privacy Act System of Records Notice (SORN) that is being
use to cover the system or identify if a SORN is being developed.
09-25-0216, Administration; NIH Electronic Directory

09-25-0099; Clinical Research: Patient Medical Records, HHS/NIH/CC

Identify the sources of Pll in the system.
Directly from an individual about whom the information pertains
In-Person
Hardcopy
Idemtily the OMB information collection approval number and expiration date
Orfnblic Law 114-255, Section 2035, exempts research conducted by NIH from Paperwork
GovVeatuetmiSAutERA) requirements.
Within OpDiv
Other Federal Entities
Non-Governmental Sources
Public

Is the PIl shared with other organizations?
Yes

Identify with whom the PIl is shared or disclosed and for what purpose.



Describe any agreements in place that authorizes the information sharing or disclosure.
NIH has a Memorandum of Understanding (MOU) that documents the access between
Veradigm Incorporated and NIH for technical support.

NIH has a Memorandum of Understanding (MOU) that documents the data disclosed to
Veradigm FollowMyHealth.

Data sharing agreements exist for data exchange between between CRIS and Montana's
imMTrax.

Describe the procedures for accounting for disclosures.
If a request for a accounting is received, there are audit logs to allow the system owner to
provide that information.

Accounting for disclosures requires both automated and manual processes to compile in
systems containing PIl. Disclosure to others by the party accessing that information is a
manual process, and this may be a formal manual process (tracked with a spreadsheet, for
example) or a ad-hoc process (tracked after the fact, only upon request, using information
such as notes or emails).

The system owner will work with the application administrator to review audit logs to identify
persons accessing the requesting individual's information. Tracking the recipient and purpose
of PII disclosures to an outside party is a manual process for CRIS. The data is stored in the
patient's record.

Describe the process in place to notify individuals that their personal information will be
collected. If no prior notice is given, explain the reason.
Every patient must sign a protocol consent and authorization for the collection of PII prior to enrolling
in an intramural research protocol and treatment at the CC. In addition, each patient is provided a
formal notification of Information Practices at the CC and must acknowledge that they have been so
advised.

Is the submission of PIl by individuals voluntary or mandatory?
Voluntary

Describe the method for individuals to opt-out of the collection or use of their PII. If there is no

option to object to the information collection, provide a reason.
Information is obtained from patient interviews, medical notes from referring physicians that are
provided by the patient, a multi-disciplinary care team, and diagnostic, therapeutic, and research
results. General admission and protocol consent forms are signed by each patient. Additionally, an
information practices notification form is reviewed and acknowledged in writing by each patient at the
time of initial admission to the CC. Enrollment in a clinical research trial is voluntary and the
collection of PIl and medical notes is necessary to conduct research and provide clinical care.
Therefore, a patient may not opt out of the collection or use of their PIl while participating in research
at the CC.

Process to notify and obtain consent from individuals whose Pll is in the system when major
changes occur to the system.
All patients are notified of information practices upon admission and acknowledge the notification in
writing. Each patient would be advised at the time of the next admission about major system
changes and the CC Information Practices Notice would be revised and provided to each patient
again.



Describe the process in place to resolve an individual's concerns when they believe their PIl has

been inappropriately obtained, used, or disclosed, or that the Pll is inaccurate.
A Privacy Rights Complaint Form is available to individuals when they believe that their Pll has been
inappropriately used or disclosed. The CC Department of Clinical Research Informatics (DCRI)
Privacy Office will review the complaint and coordinate with the NIH Office of the Senior Official for
Privacy (OSOP) to respond to the concern. Complaints could also be submitted to the System
Manager, who would investigate and share findings with CC Information Systems Security Officer
(ISSO) and CC DCRI Privacy Office.

Describe the process in place for periodic reviews of Pll contained in the system to ensure the
data's integrity, availability, accuracy and relevancy.
Pll is collected at the time of pre-registration from the patient by the CC Health Information
Management Department (HIMD). This PlII is validated at the time of admission or registration of the
patient in person by the CC Admissions Office and updated or corrected as necessary. Pll is also
reviewed and updated by the patient during subsequent outpatient clinic visits.

Changes/corrections are forwarded to the Admissions Office for updating in CRIS. Major
discrepancies or errors in Pll (name, date of birth) are entered in the CC Safety Tracking and
Reporting System (STARS), aggregated and reviewed by the HIMD and Admissions management
staff with re-training, and system or report modifications made as necessary to prevent errors from
recurring.

Information, including PII, is reviewed when queries are performed, and data is provided to the
clinical research team. Modifications to patient Pll such as name, MRN, or medication order number
are sent from CRIS to the clinical information systems to keep the patient PIl in synch across the
clinical information systems.

Identify who will have access to the Pll in the system and the reason why they require access.

Describe the procedures in place to determine which system users (administrators, developers,
contractors, etc.) may access PII.
Access to Personally Identifiable Information (Pll) is assigned to personnel based upon current job
responsibilities. The system uses specific login information to assign permissions/user roles which is
considered PII.

Describe the methods in place to allow those with access to Pll to only access the minimum
amount of information necessary to perform their job.
Appropriate access is granted to the system based on predefined roles and job descriptions. The
report user does not login to CRIS. The report user access is limited to Pll on the SSRS and Tableau
reports supporting employee vaccination.

Administrative access is limited to authorized NIH CC and IRP staff based on current roles.
Authentication with NIH Personal Identity Verification (P1V) card will occur at time of login to the NIH
Network. System owners are responsible for creating the proper security groups within their systems
with the applicable permissions for group members to enforce least privilege.



Identify training and awareness provided to personnel (system owners, managers, operators,
contractors and/or program managers) using the system to make them aware of their
responsibilities for protecting the information being collected and maintained.
The NIH Security Awareness Training course is used to satisfy this requirement. According to NIH
policy, all personnel who use NIH applications must attend security awareness training every year.

Describe training system users receive (above and beyond general security and privacy

awareness training).
Role-based CRIS user training includes how to look up a patient, identification of physicians, enter
orders, view and retrieve results, view reports, enter clinical documentation and generally utilize the
information in their role as healthcare providers and research staff. Classroom and/or on-line training
is completed before obtaining a user account. Periodic training updates are provided to active users
when application enhancements are implemented throughout the year and annually with application
version upgrades. Report users are trained by DCRI staff supporting the SSRS and Tableau report
Dashboards.

Do contracts include Federal Acquisition Regulation and other appropriate clauses ensuring
adherence to privacy provisions and practices?
Yes

Describe the process and guidelines in place with regard to the retention and destruction of PII.
03-005: Patient Medical Records. Cut off patient case file annually after 5 years of inactivity. Destroy
when case file is no longer needed for scientific reference (DAA-0443-2012-0007-0010).

03-001: Clinical Care Services Records. Cut off annually at end of fiscal year. Destroy 7 years after
cutoff (DAA-0443-2019-0001-0001).

03-002: Radiology and imaging Records. Cut off in 5 year intervals by fiscal year after file becomes
inactive or when no longer needed for clinical reference, whichever is longer. Destroy 60 years after
cutoff (DAA-0443-2012-0007-0007).

03-007: Pathology Test Records. Cut off annually after the date of reporting. Destroy 10 years after
cutoff (DAA-0443-2012-0007-0012).

07-204, System access records. Systems requiring special accountability for access. Destroy 6
years after password is altered or user account is terminated, but longer retention is authorized if
required for business use

(DAA-GRS-2013-0006-0004).

Describe, briefly but with specificity, how the PIl will be secured in the system using
administrative, technical, and physical controls.
Physical controls: The information technology (IT) hardware used to host protected information is
located in a secured data-center facility. The facility is only open to authorized personnel whose
access is monitored by locking doors with badge readers for both ingress and egress. Each discrete
ingress and egress event is logged. The facility is under 24-hour surveillance by facilities security for
security and environmental hazards.

Technical Controls: IT hardware and software is segregated from public networks to prevent
unauthorized or malicious access. Access to the system is controlled by NIH login which
authenticates the user prior to granting access. Access controls lists and event logs are maintained
and monitored to detect unauthorized, suspicious or malicious activity. Access lists are restricted to
approved IT technical personnel. Two factor authentication must be used for access. File integrity
and auditing software are employed on hardware.



Administrative Controls: All technical personnel who access IT systems which contain protected
information have met background investigation criteria for Public Trust positions. All personnel have
taken mandatory security and privacy training classes and annual refreshers. Administrative
personnel accessing these systems use privileged and separate accounts for administrative access.

Remote access to this system is permitted via NIH virtual private network (VPN) or Clinical Center
Citrix. These systems maintain their own unique PIAs.



