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Overview: Distributed Attacks

What is a distributed attack?

Traditional attack = a single compromise impacts a single organization
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Overview: Distributed Attacks (continued)

What is a distributed attack?

Distributed attack = a single compromise that impacts multiple organizations

CLIENTS

By targeting MSPs, threat actors can gain access to the MSP's clients
(including businesses, universities, and other institutions)
without having to compromise each client directly. Image source: cyber.gc.ca
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Overview: Distributed Attacks (continued)

But what about DDoS (distributed denial of service) attacks?
Not a distributed attack in the
BoTNET OF context of the presentation, since it
THOUSANDS OF only targets one organization!
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BOTS SEND ATTACK TRAFFIC Image source: F5 Networks

TO VICTIM'S SERVER.

We will be discussing two types of distributed attacks in this presentation, both of which present a significant
threat to healthcare: supply chain attacks and managed service provider attacks. We will be analyzing two
cases: the SolarWinds attack (supply chain), as well as the Blackbaud breach (managed service provider).

This presentation is based on the best information available at the time of delivery — new details will emerge.
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Supply Chain Attacks

What is a supply chain? SUPPLY CHAIN PROCESS

* A supply chain is the collection of elements | o
that go into producing and providing a good or 5

. . . . . . b ‘ - ‘ ‘-j, ;:X
service; like materials, information, services, 4) | 232 )

people, processes, and technology ]| _ ' e consumer
+ Sequential steps ‘ | : ‘
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What is a supply chain attack?

* Inflicting damage on an organization
by compromising a component of
their supply chain

“%,*_ MALWARE
e
g
Cyber-Attacker

 Hardware and software are vehicles
» Customers are ultimate targets

» Palo Alto, December 2017: The Era of
Software Supply-Chain Attacks Has begin

+ill
H Il
=1 Hill

« Atlantic Council, July 2020 — “States have used
software supply chain attacks to great effect.” Industril Control System

TROJANISED SOFTWARE
mage source: National Cyber Security Centre
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SolarWinds: What Happened?

It all began with a FireEye compromise
» FireEye discovered they had been

breached
° Solarwlnds OrlOn WaS the . - - Image source: SolarWinds
distribution mechanism Attack Timeline — Overview w2
* Their red team tools were related tc
compromised
. . 11/4/19
« The compromise of SolarWinds e e 674120 1217/20
involved many other organizations, K removee maksar as St
both government and private sector — from build Vis . l2nsio
one estimate states that over 18,000 T S Rl relcg s sollwee
of their customers downloaded an TA injects test code Hotfix 5 DLL 12/14/20
applied the update Bl o vl available to S0 fles 8 and
customers nodl shareho
", . and customers
* Initial detection: December 2020 o741 2120120 1212720
" Threat Actor SUNBURST SolarWinds
* Initial threat actor access to Solar (TA) accessed compiled and o qyctiied Investigation
Winds: September 2019 Slormirs deployed SUNBURST ongoing

) ) ) »» » ) ) )

All events, dates, and times approamate and subject to change; pending completed investigation.

« SolarWinds files 8-K on December 14th

« US CERT releases first alert on
December 17th

* The investigation and public disclosure
of information continues
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SolarWinds: What Happened? (continued)

It utilizes at least three forms of
malware

« SUNSPOT (implant)
+ SUNBURST/Solarigate

(backdoor) _
- TEARDROP (post- Sophisticated % Multple
exploitation tool) [l
* It utilizes command-and-control ® .
(C2) infrastructure DELIVERY EXECUTION e

» Actions on objectives:

. . : Malicious code is User deploys Malicious DLL
Admlnlstratlve account g silently added to and installs beacons out to
access via compromise e, i compromised

C2 infra to get commands

credentials SolarWinds apps and additional

« Administrative account :2;0:2; payloads
access via forged SAML w ot
tokens P

« Who was it? Probably Russia m‘;ﬁ':":f code is
foreign intelligence .

« Cozy Bear/APT29/Office image source: Microsor
Monkeys/Dark
Halo/lUNC2452

* Connections to Turla

+ Ultimate targets likely
selected manually

N
N
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SolarWinds: Technical Summary

 Backdoor was included in
malicious dynamic link
library
o Filename:
SolarWinds.Orion.C

ore.BusinessLayer.d
Il (SUNBURST)

» SolarWinds download site
password: SolarWinds123

’e

SOFTWARE
UPDATE

OFTWARE  p»
S UPDATE

« Malicious update dll is
distributed to customers
(manually or
automatically)

+ Compromised update
signed with legitimate
digital signature

+ (C2 Beaconing waits for

several weeks after initial
installation to begin “SolarWinds Orion is a network management tool. It knows EVERYTHING on

_ your network. Device, software version, firmware version, applications, etc.... So
giLSJtl;liEHSC?;I(')baa"ckdoor 1S they have a complete inventory — and as such, can look at the exploits they have
customers via the available to them, and determine based on the devices that are vulnerable which
S ERGENCIIWEICRVSGEICE organizations they will target. Quite frankly, it's genius as it improves their return.”
distribution channels:

- Marcus Hartwig, manager of security analytics at Vectra

<& HHS CYBERSECURITY PROGRAM



SolarWinds: Who Was Impacted?

SolarWinds claims over 300,000 customers; ~18,000 were reportedly exposed in this attack, including:

More than a dozen critical infrastructure companies in the electric, oil, and manufacturing industries
FireEye, CrowdStrike

Several US Federal government departments including at least one that deals with healthcare
State and local governments

At least one hospital

These simply represent what was publicly disclosed at the time of this presentation — the list may continue to
expand as time goes on.

List of Hacked Organizations Tops 200 in
SolarWinds Case

The number is expected to grow as the wide-ranging investigation continues. The hackers’ motive
remains unknown, and it’s not clear what they reviewed or stole from the computer networks they
infiltrated.

BY WILLIAM TURTON, BLOOMBERG NEWS / DECEMBER: 21, 2020

Image source: Government Technology
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SolarWinds: Indicators of Compromise

First, it's always better to prevent an incident from happening. Below we have several sets of indicators of
compromise (IOCs). Please note several things about these:

» There is a significant quantity of indicators of compromise related to the SolarWinds compromise available on the
Internet. Only a very small sample of them are included below.

* Upon being released to the public, IOCs may become “burned” — the attackers will adjust their TTPs, weapons and
infrastructure so that the public IOCs are no longer used.

» There are instances of obsolete I0Cs being re-used, so any organization attempting to defend themselves should
consider all possibilities.

* New IOCs will likely continue to be released. It is therefore incumbent upon any organization attempting to defend
themselves to remain vigilant, maintain situational awareness, and be ever on the lookout for new I0Cs to
operationalize in their cyberdefense infrastructure.

Indicators of Compromise:
Microsoft:

https://msrc-blog.microsoft.com/2020/12/13/customer-quidance-on-recent-nation-state-cyber-attacks/

Malwarebytes:

https://blog.malwarebytes.com/threat-analysis/2020/12/advanced-cyber-attack-hits-private-and-public-sector-via-
supply-chain-software-update/

Protiviti:
https://www.protiviti.com/US-en/solarwinds-vulnerability-update-resource-page
CISA:

https://us-cert.cisa.gov/ncas/alerts/aa20-352a

/( € HHS CYBERSECURITY PROGRAM


https://msrc-blog.microsoft.com/2020/12/13/customer-guidance-on-recent-nation-state-cyber-attacks/
https://blog.malwarebytes.com/threat-analysis/2020/12/advanced-cyber-attack-hits-private-and-public-sector-via-supply-chain-software-update/
https://www.protiviti.com/US-en/solarwinds-vulnerability-update-resource-page
https://us-cert.cisa.gov/ncas/alerts/aa20-352a

SolarWinds: Defense and Prevention

Image source: Government Technology

What can be done to ensure this attack doesn’t take place, and/or to
minimize its impact

« “Kill switch” is already in place; but that doesn’t relieve potential victim
organizations from taking action
o FireEye and Microsoft collaborated to sinkhole traffic

» Detection is critical
o Beaconing traffic to specific domains/IP addresses

» |solate any potentially vulnerable systems

o Orion platform versions 2019.4 HF 5 through 2020.2.1, released
between March 2020 and June 2020

o Create forensic images of potentially affected systems
= Analyze images for new accounts

o Analyze historic traffic for IOCs (connection attempts to domains/IP
addresses

« Remain current on research released — 6 weeks after initial discovery,
new information continues to be released by stakeholders on a daily basis

» Consider implementing “zero trust” principles into network security
operations practices

* Review the documentation related to your supply chain partners and
ensure they are practicing proper cyber hygiene
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SolarWinds: Defense and Prevention

rule CrowdStrike_SUNSPOT_01 : artifact stellarparticle sunspot {

To help identify instances of SUNSPOT, R ——

description = "Detects RC4 and AES key encryption material in SUNSPOT"

YARA Can be helprI- The YARA rule for version:"202101os1448"

SUNSPOT is on the right.

strings:

Skey = {fc 3 2a 83 e5 6 d0 24 a6 bf ce 88 30 c2 48 e7}
|t Can also be found here: $iv = (81 8c 85 49 b9 00 06 78 Ob €9 63 60 26 64 b2 da}

condition:

https ://WWW. CrOWd Stri ke . Co m/b I OQ/S u n S DOt- :ule CrowdStrike_SUNSPOT_02 : artifact stellarparticle sunspot
malware-technical-analysis/ ‘ -

meta:
copyright = "(c) 2021 CrowdStrike Inc."
description = "Detects mutex names in SUNSPOT"
version = "202101081448"
last_modified = "2021-01-08"
actor = "StellarParticle”
malware_family = "SUNSPOT"

strings:
$mutex 01 = "(12061a41-4b74-7610-2408-302842156395)" wide asci
$mutex_02 = "{ 390-a7ee-567 )" wide ascii
condition:

any of them and filesize < 10MB
}
rule CrowdStrike_SUNSPOT_03 : artifact logging stellarparticle sunspot
{

meta:
copyright (c) 2021 CrowdStrike Inc.”

description = "Detects log format lines in SUNSPOT"
version = "202101081443"
last_modified = "2021-01-08"
actor = "StellarParticle”
malware_family = "SUNSPOT"
strings:
$501 = "[ERROR] ***Step1 (%S’ %lIs') fails with error %#x"**\x0A" ascil
$502 = "[ERROR] Step2 fails\x0A" ascii
$503 = "[ERROR] Step3 fails\x0A" ascii
$504 = "[ERROR] Step4(%ls’) fails\x0A" ascii
$505 = “[ERROR] Step5(%Is') fails\x0A" ascii
$506 = "[ERROR] Step6('%Is') fails\x0A" ascii
$507 = "[ERROR] Step? fails\x0A" ascii

[ERROR] Step8 fails\x0A" ascii
[ERROR] Step9('%ls') fails\x0A" ascii
[ERROR] Step10('%ls','%Is") fails with error %#x\x0A" ascii

$s11 [ERROR] Step11('%ls') fails\xOA" ascii

$s12 = "[ERROR] Step12('%Is','%ls') fails with error %#x\x0A" ascii
$s13 = "[ERROR] Step30 fails\x0A" ascii

$s14 = "[ERROR] Step14 fails with error %#x\x0A" ascii

$s15 = "[ERROR] Step15 fails\x0A" ascii

$s16 = "[ERROR] Step16 fails\xOA" ascii

$s17 = "[%d)] Step17 fails with error %#x\x0A" ascii

$s18 = "[%d)] Step18 fails with error %#x\x0A" ascii

$s19 = "[ERROR] Step19 fails with error %#x\x0A" ascii

$s20 = "[ERROR] Step20 fails\x0A" ascii

$s21 [ERROR] Step21(%d,%s,%d) fails\xOA" ascii

$s22 = "[ERROR] Step22 fails with error %#x\x0A" ascii

$s23 = "[ERROR] Step23 fails with error %#x\x0A" ascii

$s24 = "[%d] Solution directory: %Is\X0A" ascii

$525 = "[%d] %04d-%02d-%02d %02d:%02d:%02d:%03d %Is\x0A" ascii

$526 = "[%d] + '%s' " ascii

condition:
2 of them and filesize < 10MB

A SERVICE,
> s,
o

LEADERSHIP FOR IT SECURITY & PRIVACY ACROSS HHS
‘( HHS CYBERSECURITY PROGRAM



https://www.crowdstrike.com/blog/sunspot-malware-technical-analysis/

SolarWinds: Formal Guidance and Recommendations

The following alerts, guidance and background information may prove helpful:

* DHS: Emergency Directive 21-01
https://cyber.dhs.gov/ed/21-01/

* DHS: Supplemental Guidance for ED 21-01 (version 1)
https://cyber.dhs.gov/ed/21-01/#supplemental-guidance

* DHS: Supplemental Guidance for ED 21-01 (version 2)
https://cyber.dhs.gov/ed/21-01/older-supplemental-guidance/

* DHS: Supplemental Guidance for ED 21-01 (version 3)
https://cyber.dhs.gov/ed/21-01/#supplemental-guidance-v3

» Alert (AA20-352A) Advanced Persistent Threat Compromise of Government Agencies, Critical Infrastructure, and Private Sector
Organizations
https://us-cert.cisa.gov/ncas/alerts/aa20-352a

* SolarWinds Security Advisory
https://www.solarwinds.com/securityadvisory

* Microsoft: Understanding "Solorigate™s Identity IOCs - for Identity Vendors and their customers
https://techcommunity.microsoft.com/t5/azure-active-directory-identity/understanding-quot-solorigate-quot-s-identity-iocs-for-identity/ba-p/2007610

+ National Security Agency: Russian State-Sponsored Actors Exploiting Vulnerability in VMware WorkspaceONE Access Using Compromised
Credentials
https://media.defense.gov/2020/Dec/07/2002547071/-1/-1/0/CSA_VMWARE%20ACCESS U OO 195076 20.PDF

The following tools may prove helpful:

» CISA Sparrow:
https://github.com/cisagov/Sparrow

+ CrowdStrike Reporting Tool for Azure (CRT)
https://github.com/CrowdStrike/CRT

* Using Microsoft 365 Defender to protect against Solorigate
https://www.microsoft.com/security/blog/2020/12/28/using-microsoft-365-defender-to-coordinate-protection-against-solorigate/

2

{é HHS CYBERSECURITY PROGRAM


https://cyber.dhs.gov/ed/21-01/
https://cyber.dhs.gov/ed/21-01/#supplemental-guidance
https://cyber.dhs.gov/ed/21-01/older-supplemental-guidance/
https://cyber.dhs.gov/ed/21-01/#supplemental-guidance-v3
https://us-cert.cisa.gov/ncas/alerts/aa20-352a
https://www.solarwinds.com/securityadvisory
https://techcommunity.microsoft.com/t5/azure-active-directory-identity/understanding-quot-solorigate-quot-s-identity-iocs-for-identity/ba-p/2007610
https://media.defense.gov/2020/Dec/07/2002547071/-1/-1/0/CSA_VMWARE%20ACCESS_U_OO_195076_20.PDF
https://github.com/cisagov/Sparrow
https://github.com/CrowdStrike/CRT
https://www.microsoft.com/security/blog/2020/12/28/using-microsoft-365-defender-to-coordinate-protection-against-solorigate/

Managed Service Providers: Brief Review

A managed service provider is the outsourcing of IT services:

Common Types of Managed Services

These services include managed IP VPNs, which are widely used for secure, high-performance and cost-effective
networking. Also, managed hosting and storage services falks into this category. These services eliminate the cost of
owning and running a data center — the MSP will provide that back-end under an SLA. Likewise, managed LAN and
WAN services also help to reduce total cost of ownership (TCO).

This type of managed senice provides a broad range of solubions from paich management fo antivirus, maiware and other
remate security updates.

This managed senice merges daia, voice, and video senices on the same P nefiwork. It also can include a managed condact
cenier that combines tradifional call center features wilh inteligent IP call routing and integrates e-mail, phone, Web, instani
messaging, fx, and ofer human or automaled foms of customer conftact

MANAGED COMMUNICATIONS
SERVICES

MANAGED WIRELESS & MOBILE St : : FodEbe - o : < =
COMPUTING SERVICES Like managed hosting and siorage, this service enables wireizss capabilities without the capital expend@ure and impiementafion.
(ften grouped just outside the larger famework of managed services, managed print enables remote monitoiing, updating and
L I managament af an arganization's document management ifrastuciure
This service handies Fadsional help desk responsibiliies, inciuding trouble Bcketing for [T problems among empioyees and
resolution mechanisms.

Increasngdy MSPE are capturing and analyring data that reveal rends and pattems that oients can act upon fo furer their
BUSINESS INTELLIGENCE/DATA business goaks. Case in poinl: Trending informadion on peak internet usage times around e-commesce. [ an MSP can provide a
ANALYTICS SERVICES fimeline of peaks and valleys in traffic on a quariery basis, customens can make adustments o their marketing, sales staffing,
suppdy chain and imventory plans.

With managed cloud, the MSP's or cioud provider's enginesss manage the customers' computing, siorage, networks and
operating sysiems. i also may include managing the fools and application siacks (e.q databases, ecommence platiorms and
DevOps iools) @t nn on top of fat infrastuciure. Ofien customers can choose which funclions io manage in-houss and which
io outsource fo the service provider. In some cases where there are multiple cioud providers, the MEP Rulils to role of “cloud
orchestrator”

Software-as-a-senice (Saal) delivery ks inherently managed. The provider hosts and dedivers the applicaiion to the customer and
makes sure that it & constantly updated and improved. In some cases the MSF is fhe 5aaS provider and in ofhers it resells the
senvices and assists with integrations to other on-premises and doud appications.

MANAGED SOFTWARE AS A
SERVICE

Image source: CompTIA

o
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Managed Service Providers: Brief Review

Managed service providers:

* Pros: « Cons:
o Cost o Control
o Scalability o Flexibility/customization of services
o Technology o Communication/management issues
o Expertise
|NFRA5T-RUCTURE PLATFORM SOFTWARE
ON PREMISES AS A SERVICE AS A SERVICE AS A SERVICE

v v

Application

Application Application

[BETE]
Runtime

Middleware Middleware

Operating system COperating system

Virtualization
Networking
Storage

Servers

L USER/ENTERPRISE-MANAGED w PROVIDER-MAMNAGED
. Image source: TechTarget
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Managed Service Provider Attacks

How does a managed service provider attack occur?

Managed
Service
t Sl Eiovier

|

STEP 1:

Attacker compromises _

MSP STEP 2:
MSP client

STEP 3:

communications are used - .
Clients are compromised

to facilitate attacks
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Blackbaud: What Happened?

Who is Blackbaud?
+ Managed IT services provider that serves nonprofits)

» Based in SC, publicly traded

®
» Claims over 25,000 clients in over 60 countries blac I(baUd

* Awards:
o Forbes: Leading Employer for Diversity
o Fortune: 56 Companies Changing the World
o IDC: Top 40 Global Cloud Software Service Providers

What are the details of the attack?

» Disclosed on July 16, 2020 that they were the victim of an unnamed ransomware attack, and they had paid
the ransom

» Confirmed attackers were able to gain access to some customers' unencrypted banking information, login
credentials, and social security numbers

* In November 2020, they confirmed they had been named as a defendant in 23 putative class suits
* They have received over 160 claims related to the attack

» 200 organizations (many healthcare) and millions of individuals have been impacted
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Blackbaud: Healthcare Organizations Impacted

Compromised healthcare Organization Name Records breached

organizations: Medical center in Kansas 315,811
« Asample setis on the right, this Hospital in Michigan 52,711
list does not represent every o
healthcare organization impacted Hospital in Michigan 95,000
by Blackbaud Hospital in North Carolina Unknown
* Some of these are subject to Hospital in California 39,881
change as updated information o .
becomes available Healthcare provider in Ohio 118,874
- Blackbaud had to spend over $3 Health center in Pennsylvania 3,320,726
million to deal with the attack’s Healthcare network in Virginia 1,045,270
aftermath between July and
September, and it also recorded Health service provider in Maine 657,392

almost $3 million in accrued
insurance recoveries during the

same time period Health service provider in Pennsylvania 60,595

Health service provider in Washington State 300,000

Healthcare providers in lllinois 55,983
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<€ HHS CYBERSECURITY PROGRAM



Blackbaud: What Can Be Done?

» The HHS 405(d) Program published the Health Industry Cybersecurity Practices (HICP), which is a free
resource that identifies the top five cyber threats and the ten best practices to mitigate them. Below are the
practices from HICP that can be used to mitigate Maze:

DEFENSE/MITIGATION/COUNTERMEASURE 405(d) HICP
REFERENCE

Provide social engineering and phishing training to employees. LS SR
Develop and maintain policy on suspicious e-mails for end users; Ensure suspicious e-mails are reported.  [10-S-Al [10.M.A]
Ensure emails originating from outside the organization are automatically marked before received. szt [y

Apply patches/updates immediately after release/testing; Develop/maintain patching program if necessary.  [7-S-Al [7.M.D]

Implement Intrusion Detection System (IDS); Keep signatures and rules updated. e L] L]
Implement spam filters at the email gateways; Keep signatures and rules updated. Pzt dp by
Block suspicious IP addresses at the firewall; Keep firewall rules are updated. [6.S.A], [6.M.A], [6.L.E]
Implement whitelisting technology to ensure that only authorized software is allowed to execute. [eS e 2R
Implement access control based on the principal of least privilege. ol [T AT, [N
Implement and maintain anti-malware solution. [2.5.A], [2.M-A], [2.L.D]
Conduct system hardening to ensure proper configurations. e e
Disable the use of SMBv1 (and all other vulnerable services and protocols) and require at least SMBv2. e el

Background information can be found here:
https://www.phe.gov/Preparedness/planning/405d/Documents/HICP-Main-508.pdf

/ LEADERSHIP FOR IT SECURITY & PRIVACY ACROSS HHS
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Distributed Attacks: How to Think About Them

We know healthcare organizations are potential targets of supply chain and MSP attacks. Why?

» Healthcare organizations utilize managed services and supply chains, just as organizations in other
industry verticals do

+  We know these attacks are increasing, and we know why these attacks are increasing

What are the bigger-picture action items for an organization that wants to defend against and avoid distributed
attacks?

» Network engineers/Network security engineers should consider these attacks when designing, operating
and maintaining their networks
o What does your network layout look like?
o Who do you trust? Do you trust anyone or anything more than you absolutely need to? The principle
of least privilege applies
» Especially important: Review your contract language and ask questions about their security practices.

« Homogeneity makes them vulnerable — not having the most popular service provider might improve your
attack surface

 Think in terms of distributed attacks when developing/implementing your risk management
approach!

< FiHS CYBERSECURITY PROGRAM



Reference Materials



References

Differentiate supply chain attacks (part of the compromise vice the target of the compromise)
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Risks in loT Supply Chain
https://unit42.paloaltonetworks.com/iot-supply-chain/
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supply-chain-attacks-expected-2021/
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Questions

Upcoming Briefs
» Laying a Strong Cyber Foundation for the HPH
« ATT&CK for Emotet

Product Evaluations

Recipients of this and other Healthcare Sector Cybersecurity Coordination Center (HC3) Threat
Intelligence products are highly encouraged to provide feedback to HC3@HHS.GOV.

Requests for Information

Need information on a specific cybersecurity topic? Send your request for information (RFI) to
HC3@HHS.GOV or call us Monday-Friday between 9am-5pm (EST) at 202-691-2110.

4 SER
QNN SERV
N

<€ HHS CYBERSECURITY PROGRAM



mailto:HC3@HHS.GOV
mailto:HC3@HHS.GOV

Health Sector Cybersecurity Coordination Center (HC3) Background

HC3 works with private and public sector partners to improve cybersecurity
throughout the Healthcare and Public Health (HPH) Sector

Products
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Sector & Victim Notifications White Papers

Threat Briefings & Webinar

Briefing document and presentation that

Directs communications to victims or Document that provides in-depth _ . | .
potential victims of compromises, information on a cybersecurity topic to provides actionable information on health
vulnerable equipment, or PII/PHI theft, increase comprehensive situational sector cybersecurity threats and

and general notifications to the HPH awareness and provide risk mitigations. AnalyStS present current
about Currently impacting threats via the recommendations to a wide audience. Cybersecurity tOpiCS, engage in

HHS OIG. discussions with participants on current

threats, and highlight best practices and
mitigation tactics.

Need information on a specific cybersecurity topic, or want to join our listserv? Send your request for information (RFI) to
HC3@HHS.GOV, or call us Monday-Friday between 9am-5pm (EST) at 202-691-2110.
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Health Sector Cybersecurity e
Coordination Center (HC3) 202-691-2110 HC3@HHS.GOV
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