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Executive Summary:
The State of Federal Cybersecurity

In 2016, cybersecurity continued to become a household term among the American
public, as millions of citizens had their personal data and devices exposed to ever-
expanding cyber threats. During the year, malicious actors compromised several social
media and email services, leading to the exposure of personal data for a large portion of
their user bases. In October 2016, a distributed denial of service attack used seemingly
innocuous internet-connected devices to cripple servers that connect the public to many
popular websites. The exploits that led to these cyber incidents were not new, and
demonstrate that we must redouble our efforts to inform Americans and companies
across the country of methods that they can employ to protect their data from malicious
actors.

Federal agencies were not immune to these exploits in 2016, with over 30,899 cyber
incidents that led to the compromise of information or system functionality. Sixteen of
these incidents met the threshold for a major incident, a designation that triggers a
series of mandatory steps for agencies, including reporting certain information to
Congress.

During the year, Federal agencies made considerable progress in strengthening their
defenses and enhancing their workforces to combat cyber threats. In particular,
agencies worked to enforce the use of multi-factor Personal Identity Verification (PIV)
cards, with 81% of government users now using this credential to access Federal
networks. Additionally, over 70% of Federal agencies have employed strong anti-
phishing and malware capabilities to help safeguard their networks from malicious
activity. Agencies have also made significant progress toward safeguarding their high
value information technology (IT) assets and employing capabilities to identify, detect,
and protect hardware and software assets on their networks.

The Office of Management and Budget (OMB) worked with agencies to develop policies
aimed at strengthening cybersecurity across the government, including a revision to
OMB Circular A-130, Managing Information as a Strategic Resource, which sets the
overarching framework for managing Federal IT resources. OMB also collaborated with
the Office of Personnel Management (OPM) to publish the first-ever Federal
Cybersecurity Workforce Strateqy to help agencies recruit and retain top cyber talent.
OMB and its interagency partners look to build on these policies and continue driving
cybersecurity performance in the coming years.

This annual report provides Congress with information on agencies’ progress towards
meeting cybersecurity performance goals in Fiscal Year (FY) 2016 and the results of the
independent Inspectors General (IGs) assessments that identify areas in need of
improvement. This report also provides information on Federal cybersecurity incidents,
ongoing efforts to mitigate and prevent future incidents, and agencies’ progress in
implementing cybersecurity policies and programs to protect their systems, networks,
and data.
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Section I: Federal Cybersecurity at a Glance

A. Federal Cybersecurity Roles and Responsibilities

Securing Federal data, IT systems, and networks is the shared responsibility of all
government agencies. The following section provides a brief overview of key agencies’
roles and responsibilities in strengthening Federal cybersecurity in accordance with
statute, policy, or the agency’s mission:

Office of Management and Budget (OMB): In accordance with the Federal
Information Security Modernization Act of 2014 (FISMA), OMB is responsible for
overseeing Federal agencies’ information security practices and developing and
implementing related policies and guidelines. The Federal Chief Information Security
Officer (CISO) leads the OMB Cyber and National Security Unit (OMB Cyber), which
serves as the dedicated team within the Office of the Federal Chief Information Officer
that works with Federal agency leadership to address information security priorities.
OMB Cyber collaborates with partners across the government to develop cybersecurity
policies, conduct data-driven oversight of agency cybersecurity programs, and
coordinate the Federal response to cyber incidents.

National Security Council (NSC): The NSC is the Executive Office of the President
component responsible for coordinating with the President’s senior advisors, cabinet
officials, and military and intelligence community advisors. The NSC Cybersecurity
Directorate fulfills this role for cybersecurity issues, advising the President from a
national security and foreign policy perspective. NSC and OMB coordinate and
collaborate with Federal agencies to implement the Administration’s cybersecurity
priorities.

Department of Homeland Security (DHS): FISMA designates DHS as the operational
lead for Federal cybersecurity and provides DHS authority to coordinate government-
wide cybersecurity efforts, issue binding operational directives to agencies on actions to
improve their cybersecurity, and provide operational and technical assistance to
agencies, including through the operation of the Federal information security incident
center. Under FISMA and other authorities, DHS provides common security capabilities
for agencies through the National Cybersecurity Protection System (which includes )
and Continuous Diagnostics and Mitigation (CDM) program, conducts risk assessments,
and provides incident response assistance in accordance with Presidential Policy
Directive-41, United States Cyber Incident Coordination. DHS also facilitates
information sharing across the Federal Government and the private sector.

General Services Administration (GSA): GSA provides management and
administrative support to the entire Federal Government and establishes acquisition
vehicles for agencies’ use. This includes the recently established Highly Adaptive
Cybersecurity Services (HACS), which GSA designed to provide agencies with quick,
reliable access to key services before, during, and after cyber-related incidents occur.
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GSA also hosts the Federal Risk and Authorization Management Program (FedRAMP),
which promotes the use of secure cloud-based services in government.

National Institute of Standards and Technology (NIST): NIST, a bureau of the
Department of Commerce, is a technically oriented agency charged with developing
standards and guidelines for Federal information systems, in coordination with OMB
and other Federal agencies. Among other roles, NIST creates Federal Information
Processing Standards and provides management, operational, and technical security
guidelines on a broad range of topics, including incident handling and intrusion
detection, supply chain risk management, and strong authentication.

Federal Bureau of Investigations (FBI): The FBI is the component of the Department
of Justice responsible for leading Federal investigations of cybersecurity intrusions and
attacks carried out against public and private targets by criminals, overseas
adversaries, and terrorists. The FBI's capabilities and resources for handling
cybersecurity-related issues include a Cyber Division, globally deployable Cyber Action
Teams, and partnerships with Federal, state, and local law enforcement, and
cybersecurity organizations.

Federal Agencies: FISMA requires that Federal agency heads are responsible for the
security of Federal information and information systems. Each agency head may
delegate this authority to his or her respective Chief Information Officer (CIO) and/or
Senior Agency Information Security Official, a role commonly filled by the CISO.
Agencies are ultimately responsible for allocating the necessary people, processes, and
technology to protect Federal data.

The Intelligence Community: An essential component of cybersecurity is obtaining
and analyzing information on the threats and malicious actors targeting either specific
entities or the broader Federal enterprise. Led by the Office of the Director of National
Intelligence, the Intelligence Community provides indispensable information to the
Federal Government and encompasses the work of 17 agencies, including the National
Security Agency and Central Intelligence Agency.

B. Government-wide Cybersecurity Programs

Although each agency is ultimately accountable and responsible for its cybersecurity,
DHS and GSA manage a series of government-wide programs that provide agencies
with consistent, cost-effective solutions to help secure Federal systems and information.

Continuous Diagnostics and Mitigation (CDM)?

The DHS CDM program provides commercial off-the-shelf tools and services that
enable Federal, state, local, regional, and tribal governments to strengthen the security
posture of their IT networks.
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OMB Memorandum M-14-03, Enhancing the Security of Federal Information and
Information Systems, first described the DHS CDM program. The CDM program installs
capabilities on government IT assets to automate select functions of system
management, including, but not limited to asset detection, configuration management
and vulnerability management. CDM bolsters agencies’ ability to identify, prioritize, and
mitigate cybersecurity risks on an ongoing basis by automating these management and
monitoring capabilities. In addition, agencies may analyze data from these sensors to
enhance their processes for managing the assets, users and data on their networks.

National Cybersecurity Protection System (EINSTEIN)

The National Cybersecurity Protection System (which includes EINSTEIN) provides the
Federal Government with improved situational awareness of intrusion threats to Federal
Executive Branch civilian networks through near real-time identification and prevention
of malicious cyber activity. Following widespread deployment of EINSTEIN 2, a passive
intrusion detection system that issues alerts when it detects threats, DHS began
deploying EINSTEIN 3 Accelerated (E3A) in 2012. E3A provides agencies with an
intrusion prevention capability that can block and disable attempted intrusions before
they can cause harm. By contracting with major Internet Service Providers, the initial
deployment of E3A focused on countermeasures that address approximately 85% of the
cybersecurity threats affecting Federal civilian networks. Additionally, DHS has
introduced an E3A Service Extension to provide similar countermeasures for those
agencies with Internet Service Providers that do not offer E3A protections. The
implementation of EINSTEIN capabilities, along with tools provided under CDM, are
foundational to the Defense-in-Depth approach set forth in the DHS Intrusion
Assessment Plan. As of the end of FY 2016, DHS had deployed E3A to protect 93% of
all Federal users.

Federal Risk and Authorization Management Program (FedRAMP)

GSA administers FedRAMP, which is a government-wide program that applies a
standardized approach to validate that cloud products and services meet Federal
cybersecurity standards. The CIOs from DOD, DHS, and GSA make up the Joint
Authorization Board, which serves as the governance and decision-making body for
FedRAMP. The program increases confidence in the validity of cloud security claims,
promoting consistency in security authorizations by using a baseline set of agreed-upon
standards. This approach ultimately avoids redundancy, costs, and other inefficiencies
that can emerge with traditional methods of IT system management. Additionally,
FedRAMP offers multiple paths to allow cloud service providers to certify their products
once and leverage the certification to sell their products and services to multiple
agencies.

Highly Adaptive Cybersecurity Services (HACS)

In support of the Cybersecurity National Action Plan, GSA added four HACS to IT
Schedule 70, the Federal Government’s primary IT acquisition vehicle, to provide
agencies quick, reliable access to key services before, during, and after cyber-related
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incidents. These HACS provide interested agencies with the opportunity to purchase
advanced security testing tools and capabilities similar to those provided by the DHS
National Cybersecurity Assessment and Technical Services team, which provides
scheduled assessments to agencies. Services include:

e Penetration testing;

e Incident response;

e Cyber hunt; and

e Risk and Vulnerability Assessments.

Vendors undergo rigorous evaluation based on criteria established by GSA and DHS.
GSA projects that utilizing the Schedule 70 HACS will allow agencies to obtain services
25%-50% more quickly than if they had ordered on the open market.?

C. Initiatives to Enhance Federal Cybersecurity Oversight

The subsections below detail FY 2016 initiatives to oversee and improve Federal
agencies’ cybersecurity performance and address known cybersecurity gaps.

Cybersecurity National Action Plan

The Cybersecurity National Action Plan built on lessons learned from cybersecurity
trends, threats, and intrusions. The Cybersecurity National Action Plan included a series
of actions to increase the level of cybersecurity dramatically in both the Federal
Government and the Nation’s larger digital ecosystem as a whole. Key activities
included:

e Creating the Federal CISO position to modernize and transform how the
government manages cybersecurity.

e Releasing OMB Memorandum M-16-15, Federal Cybersecurity Workforce
Strateqgy, which details government-wide actions to identify, recruit, and retain a
highly-capable workforce to address complex and ever-evolving cyber threats.

e Establishing the Commission on Enhancing Cybersecurity made up of top
thought leaders from outside government. The Commission issued their Report
on Securing and Growing the Digital Economy in December 2016 and
recommended actions to strengthen cybersecurity in both the public and private
sectors over the next decade.

OMB'’s Oversight of Agency Performance

OMB Cyber expanded its interaction with Federal agencies and its oversight of their
cybersecurity programs through FY 2016. In particular, OMB Cyber expanded the use
of CyberStat Reviews, which are engagements with agency leadership to accelerate
progress toward achieving FISMA performance goals.? OMB, in close coordination with
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DHS, expanded the program from 14 reviews in FY 2015 to 24 reviews in FY 2016.
OMB and DHS work with agencies to develop action items that address risks through
these reviews, identify areas for targeted assistance, and track performance throughout
the year.

These reviews have led to improvements at individual agencies and across the Federal
Government. FY 2016 accomplishments included:

e Ensuring that agencies continue to identify, prioritize, and protect systems that
are of particular interest to potential adversaries, and encouraging agencies to
partner with DHS to conduct Risk and Vulnerability Assessments of high value
assets and address security gaps.

¢ |dentifying challenges that have prevented some agencies from enforcing the use
of PIV cards for all network users and connecting those agencies with subject
matter experts to overcome specific technical and policy challenges.

e Engaging with agency CIOs on governance challenges and sharing best
practices for using department-level strategies, assessments, and scorecards to
inform leadership of cybersecurity priorities and track agency performance
against set goals.

e Ensuring that agencies have robust Information Security Continuous Monitoring
(ISCM) programs to support the implementation of asset, configuration, and
vulnerability management tools as part of the capabilities provided under the
DHS CDM program.

In addition to these comprehensive, deep-dive reviews, OMB conducts frequent
engagements to promote agency implementation of necessary information security
measures. OMB generally holds these meetings with the agency CISOs or Information
Security Senior Officials, and leverages agency-reported FISMA metrics to understand
reasons for lagging performance. These engagements inform future CyberStat Reviews
and aid OMB in streamlining its oversight processes.

Additionally, OMB reviews data from the 23 civilian CFO Act agencies on a quarterly
basis as part of the President’s Management Council Cybersecurity Assessment, which
reviews agency programs against government-wide cybersecurity performance goals. In
the first quarter of FY 2016, only five of these agencies had information security
programs that met or exceeded government-wide performance goals. By the end of FY
2016, 13 agencies had met these goals and all others were making significant progress
toward this end as a direct result of the oversight mechanisms described above.
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D. FY 2016 Policy Updates

OMB Circular A-130

OMB Circular No. A-130, Managing Information as a Strategic Resource, is the
government’s overarching policy for managing Federal information resources. FISMA
required OMB to update this foundational policy, and OMB collaborated with
interagency partners to update Circular A-130. The revised Circular A-130 provides a
wide range of policy updates for Federal agencies regarding cybersecurity, information
governance, privacy, records management, open data, and acquisitions. It also
establishes a general policy for IT planning and budgeting through governance,
acquisition, and management of Federal information, personnel, equipment, funds, IT
resources, and supporting infrastructure and services. Circular A-130 directs Federal
agencies to consider information security and privacy as a more dynamic,
comprehensive, strategic, and risk-based program. Agency CIOs and IGs are already
incorporating the elements of the revised Circular into the program management and
program assessment processes.

Federal Cybersecurity Workforce Strategy

Both government and private industry face a persistent shortage of cybersecurity and IT
talent to implement and oversee information security protections to combat cyber
threats. OMB and OPM worked with workforce experts across the government to
develop OMB Memorandum M-16-15, Federal Cybersecurity Workforce Strategy. The
Workforce Strategy seeks to enhance the government’s ability to identify, recruit,
develop, and retain talent while expanding the workforce pipeline of the best and
brightest individuals in cybersecurity. Specifically, the policy calls for expanding
cybersecurity education and training, new efforts to recruit top cyber talent, improving
development and retention programs and incentives, and enhancing efforts to identify
and close shortages that exist in the cybersecurity workforce. Agencies are already
making considerable progress toward addressing workforce shortages, as they hired
over 7,500 cybersecurity and IT employees in 2016; by comparison, Federal agencies
hired 5,100 cybersecurity and IT employees in 2015.

Cyber Incident Coordination

As the threat of the compromise of essential IT resources has increased across sectors,
so has the need for a clearly articulated plan for the coordination of Federal response
activities. Presidential Policy Directive (PPD-41) serves this function, setting forth
principles and processes to guide the government’s response to information security
incidents in both the public and private sectors. PPD-41 clearly articulates incident
response processes and outlines the responsibilities of key agencies and entities across
the government, including OMB, DHS, NSC, FBI, and the Intelligence Community. PPD-
41 promotes a well-coordinated response that brings to bear the capabilities of the
Federal Government to mitigate the damage of cybersecurity incidents and enable the
restoration and recovery of affected systems.
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High Value Assets (HVAS)

OMB required agencies to identify and safeguard HVAs during the 2015 Cybersecurity
Sprint and the ensuing OMB Memorandum M-16-04, Cybersecurity Strateqgy and
Implementation Plan. HVAs are the assets, Federal information systems, information,
and data for which unauthorized access, use, disclosure, disruption, modification, or
destruction could cause a significant impact to the national security interests, foreign
relations, or economy of the United States, or to the public confidence, civil liberties, or
public health and safety of the American people. In early FY 2017, OMB emphasized
the value of the HVA effort by establishing guidance for agencies to engage in the
ongoing identification, categorization, prioritization, reporting, assessment, and
remediation of HVAs in OMB Memorandum M-17-09, Management of Federal High
Value Assets. Specifically, all agencies will continuously review all critical assets,
systems, information, and data in order to understand the potential impact of a cyber
incident on those assets and ensure robust physical and cybersecurity protections are
in place.
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Section II: FY 2016 Agency Performance

A. Federal Cybersecurity Roles and Responsibilities

OMB worked with agency CIOs and IGs throughout FY 2016 to provide the Annual
FISMA Report readers with context around individual agencies’ performance. Previous
FISMA reports provided a high-level overview of Federal cybersecurity performance, but
did not provide narrative context around agencies’ progress and constraints. This year’s
Annual Report structure promotes transparency and enhances accessibility to
information on the unique missions, resources, and challenges of each agency by
providing agency-specific narratives entitled “Cybersecurity Performance Summaries.”
These narratives contain four sections: ClIO Assessment, IG Assessment, Cross-
Agency Priority (CAP) Goal Metrics, and U.S. Computer Emergency Readiness Team
(US-CERT) Incidents.

The following provides a description and a summary of each section:

Chief Information Officer Assessment

OMB collects annual performance metrics from agency CIOs in which agencies are
required to detail progress and challenges across their respective information security
programs. The CIO metrics apply criteria from OMB guidance and NIST standards and
are OMB'’s primary method for tracking agencies’ performance against those standards.
The CIO narrative provides each agency with an opportunity to offer insight into the
successes or challenges from the past year, and, in some cases, articulate the agency’s
future priorities.

Cybersecurity CAP Goal Metrics

In accordance with the Government Performance and Results Modernization Act of
2010,* CAP Goals offer a mechanism for accelerating progress in priority areas in which
implementation requires active collaboration between OMB and Federal agencies. The
Cybersecurity CAP goal has already improved awareness of security practices,
vulnerabilities, and threats to the operating environment by limiting access to only
authorized users and implementing technologies and processes that reduce the risk
from malicious activity. Agencies report progress toward this goal as part of the FISMA
CIO Metrics, which apply criteria from NIST standards and guidance to cybersecurity
performance metrics. The CAP goal metrics provide a method for tracking agencies’
compliance with, and application of NIST standards and guidance to their enterprise.
OMB publishes the CFO Act agencies’ results in quarterly cybersecurity CAP Goal
reports, along with other CAP Goal reports, on performance.gov. Agency performance
on the Cybersecurity CAP goal also informs many of OMB’s oversight activities. Eighty-
nine (89) agencies submitted FISMA metrics in 2016, 23 CFO Act Agencies and 66
Small Agencies.

The FY 2015-FY 2017 Cybersecurity CAP goal has three priority areas:
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1. Information Security Continuous Monitoring Mitigation (ISCM). The goal of
ISCM is to combat information security threats by maintaining ongoing awareness of
information security, vulnerabilities, and threats to Federal systems and information.
ISCM provides ongoing observation, assessment, analysis, and diagnosis of an
organization’s cybersecurity posture, hygiene, and operational readiness. The ISCM
CAP goal has four performance areas: Hardware Asset Management,® Software
Asset Management,® Vulnerability Management,” and Secure Configuration
Management.® Each area has a target performance of 95% for all capabilities. CDM
Phase 1 will assist agencies in establishing these ISCM capabilities and provide
greater visibility as to the assets on each agency’s network.

Table 1 provides summary data for these metrics based on data from a total of 89
agencies.

Table 1: FY 2015 and FY 2016 ISCM Summary

Number of | Implementation
Agencies Percentage
Metric Meeting Across all
CAP Goal Metric  Target Target Agencies* m 2015 m 2016
Hardware Asset 95% 35 61%
Management 32 61%
Software Asset 95% 21 54%
Management 35 61%
Vulnerability 28 70%
95%
Management 60 90%
Secure 39 91%
Configuration 95%
Management 62 92%

*The percentages in this table are calculations of the number of compliant assets across the government/ total
number of assets across the government. Analysis of FISMA Agency Level Questions Data (Questions 1.2, 1.4,
1.5, 2.2, 2.3, 3.16, 3.17), reported to DHS via CyberScope from October 1, 2015, to September 30, 2016. OMB
used a weighted average of the total number of applicable assets to determine the government-wide average.

2. ldentity, Credential, and Access Management (ICAM). The goal of ICAM is to
implement a set of capabilities that ensure network users use strong authentication
to access Federal IT resources and to limit users’ access to the resources and data
required for their job functions. This CAP goal area should serve as part of agencies’
broader ICAM program, which consists of identity proofing solutions, physical
access, and logical network access controls, among other capabilities. Mature ICAM
programs enable agencies to monitor users’ access and implement secure
capabilities such as single sign-on, which provide trusted users with efficient access
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to applications and data. The ICAM CAP goal consists of PIV enforcement targets
for privileged users (100%) and unprivileged users (85%).°

Table 2 provides summary data for these metrics based on data from a total of 89

agencies.

Table 2: FY 2015 and 2016 ICAM Summary

Number of | Implementation
Agencies Percentage
Metric Meeting Across all
CAP Goal Metric Target Target Agencies* m 2015 m 2016
Unprivileged User 850 27 62% I
PIV Implementation ° 40 g1 I
Privileged User PIV 24 78% I
: 100%

implementation 40 89% ]

*The percentages in this table are calculations of the number of compliant users across the government/
total number of users across the government. Analysis of FISMA Agency Level Questions Data (Questions
2.4, 2.5), reported to DHS via CyberScope from October 1, 2015, to September 30, 2016. OMB used a
weighted average of the total number of applicable users to determine the government-wide average.

3. Anti-Phishing and Malware Defense. The goal of Anti-Phishing and Malware
Defense is to implement technologies, processes, and training that reduce the risk of
compromise through email and malicious or compromised web sites. These
technologies provide agencies with visibility of their network traffic and ensure they
can detect, monitor, limit, and/or block malicious traffic, to include encrypted traffic,
to and from agency assets. There are three performance areas for this CAP goal,
each of which requires agencies to implement a certain number of capabilities
across 90% of their infrastructure: Anti-Phishing (agencies must meet five of seven
capabilities), Malware Defense (agencies must meet three of five capabilities), and
Other Defenses (agencies must meet two of four capabilities).

Table 3 provides summary data for these metrics based on data from a total of 89

agencies.
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Table 3: FY 2015 and FY 2016 Anti-Phishing and Malware Defense Summary

Number of
Agencies
Metric Meeting
CAP Goal Metric Target Target* m 2015 m2016
Anti-Phishing 5 of 7
Defenses 69
33
Malware Defenses 3of5
65
51
Other Defenses 20f4
77

*Analysis of FISMA Agency Level Questions Data (Questions 2.19, 3.1-3.15), reported to DHS via
CyberScope from October 1, 2015, to September 30, 2016.

Inspector General Assessment!?

FISMA requires each agency to conduct an annual independent assessment of its
information security program and practices to determine their effectiveness. Agencies
with an IG must have the IG perform this review, and those without an IG are required
to obtain the services of an IG or independent auditor.

In FY 2016, the Council of the Inspectors General on Integrity and Efficiency (CIGIE) IT
Committee collaborated with OMB and DHS to align the IG metrics with the five function
areas in the NIST Framework for Improving Critical Infrastructure Cybersecurity
(Cybersecurity Framework): Identify, Protect, Detect, Respond, and Recover. The
Cybersecurity Framework provides agencies with a common structure for identifying
and managing cybersecurity risks across the enterprise and provides IGs with guidance
for assessing the maturity of controls to address those risks. This alignment helps
promote consistent and comparable metrics and criteria in the CIO and IG metrics
processes and, therefore, provides agencies with a meaningful independent
assessment of their information security programs.

The 1Gs began developing maturity models in FY 2015 to provide an in-depth
assessment of agency programs in specific areas, beginning with ISCM. In FY 2016,
the IGs aligned the ISCM maturity model to the Detect function in the Cybersecurity
Framework and added a maturity model for incident response in the Respond function
area. The IG community leveraged metrics that align to “maturity model indicators” to
assess agency programs in FY 2016, and the CIGIE plans to develop maturity models
for the Identify, Protect, and Recover functions in FY 2017. Table 4 details the five
maturity levels within each of the five Cybersecurity Framework function areas: Identify,
Protect, Detect, Respond, and Recover.
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Table 4: IG Assessment Maturity Levels

Maturity Level

Maturity Level Distribution

Rating Description

Managed and
Measureable

on the effectiveness of policies,
procedures, and strategy are collected
across the organizations and used to
assess them and make necessary
changes.

Level 1: Policies, procedures, and strategy are | Has not met all metrics designated
Ad-hoc not formalized; activities are performed | "Defined"

in an ad-hoc, reactive manner.
Level 2: Policies, procedures, and strategy are | Met all metrics designated "Defined"
Defined formalized and documented but not

consistently implemented.
Level 3: Policies, procedures, and strategy are | Met all metrics designated
Consistently consistently implemented, but "Consistently Implemented"
Implemented guantitative and qualitative

effectiveness measures are lacking.
Level 4: Quantitative and qualitative measures | For Identify, Protect, and Recover

functions: met half or greater of the
metrics designated "Managed and
Measureable"

For Detect and Respond Maturity
Models: Met all metrics in the
“Managed and Measurable” section

Level 5:
Optimized

Policies, procedures, and strategy are
fully institutionalized, repeatable, self-
generating, consistently implemented
and regularly updated based on a
changing threat and technology
landscape and business/mission
needs.

For Identify, Protect, and Recover
functions: Met all metrics designated
"Managed and Measureable"

For Detect and Respond Maturity
Models: Met all metrics in the
“Optimized” section

This year’s independent assessments include maturity model ratings and narrative
context for the ratings. In some instances, IGs provided recommendations for

addressing performance challenges. This improves upon the format from prior FISMA

reports, which simply provided a high-level agency score without providing sufficient

context as to what they meant. The narrative section allows IGs and independent third-

party assessors to appropriately frame their analysis and offer additional insights into
the challenges faced by their agencies, including ongoing efforts to remediate them.

Going forward, the 1Gs, OMB, and DHS will continue to work together to further refine

the independent assessment process and provide methodologies for comparing
performance across the government. In the interim, Table 5 provides the median
maturity model ratings across the five Cybersecurity Framework functions from 75
agency IG and independent assessments.
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Table 5: Median Government-wide Maturity Model Ratings

ICZ:ryabrr?:/\(/agrukr%ea Median Rating
Identify Level 2: Defined
Protect Level 3: Consistently Implemented
Detect Level 2: Defined
Respond Level 2: Defined
Recover Level 3: Consistently Implemented
Overall Level 2: Defined

US-CERT Incidents by Attack Vector!!

Agency incident data provides an indication of the threats that agencies endure every
day and the persistence of those incidents. In accordance with FISMA, OMB provides
summary information on the number of cybersecurity incidents that occurred across the
government and at each Federal agency. The FY 2015 FISMA Report to Congress
detailed several limitations of the previous_Federal Incident Reporting Guidelines, which
led agencies to report on incident types that had no potential impact on operations. For
this reason, in FY 2016, US-CERT's revised Incident Notification Guidelines required
agencies to use an incident reporting methodology that classifies incidents by the
method of attack, known as attack vector, and to specify the impact to the agency.'? As
such, the FISMA Report captures incidents in accordance with US-CERT’s revised
guidelines.

The shift to reporting by attack vector means that FY 2016 incident data and prior years’
incident data are not comparable. The FY 2016 data does not allow for an apples-to-
apples comparison to prior incident data because it focuses on a subset of all malicious
attempts to compromise Federal systems that did not exist in the previous reporting
guidelines. For this reason, the FY 2016 data does not show a decrease in incidents
from prior years, as it is an entirely different way of looking at incidents than prior years.

Additionally, OMB Memorandum M-17-05, Fiscal Year 2016 — 2017 Guidance on
Federal Information Security Privacy Management Requirements, requires US-CERT
and agencies to conduct quarterly incident reporting validation processes to review and
refine incident data. US-CERT initiated an incident reporting data-validation process in
late FY 2016, where US-CERT and agencies confirm the number of impactful incidents
and improve the overall quality of the incident data for investigative and reporting
purposes. This effort helps remove incidents that did not have an impact on an agency
such as the non-cyber or scan, probes and attempted access and duplicate incident
entries reported by automated systems, such as EINSTEIN, and separately reported by
agency employees. These process improvements allowed US-CERT and agencies to
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Section Il: FY 2016 Agency Performance

refine the number of impactful incidents to 30,899 incidents across the eight attack
vectors detailed in Table 6.

Table 6: Agency-Reported Incidents by Attack Vector

— Government-

Attack Vector Description CFO Non-CFO wide
Attrition Employs brute force methods to

compromise, degrade, or destroy 108 1 109

systems, networks, or services.
E-mail/ Phishin An attack executed via an email

g message or attachment. 3,160 132 3,292
External / An attack executed from removable
Removable Media media or a peripheral device. 132 6 138
ion / An attack involving replacement of

Impergonatlon legitimate content/services with a 60 4 64
Spoofing malicious substitute

Any incident resulting from violation of

an organization’s acceptable usage
Improper Usage policies by an authorized user, 3,920 210 4,130

excluding the above categories.
Loss or Theft of The loss or theft of a computing device
Equipment or media used by the organization. 5,313 377 5,690

An attack executed from a
Web website or web-based application. 4,766 102 4,868
Other An attack method does not fit into

any other vector or the cause of 11.365 437 11.802

attack is unidentified. ’ ’
Multiple Attack An attack that uses two or more of the
Vectors above vectors in combination. 789 17 806
Total 29,613 1,286 30,899

OMB and DHS plan to continue leveraging the attack vector schema to allow for

trending of incidents’ impact to agencies in the coming years.
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B. Agency Cybersecurity Performance Summaries

African Development FOUNAtiON ...........uuiiiii e e e 21
American Battle Monuments COmMMISSION..........ccooviiiiiiiiiiii e, 22
Armed Forces RetiremMent HOME........oouuiiiiiii e 23
Barry Goldwater Scholarship and Excellence in Education Foundation........................ 24
Board of Governors of the Federal RESEIVE...........oovviiiiiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeeeeeee 25
Broadcasting Board Of GOVEINOIS .........iiiiiiiiiiieeiiie et e e e e e e e e e e e e e eeaannnes 26
Chemical Safety BOArd...............uuiiiiiii e 27
COMMISSION Of FINE AITS ... e e e et e e e e e e e e eeeena s 28
CommisSIoN 0N CiVil RIGNTS. ... 29
Committee for Purchase from People Who Are Blind or Severely Disabled.................. 30
Commodity Futures Trading COMMISSION .........uuuuiiiieeeieiieeiiiiie e e e e e e eeeeeeeae e e e e eeeeeaannnn 31
Consumer Financial Protection BUIAU..............uuuuiriiiii s 32
Consumer Product Safety COMMISSION..........uuiiiiiiiiiiiiiiiiieee e 33
Corporation for National and CoOmMmMUNILY SEIVICE ...........coiiiiiiiiiiii e 34
Council of the Inspectors General on Integrity and EffiCiency ............ccoooeeiiiiiiiiiiiiiinnnns 35
Court Services and Offender SUPErviSION AQENCY ......ccccvvvuuuiiiiiieeeeeereeiiiiise e e e eeeeeeaanann 36
Defense Nuclear Facilities Safety Board..............cccoeeiiiiiiiiiiiiiiie e 37
Denali COMMIUSSION ...ttt e e e e e e e e et aaat e e e e e e e e eeeesaann e e e eeeeaeeensnnnn 38
Department Of AQHCUIUIE .........oooiiiiiiiiiiiieiiiee ettt 39
Department Of COMMEICE .......oiiiiiiiiiiiiiieeiee ettt e et e e e eeeeeeeeeeeees 40
Department Of DEfENSE .......ii i e e e e e e e e e e e aeannane 41
Department Of EAUCALION.........coiiiiiicie e e e e e e e e e e e eenaaaas 42
DepartmMent Of ENEIQY .......uiiii ettt e e e e et e e e e e e e eeennane 43
Department of Health and HUMaN SEervVICES ...........uuviiiiiiiiiiiiiiiiiiiiiiieeeeeeeeee e 44
Department of Homeland SECUIILY ........cooeeiiiiiieecie e e e e e 45
Department of Housing and Urban Development.............ooouviiiiiiieeeeeeeiciee e 46
DepartMeNnt Of JUSHICE .....vvuiiii e e et e e e e e e e e e e e e e e e e e e eeennnnas 47
Department Of LADOK ... 48
DepartMeNnt OFf STALE ......ooiiiiiiiiiiiiiiei ettt n e 49
Department Of the INTEIIOT ........coeieeece e e e e e e e e e e e eeeaeane 50
Department Of the TrEASUNY .....ccoviieeiiciee e e e e e e e e e e e e e e e eeeannnes 51
Department of TranSPOrtation .............ccoiieiieiiiiiiiiie e e e e e e e e eeenannas 52
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Department of Veterans AffairS ............oiii i 53
Election ASSIStanCe COMMISSION .....uuuuuiiiiee it e e e eeeeitir e e e e e e e eearaaa e e e e e eeeeessnnes 54
Environmental Prot€Ction AQENCY .......ouviiiiiiiiiiiiiiiiiiiiieieeeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeaeeeeeeeeeees 55
Equal Employment Opportunity COMMIUSSION ........uuiiiieeeiiieiiiiiiiee e e eeeeeeeaiiine e e e e eeeeeeannnn 56
Export-Import Bank of the United States..............cciiiiiiiiiiiiiciiee e 57
Farm Credit AdMINISTIAtION..........uviiiiiiiiiiiiiiiiiiieiee ettt e e eeeeeeeeeeeeeeeeeeeeeeeees 58
Federal Communications COMMISSION........ccouiiuuuuiiiiee e eeeeeiiiiaae e e e e eeeeeiiia e e e e eeeeennane 59
Federal Deposit INSUrance COrPOTatiON...........uuuieeeeireieeeeeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeees 60
Federal EIection COMMISSION.........uuuiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeseeeeeeeeseeeseeeees 61
Federal Energy Regulatory COMMISSION............uuuuiiiieeeeieeeiiiiiie e e e e e e eeeeaiine e e e e e e eeannanes 62
Federal HOuSING FINANCE AQENCY .....uuuuiiiiie e e e et e e e e e e e e e e e e e e eeennnnn 63
Federal Labor Relations AUtNOIITY .........iii e 64
Federal Maritime COMMISSION.........uuuuiiiiee e eeeeieiiiiee e e e e e e e e eeeete e e e e e e eeeeeeeannaaaeeeeeeeessnnns 65
Federal Mediation and Conciliation SEIVICE ............uuuiiiiiiiiiiiiiiiiiiiiiiiiieieeieeeeeeeeeeeeeeeeeeee 66
Federal Retirement Thrift Investment Board ...............cuveviviiiiiiiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeeee 67
Federal Trade COMIMISSION .......uuiiiiiiiiiiiiiiiiiiiiiieeeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeeeeseseeeeeneenes 68
General Services AdMINISIIAION .........cooiiiiiiiiiii e e ee s 69
Institute of Museum and Library ServiCes ... 70
Inter-American FOUNAtioN ... 71
International Boundary and Water COmMMISSION ..........iiiieeeiiiieiiiiiiiee e e 72
International Trade COMMISSION ....ccooeiiiiiiii e 73
Marine Mammal COMMISSION ........couuuuuiiieieeeeeeeeieiiaa e e e e e e e eeeter e e e e e e eeeeeeana e e e e eeeaeeessnnns 74
Merit Systems Protection BOArd.............euuviiiiiiiiiiiiiiiiiiiiiiiiiiieeieee e 75
Millennium Challenge COrpoOration .............coevvieuuiiiiiee e eeeeeeiee e e e e e e e e e e e e e e eeaaennn 76
Morris K. Udall FOUNUALION..........ouiiiiiiiiiiiiiiiiiiiiiieiieiiieeee ettt eeeeeeeeeeeeeeeeeeeeeeeeeees 77
National Aeronautics and Space AdMINISLration ...............couuiiiiiieeeeerieiicee e 78
National Archives and Records AdMINIStration ............ccooveiiuiiiiiinneeeeeeeiiiiee e eeeeeieenes 79
National Capital Planning COMMISSION ..........cuviiiiiiiiiiiiiiiiiiieeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeees 80
National Credit Union AdmINiSTratioN.............uuuiiiiiiiiiiiiiiiiiiiiiiiieeeieeieeeeeeeeeeeeeeeeeeeeeeeeeeees 81
National Endowment fOr the ArtS.........ueiiiiiiiiiiiiiiiiiiiiieiiiieieeeee et 82
National Endowment for the HUMANILIES ..........oouuiiiiiiiiiiie e 83
National Labor Relations BOArd ...........coooiiiiiiiiiiiiiiiae e eeeeeeenees 84
National Mediation BOAIM ...........covveiuiuiiiee e e e a e e e e e e e eeanann e e e e eeeeeeensnnns 85
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Chief Information Officer Assessment

African Development Foundation

The United States African Development Foundation
(USADF) has established an information security program
that aligns with Federal regulations and includes critical
elements such as periodic risk assessments and a
complete program evaluation every three years as
mandated by the FISMA. USADF has made efforts to
document an organization-wide security program,
establish a security management structure, ensure that
elements of a security program such as asset inventory
management, incident and vulnerability management,
configuration management, anti-virus/malware/phishing,
security and privacy awareness training are implemented,
and perform a continuous monitoring program. USADF
participates in the DHS Continuous Diagnostics and
Mitigation (CDM) Program, and in FY 2016, USADF
signed a Memorandum of Agreement (with the DHS to
begin implementing the EINSTEIN 3 Accelerated (EZA)
Managed Trusted Internet Protocol Services. Consistent
with the “Cloud First” policy, all major and mission-critical
USADF information technology (IT) systems are now
cloud-based and are delivered by cloud service providers
approved through the FedRAMP.

USADF met or exceeded all CAP Goals for 2016 with the
exception of Hardware and Software Asset Management.

CAP Goal Metrics v CAP 0 c wo016
Goal Met
Hardware Asset NA
Management 0%
Software Asset NA
Management 0%
Vulnerability NA
Management v 100% (I
Secure Configuration NA
Management v 100% I
Unprivileged User NA
PIV Implementaton v 100% [N
Privileged User PIV NA
Implementation v 100% [
Anti-Phishing NA
Defenses 4 6 I
Malware Defenses v N'Z [
NA

Other Defenses v 3 I

Cybersecurlty Performance Summary

Independent Assessment

Identify Level 1: Ad-Hoc
Protect Level 1: Ad-Hoc
Detect Level 2: Defined
Respond Level 2: Defined
Recover Level 2: Defined

The Office of Inspector General (OIG) contracted with an
independent certified public accounting firm to conduct an
audit to determine whether USADF implemented certain
security controls for selected information systems in support
of the FISMA. The firm tested USADF's implementation of
selected controls outlined in NIST’s Special Publication 800-
53, Revision 4. The audit reviewed seven systems. Overall,
USADF did not implement its information security program
in support of FISMA. Specifically, USADF implemented only
41 of the 77 selected security controls. The audit made 26
recommendations to address the remaining controls to
strengthen USADF's information security program, including
security assessments and authorizations, account
management, asset management, and physical and
environmental controls. The extent of the weaknesses in
USADF’s information systems resulted in a significant
deficiency to information system security again this year, as
in FY 2015. Detailed audit findings and recommendations to
address identified weaknesses are outlined in Audit Report
No. A-ADF-17-002-C, which can be found on the OIG’s
website.

US-CERT Incidents by Attack vector

Total Number of Incidents: O

Attrition 0
Email/Phishing 0
External/ 0
Removable Media

Impersonation/ 0
Spoofing

Improper Usage 0
Loss or Theft of 0
Equipment

Web 0
Other 0
Multiple 0

Attack vectors
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American Battle Monuments Commission

Chief Information Officer Assessment

The American Battle Monuments Commission’s (ABMC)
Board of Commissioners met to define a strategic plan,
which will take the agency to its centennial in 2023.
Among the focus areas, two were of highest importance:
Operational Enhancement and Safety and Security and
Welfare. Cybersecurity is at the crux of these focus areas,
with ABMC’s worldwide operations supported by a solid,
secure, and efficient information technology (IT)
infrastructure. ABMC is committed to developing and
maturing its information systems security practices to
ensure compliance with current cybersecurity
requirements.

ABMC has met CAP Goals for Software Asset
Managment, Anti-Phishing, and Other Defenses.

CAP Goal Metrics v cap w2015 m 2016
Goal Met
Hardware Asset NA
Management 80% I
Software Asset NA
Management v 100% (I
Vulnerability NA
Management 41% [
Secure Configuration NA
Management 94% NN
Unprivileged User NA
PIV Implementation 0%
Privileged User PIV NA
Implementation 0%
Anti-Phishing NA
Defenses v ¢ I
Malware Defenses NA
1 .
NA

Other Defenses v >

Cybersecurity Performance Summary

Inspector General Assessment

Identify Level 2: Defined
Protect Level 2: Defined
Detect Level 3: Consistently Implemented
Respond Level 2: Defined
Recover Level 2: Defined

FY 2016 is the first year ABMC has reported its FISMA
metrics. Overall, ABMC has made great strides to ensure
that its information security policies and procedures not only
meet FISMA requirements, but also meet its overarching
business needs. The agency has developed several plans of
action and milestones (POA&MS) to address FISMA
requirements.

The scope of the evaluation included all aspects of ABMC's
IT environment. Overall ABMC's information security
program is effective, but can be improved upon. The primary
reason for the "defined" state of ABMC's information security
program is based on their lack of overall written policies,
however during our testing and interviews with ABMC staff it
was determined that for the five areas assessed a higher
overall state would have been achieved based on actual
implementation of ABMC's security program.

Our primary recommendation is to address the POA&Ms
already identified and to ensure that the policies and
procedure POA&Ms is successfully addressed in FY2017.
We also recommended that ABMC ensure its IT
environment is included in their annual ERM process.

US-CERT Incidents by Attack vector

Total Number of Incidents: 4

Attrition 0
Email/Phishing o |
External/ 0
Removable Media

Impersonation/ 0
Spoofing

Improper Usage 0
Loss or Theft of 0
Equipment

Web 0
Multiple 0

Attack vectors
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Armed Forces Retirement Home

%RH Cybersecurity Performance Summary

Chief Information Officer Assessment

The Armed Forces Retirement Home (AFRH) met CAP
Goals for Vulnerability Management, Anti-Phishing
Defenses, and Malware and Other Defenses, while
improving in Hardware Asset Management and Privileged
User Personal Identity Verification (P1V) Implementation
from FY 2015 to FY 2016.

CAP Goal Metrics v cap w2015 m 2016
Goal Met

Hardware Asset 0%
Management 33% I
Software Asset 0%
Management 0%
Vulnerability v 100% s
Management v 100% (I
Secure Configuration v~ 100% IS
Management 53% I
Unprivileged User 0%
PIV Implementation 0%
Privileged User PIV 0%
Implementation 95% I
Anti-Phishing 4 5 I
Defenses 4 7 I

v 4
Malware Defenses v 3

v 4 I
Other Defenses v 3

Inspector General Assessment

Identify Level 5: Optimized

Protect Level 3: Consistently Implemented
Detect Level 1: Ad-Hoc

Respond Level 2: Defined

Recover Level 3: Consistently Implemented

Reviewed for FISMA compliance were current testing
activities for the AFRH system re-cert, documented in July
through September 2016, and the assessment of
Department of Interior (Interior) policies and processes for
the administration and maintenance of the AFRH LAN.
AFRH, in coordination with its vendor, Interior, has made
significant progress in documenting and defining its security
program. AFRH has some deficiencies in the areas of
incident response and continuous monitoring. Although
stakeholders and participants are identified in its Incident
Response Plan, responsibilities for each role is not clearly
defined, and a process for identifying lessons learned has
not been developed. No process is defined for collecting
guantitative measurements of performance in ISCM/IR.
However, AFRH has made strides in developing a vendor
management and assessment program to assist in
validating compliance.

AFRH will continue working with Interior to ensure the
documentation of and adherence to clear processes and
procedures, specifically in the areas of continuous
monitoring, incident response, and contingency planning. It
will also work to ensure that documentation is complete and
that AFRH remains in compliance with relevant policy.

US-CERT Incidents by Attack vector

Total Number of Incidents: O

Attrition 0
Email/Phishing 0
External/ 0
Removable Media

Impersonation/ 0
Spoofing

Improper Usage 0
Loss or Theft of 0
Equipment

Web 0
Other 0
Multiple 0

Attack vectors
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Chief Information Officer Assessment

The Barry Goldwater Scholarship and Excellence in
Education Foundation (BGSEEF) actively works with the
DHS to assure compliance and security. At this time,
BGSEEF presents no independent security risk.
Personnel and financial issues are contracted through the
General Services Administration and the Department of
Agriculture’s Office of the Chief Financial Officer.

BGSEEF has entered into a contract for technical and
cybersecurity support and maintenance, monitoring and
reporting, including intrusion protection, firewall
management and data loss prevention.

CAP Goal Metrics v cap 2015 m2016
Goal Met

Hardware Asset v 100% s
Management v 100% (I
Software Asset V' 100% (.
Management v 100% I
Vulnerability v 100% s
Management v 100% I
Secure Configuration 0%
Management v 100% (N
Unprivileged User 0%
PIV Implementaton v 100% [N
Privileged User PIV 2% |
Implementation v 100% (N
Anti-Phishing 4 5 I
Defenses 4 ¢ I

v 5 I
Malware Defenses v 5

v 3 -
Other Defenses v 4

Cybersecurity Performance Summary

Barry Goldwater Scholarship and Excellence in Education Foundation

Independent Assessment

Identify NA
Protect NA
Detect NA
Respond NA

Recover NA

An independent evaluation of the status of the FISMA
program for BGSEEF was not performed for FY 2016 and
this section is marked “Not Applicable” (NA). Per FISMA,
Sec. 3555(b)(2), where agencies do not have an OIG
appointed under the Inspectors General Act of 1978, the
head of the agency shall engage an independent external
auditor to perform the assessment. BGSEEF will explore
contracting with an independent assessor in FY 2017.

US-CERT Incidents by Attack vector

Total Number of Incidents: O

Attrition 0
Email/Phishing 0
External/ 0
Removable Media

Impersonation/ 0
Spoofing

Improper Usage 0
Loss or Theft of 0
Equipment

Web 0
Other 0
Multiple 0

Attack vectors
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Board of Governors of the Federal Reserve

Chief Information Officer Assessment

Board of Governors of the Federal Reserve (FRB) has
implemented and maintained an information security
program that is consistent with FISMA requirements in all
eight of the information security domains: risk
management, contractor systems, configuration
management, identity and access management, security
and privacy training, information security continuous
monitoring (ISCM), incident response, and contingency
planning. The FRB follows a risk-based approach to
continuously improve its information security program in
all eight of the domains.

In 2016, the FRB continued to enhance its Information
Security Continuous Monitoring and vulnerability
management programs. In addition, the FRB met the CAP
goal for Personal Identity Verification (PIV) enforcement of
privileged users. In addition, the FRB met CAP Goals in
2016 for Vulnerability Management, Anti-Phishing,
Malware Defense, and Other Defenses.

CAP Goal Metrics v cap 2015 m2016
Goal Met

Hardware Asset 920% s
Management 79% I
Software Asset 0%
Management 22% N
Vulnerability 75%
Management v 100% (I
Secure Configuration v 100% [
Management 0%
Unprivileged User 0%
PIV Implementation 0%
Privileged User PIV 5% U
Implementation 86% NN
Anti-Phishing 4 .
Defenses 4 ¢ I
Malware Defenses v i __

v 2 =
Other Defenses v >

Cybersecurity Performance Summary

Inspector General Assessment

Identify Level 2: Defined
Protect Level 3: Consistently Implemented
Detect Level 2: Defined
Respond Level 1: Ad-Hoc
Recover Level 3: Consistently Implemented

Overall, FRB continues to mature its information security
program to ensure that it is consistent with FISMA
requirements. The Inspector General also found that FRB’s
information security program includes policies and
procedures that are generally consistent with the
requirements for all eight information security domains.
However, there are identified opportunities to strengthen
controls in the areas of risk management, identity and
access management, security and privacy training, and
incident response, for which the audit report includes nine
recommendations.

US-CERT Incidents by Attack vector

Total Number of Incidents: 9

Attrition 0
Email/Phishing 1B
External/ 0
Removable Media

Impersonation/ 0
Spoofing

Improper Usage 1 .
Loss or Theft of 0
Equipment

web *
Multiple 0

Attack vectors

FISMA FY 2016 Annual Report to Congress

25



Cybersecurity Performance Summary

Broadcasting Board of Governors

Chief Information Officer Assessment

The Broadcasting Board of Governors (BBG) is currently
in the process of implementing the necessary frameworks
to meet the July 2016 OMB A-123 requirements for an
organization-wide Enterprise Risk Management (ERM)
Program. The Office of the Chief Information Officer
(OCIO) will address development and implementation of
an organization-wide information technology (IT) security
risk management strategy that aligns risk management
decisions with business functions and objectives within the
BBG’s ERM Strategy. The OCIO has updated its IT
Capital Planning and Investment Control program, policy,
procedures, and staff training to account for agency-wide
enterprise risk beyond the scope of investment risk alone.
The most recent audit found that BBG did not fully develop
and implement an organization-wide information security
program to identify, protect, detect, respond to, and
recover from information security weaknesses, using risk-
based decision making, as evidenced by the control
weaknesses identified in all eight key Inspector General
(IG) FISMA metric domains.

BBG met CAP Goals for 2016 in Vulnerability
Management, Anti-Phishing, Malware Defense, and Other
Defenses.

CAP Goal Metrics v cap 2015 m2016
Goal Met

Hardware Asset 5% §

Management 30% [

Software Asset 5% N

Management 7% W

Vulnerability 40% S

Management v 95% [N

Secure Configuration 0%

Management 0%

Unprivileged User 0%

PIV Implementation 0%

Privileged User PIV 0%

Implementation 0%

Anti-Phishing 3 -

Defenses 4 ¢ I
4 3 .

Malware Defenses v 3 I

Other Defenses v % _-

Inspector General Assessment

Identify Level 2: Defined
Protect Level 1: Ad-Hoc
Detect Level 1: Ad-Hoc
Respond Level 1: Ad-Hoc
Recover Level 1: Ad-Hoc

The IG found that BBG did not fully develop and implement
an organization-wide information security program to
identify, protect, detect, respond to, and recover from
information security weaknesses using risk-based decision
making, which is evidenced by the control weaknesses
identified in all eight key FISMA metric domains. The reason
BBG did not have an effective information security program
is in part because BBG did not devote the resources to fully
develop and implement an organization-wide risk
management strategy.

US-CERT Incidents by Attack vector

Total Number of Incidents: 8

Attrition 0
Email/Phishing ' B
External/ 0
Removable Media

Impersonation/ 0
Spoofing

Improper Usage 0
Loss or Theft of 0
Equipment

Web 0
Multiple 0

Attack vectors
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Chemical Safety Board

Chief Information Officer Assessment

The Chemical Safety Board (CSB) was assessed
pursuant to the FY 2016 FISMA. Five function areas
identified by the NIST Framework for Improving Critical
Infrastructure Cybersecurity were assessed, with the
Identify and Recover function areas rated as Optimized.
CSB'’s Protect and Detect function areas were rated as
Consistently Implemented, and the Respond function was
rated as Defined.

CSB met CAP Goals in FY 2016 for Hardware Asset,
Software Asset, and Vulnerabilty Management, and Anti-
Phishing, Malware, and Other Defenses.

CAP Goal Metrics v cap 2015 m2016

Goal Met
Hardware Asset v 100% s
Management v 100% I
Software Asset 0%
Management v 100% (I
Vulnerability v 100% s
Management v 100% (I
Secure Configuration v 100% [
Management 36% I
Unprivileged User 0%
PIV Implementation 0%
Privileged User PIV 0%
Implementation 0%
Anti-Phishing 4 .
Defenses 4 5 I
Malware Defenses v i __

1 .

Other Defenses v >

~: Cybersecurity Performance Summary

Inspector General Assessment

Identify Level 5: Optimized

Protect Level 3: Consistently Implemented
Detect Level 3: Consistently Implemented
Respond Level 2: Defined

Recover Level 5: Optimized

CSB is considered effective in two of the five information
security function areas. The EPA Office of the Inspector
General assessed the five Cybersecurity Framework
function areas and the corresponding metric domains as
specified by the FY 2016 IG FISMA reporting metrics.
Several areas within the CSB'’s information security program
were identified as receiving a Not Met response, which
affected the agency’s rating and ability to achieve Level 4 of
the maturity model. Based on our analysis, improvements
are needed in the following areas:

e Identity and Access Management: CSB has not
fully implemented the use of Personal Identity
Verification cards for physical and logical access.

e Security and Privacy Training: CSB has not
tracked the specialized training requirements for
users with significant information security and
privacy responsibilities, and has not measured the
effectiveness of its security and privacy training.

¢ Incident Response: CSB has not identified or fully
defined the incident response technologies it plans
to use.

US-CERT Incidents by Attack vector

Total Number of Incidents: O

Attrition 0
Email/Phishing 0
External/ 0
Removable Media

Impersonation/ 0
Spoofing

Improper Usage 0
Loss or Theft of 0
Equipment

Web 0
Other 0
Multiple 0

Attack vectors
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Commission of Fine Arts

Chief Information Officer Assessment

Commission of Fine Arts (CFA) is a small agency with a
general support system (GSS) that received an
Authorization to Operate (ATO) in 2013. Although
vulnerabilities were discovered, the overall system
security posture was deemed satisfactory. CFA’s
manageable number of privileged users and absence of
significant personally identifiable information (PIl) reduces
risk of exploitation and limits the potential impact to the
CFA GSS. CFA's security program has improved since
receiving its ATO; since then, CFA has procured the
services of an approved Managed Trusted Internet
Protocol Service (MTIPS) provider. The MTIPS provider
manages the sole circuit through which the CFA accesses
internet services. The addition of a virtual private network
allows CFA to safely access personnel and budgetary
services from systems maintained by the Interior Business
Center. Further, the EINSTEIN 3 Accelerated (E3A)
Intrusion Prevention Security Services was integrated into
the MTIPS service this past year. CFA recognizes that its
internal controls require improvement.

CAP Goal Metrics éo(;met 2015 m 2016
Hardware Asset 0%
Management 0%
Software Asset 0%
Management 0%
Vulnerability 0%
Management 0%
Secure Configuration 0%
Management 0%
Unprivileged User 0%
PIV Implementation 0%
Privileged User PIV 0%
Implementation 0%
Anti-Phishing 0
Defenses 0

2 .
Malware Defenses >
Other Defenses 8

Cybersecurity Performance Summary

Independent Assessment

Identify NA
Protect NA
Detect NA
Respond NA
Recover NA

An independent evaluation of the status of the FISMA
program for CFA was not performed for FY 2016 and this
section is marked “Not Applicable” (NA). Per FISMA, Sec.
3555(b)(2), where agencies do not have an OIG appointed
under the Inspectors General Act of 1978, the head of the
agency shall engage an independent external auditor to
perform the assessment. CFA will explore contracting with
an independent assessor in FY 2017.

US-CERT Incidents by Attack vector

Total Number of Incidents: O

Attrition 0
Email/Phishing 0
External/ 0
Removable Media

Impersonation/ 0
Spoofing

Improper Usage 0
Loss or Theft of 0
Equipment

Web 0
Other 0
Multiple 0

Attack vectors
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Chief Information Officer Assessment

Commission on Civil Rights

Since submitting last year’s report, the USCCR continues
toward full compliance with FISMA targets and with the
agency'’s Privacy Management Program. The current
number of reportable systems at the USCCR stands at 3.
During FY 2016, the agency completed security
assessments and approved change authorizations for
each system. As a small agency without an Office of
Inspector General, USCCR had contracted with a third-
party service provider to assess the agency towards
meeting the FISMA Metrics and Cybersecurity CAP goals.
Subsequently, the third-party contractor identified
weaknesses and program issues related to the five (5)
areas of the FISMA CIO Metrics: Identify, Protect, Detect,
Response and Recover. USCCR senior leadership is
overseeing initiatives to address these findings.

Since submitting last year’'s FISMA and privacy
management reports, the USCCR has had no major
security incidents. None the minor incidents resulted in
any compromise of personally identifiable information
(PII), sensitive agency information, or information
systems.

CAP Goal Metrics v cap w2015 m 2016
Goal Met

Hardware Asset 70%
Management v 96% [N
Software Asset 0%
Management 74% I
Vulnerability v 100% s
Management v 96% I
Secure Configuration v~ 100% IS
Management v 100% (N
Unprivileged User 0%
PIV Implementation 0%
Privileged User PIV 0%
Implementation 0%
Anti-Phishing 4 5 I
Defenses 4 7 I

v 3 .
Malware Defenses v 4 I

v 3 .
Other Defenses v 3

Cybersecurity Performance Summary

Independent Assessment

Identify NA
Protect NA
Detect NA
Respond NA
Recover NA

An independent evaluation of the status of the FISMA
program for USCCR was not performed for FY 2016 and
this section is marked “Not Applicable” (NA). Per FISMA,
Sec. 3555(b)(2), where agencies do not have an Office of
Inspector General (OIG) appointed under the Inspectors
General Act of 1978, the head of the agency shall engage
an independent external auditor to perform the assessment.
USCCR will explore contracting with an independent
assessor in FY 2017.

US-CERT Incidents by Attack vector

Total Number of Incidents: 2

Attrition 0
Email/Phishing 0
External/ 0
Removable Media

Impersonation/ 0
Spoofing

Improper Usage 0
Loss or Theft of 0
Equipment

Web 0
Multiple 0

Attack vectors
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Chief Information Officer Assessment

The Committee for Purchase from People Who Are Blind
or Severely Disabled administers the AbilityOne program.
AbilityOne is currently working to further build a more
inclusive information security program following the
guidelines outlined in NIST Special Publication 800-37,
and other FISMA guidelines. As a micro-agency, it has
been difficult to solicit and obtain adequate resources to
support an organizational wide security program much like
larger agencies, but AbilityOne is taking an aggressive
approach to further train its current staff on FISMA
compliance and obtaining new resources to further grow
the program. AbilityOne has long-standing contracts with
and Information Technology (IT) Security company to
conduct our annual security assessments and utilizing
industry experts to further build a fully compliant
information security program. AbilityOne plans to make
much progress in FY 2017 for its information security
program and closing a large majority of its Plans of Action
and Milestones.

CAP Goal Metrics v cap w2015 m 2016
Goal Met

Hardware Asset 0%

Management v 100% I

Software Asset 0%

Management v 100% [

Vulnerability 0%

Management v 100% [

Secure Configuration 84% I

Management v 97% I

Unprivileged User 0%

PIV Implementation 0%

Privileged User PIV 0%

Implementation 0%

Anti-Phishing 2 .

Defenses 4 7 I

Malware Defenses v 411 -_

Other Defenses v % -_

Cybersecurity Performance Summary

Committee for Purchase from People Who Are Blind or Severely Disabled

Inspector General Assessment

Identify Level 2: Defined
Protect Level 3: Consistently Implemented
Detect Level 1: Ad-Hoc
Respond Level 1: Ad-Hoc
Recover Level 1: Ad-Hoc

There is partial evidence to conclude that the AbilityOne’s
Information Security Program sufficiently enforces
Identification, Protection, Detection, Response and
Recovery activities to improve system performance,
decrease operating costs, increase security, and ensure
public confidence in the confidentiality, integrity, and
availability of information. The AbilityOne information
technology enterprise appears to partially leave the data
within the AbilityOne General Support System and
Procurement List Information Management System
enterprise application at increased potential for exploitation
and risk of public data safety.

US-CERT Incidents by Attack vector

Total Number of Incidents: O

Attrition 0
Email/Phishing 0
External/ 0
Removable Media

Impersonation/ 0
Spoofing

Improper Usage 0
Loss or Theft of 0
Equipment

Web 0
Other 0
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Commodity Futures Trading Commission

Chief Information Officer Assessment

The Commodity Futures Trading Commission’s (CFTC)
information technology (IT) security program is managed
and measurable. The program is effective and complies
with the FISMA and OMB mandates, and it exemplifies
numerous industry and government best practices. Given
the evolving and complex nature of cyber threats and
adversaries' constant targeting of government networks, it
is imperative for CFTC to continuously improve and
strengthen its security posture. To accomplish this, CFTC
will institutionalize risk-based security policies and ensure
enterprise compliance, expand and extend continuous
monitoring capabilities, integrate Identity, Credential, and
Access Management programs into the security program,
assure a trusted and resilient information and
communications infrastructure, and continue to improve
anti-phishing and malware defense capabilities. The
successful deployment of the aforementioned capabilities
is an important foundation, which the CFTC will continue
to develop as it enhances the protection of its information
and infrastructure assets.

CFTC reported meeting all CAP Goals in FY 2016.

CAP Goal Metrics v cap 2015 m2016
Goal Met
Hardware Asset v 100% s
Management v 95% [
Software Asset v 100% s
Management v 100% (I
Vulnerability v 100% s
Management v 100% (I
Secure Configuration 93% I
Management v 100% (N
Unprivileged User 0%
PIV Implementation v 87% [N
Privileged User PIV 0%
Implementation v 100% (N
Anti-Phishing 4 .
Defenses 4 5 I
Malware Defenses v —
3 I

v 3 .

Other Defenses v 3 I

Cybersecurity Performance Summary

Inspector General Assessment

Identify Level 3: Consistently Implemented
Protect Level 3: Consistently Implemented
Detect Level 5: Optimized

Respond Level 4: Managed and Measureable
Recover Level 5: Optimized

The Office of the Inspector General (OIG) witnessed a re-
energized focus by CFTC to improve its cybersecurity
posture. The OIG’s audit results from information systems
reviews revealed that management is addressing
information security vulnerabilities. This increase in
information security competency is demonstrated by the
Office of Data and Technology's approach of reallocating
staff, increasing the frequency of network scans, and
patching vulnerabilities accordingly. During the year, CFTC’s
scan of sensitive databases showed that it was configured
to minimize vulnerabilities and the risk of data loss.

To further improve its security posture, it is recommended
that CFTC follow policies for physical access controls,
extend its PIV program to external systems serviced by
Federal partners, and mature an insider threat program.

US-CERT Incidents by Attack vector

Total Number of Incidents: 2

Attrition 0
Email/Phishing 0
External/ 0
Removable Media

Impersonation/ 0
Spoofing

Improper Usage 1 -
Loss or Theft of 0
Equipment

Web 0
Multiple 0
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cfpb Cybersecurity Performance Summary

Consumer Financial Protection Bureau

Chief Information Officer Assessment

The Consumer Financial Protection Bureau (CFPB)
continues to refine and mature its FISMA-based
information security program to support the operational
needs of the Bureau. The information security program is
well established in policy with repeatable processes and
effective controls that are integrated with the CFPB's risk
management functions and aligned with our strategic
objectives. The Inspector General (IG) concluded that the
program is consistent with seven of the eight FISMA
domains. CFPB is on-track to complete improvements in
the final domain of contingency planning. Further, the IG
closed six of the seven recommendations that were open
at the start of this year's FISMA review cycle and CFPB
continues to make progress toward closure on the
seventh. CFPB is actively involved in the DHS'’s
Continuous Diagnostics and Mitigation (CDM) program
and awaiting deployment of the capabilities that the
program is anticipated to provide. The CDM program will
complement the CFPB’s efforts to continuously refine
processes and operations to further evolve the CFPB’s
Information Security Continuous Monitoring (ISCM)
program. CFPB anticipates a steady tempo of progress
throughout FY 2017. CFPB is excited to launch a new
cybersecurity training and awareness program in FY 2017
that will equip the CFPB workforce with the tools and
knowledge needed to help protect the CFPB’s systems
and data from cyber threats.

CAP Goal Metrics v cap 2015 m2016
Goal Met
Hardware Asset 0%
Management 34% I
Software Asset 0%
Management 0%
Vulnerability v 95% s
Management 90% NN
Secure Configuration v 100% [
Management 21% [l
Unprivileged User 0%
PIV Implementation 0%
Privileged User PIV 0%
Implementation 0%
Anti-Phishing 3 -
Defenses 3 .
Malware Defenses ; g __
1 .
Other Defenses 1

Inspector General Assessment

Identify Level 4: Managed and Measureable
Protect Level 3: Consistently Implemented
Detect Level 3: Consistently Implemented
Respond Level 3: Consistently Implemented
Recover Level 3: Consistently Implemented

Overall, the IG found that the CFPB continues to mature its
information security program to ensure that it is consistent
with FISMA requirements. For instance, the CFPB has
implemented several tools to automate ISCM capabilities,
matured its ISCM program from Level 1, Ad Hoc to Level 3,
Consistently Implemented, and strengthened its role-based
training program for users with significant security
responsibilities. The 1G also found that the CFPB's
information security program is generally consistently with
seven of the eight information security domains listed by
DHS: risk management, contractor systems, configuration
management, identity and access management, security
and privacy training, ISCM, and incident response. For the
remaining domain, contingency planning, the CFPB has not
completed an agency-wide business impact analysis to
guide its contingency planning activities, nor has it fully
updated its continuity of operations plan to reflect the
transition of its information technology infrastructure from
the Department of the Treasury.

US-CERT Incidents by Attack vector

Total Number of Incidents: 152

Attrition 0
Email/Phishing 1
External/ 0
Removable Media

Impersonation/ 0
Spoofing

Improper Usage 5 I
Loss or Theft of 108 _
Equipment

Web 15 l
Other 22 .
Multiple 1 ‘
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Chief Information Officer Assessment

The Consumer Product Safety Commission (CPSC) has
shown progress and is on target to strengthen its
cybersecurity posture. For example, CPSC added
cybersecurity resources to the agency staff and hired a
Chief Information Officer with a strong cybersecurity
background in FY 2016 as reported in the Office of
Inspector General report.

CPSC met the Secure Configuration Management and
Anti-Phishing Defense CAP Goals in FY 2016. CPSC did
not meet the Unprivileged User Personal Identity
Verification (PIV) CAP Goal in FY 2016, despite having
met the goal in FY 2015.

PIV enforcement was temporarily suspended in FY 2016
due to conflicts with the agency’s patch management
processes. However, the use of PIV or NIST Level of
Assurance 4 credentials for unprivileged user access
remains the standard access method for agency
information systems. PIV enforcement is planned for
restoration in FY 2017.

CAP Goal Metrics v cap 2015 m2016
Goal Met

Hardware Asset 68%
Management 25% [
Software Asset 0%
Management 60% I
Vulnerability 54% I
Management 75% I
Secure Configuration v 100% [
Management v 100% (N
Unprivileged User v 100% -
PIV Implementation 8w M
Privileged User PIV 0%
Implementation 3% |
Anti-Phishing 4 .
Defenses 4 5 I

0
Malware Defenses 1 .

v 2 -

Other Defenses v >

Cybersecurity Performance Summary

Inspector General Assessment

Identify Level 1: Ad-Hoc
Protect Level 1: Ad-Hoc
Detect Level 2: Defined
Respond Level 1: Ad-Hoc
Recover Level 1: Ad-Hoc

CPSC improved its policies and procedures, implemented
new cybersecurity solutions, and is actively working toward
standardizing its risk documentation. These improvements
resulted in the achievement of Level 2, Defined, of the
Information Security Continuous Monitoring maturity model.
CPSC remains at Level 1 of the Incident Response maturity
model. CPSC has not: developed and maintained a
comprehensive software and hardware inventory;
documented and implemented baseline configurations for all
agency hardware and software; applied patches in a timely
manner; enforced multi-factor authentication; properly
applied the Principle of Least Access; developed and
maintained a business impact assessment and contingency
and continuity plans; provided role-based security and
privacy training to all applicable agency resources;
implemented an organization-wide risk management
program; or established and properly updated existing
Interconnection Security Agreements for all CPSC third-
party systems. Information Technology contracts and
agreements for goods and services lack required Federal
Acquisition Regulation clauses and/or other provisions.

US-CERT Incidents by Attack vector

Total Number of Incidents: 10

Attrition 0
Email/Phishing |
External/ 0
Removable Media

Impersonation/ 0
Spoofing

Improper Usage 0

Loss or Theft of 0
Equipment

web *
Multiple 0

Attack vectors
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W Cybersecurity Performance Summary

Corporation for National and Community Service

Chief Information Officer Assessment

The Corporation for National and Community Service’'s
(CNCS) cybersecurity program continues to integrate
security processes, procedures, and protections into a
wide range of data systems that support the agency.
Working closely with system owners and support
contractors, the cybersecurity program has raised
awareness and has vastly improved its information
security program over the last year. CNCS is steadily
moving towards a continuous monitoring methodology for
all systems and cloud services. In addition, CNCS is
preparing to accept the Continuous Diagnostics and
Monitoring (CDM) program sponsored by the DHS. During
a self-assessment for CDM CNCS discovered that the
current method of identifying hardware assets was
initiated manually versus automatically. That discovery
caused the shift from 95% to 0% for hardware asset
management reporting. In the interim CNCS has plans to
conduct full hardware inventory twice during 2017 and
implement network discovery scans at least quarterly.
CNCS has been able to correct multiple deficiencies that
were identified by its Inspector General evaluation, and it
continues to plan information technology (IT) projects that
incorporate cybersecurity to safeguard information critical

to the agency.

CAP Goal Metrics v cap 2015 m2016
Goal Met

Hardware Asset v 95% s
Management 0%
Software Asset 60% [
Management v 100% (I
Vulnerability 10% B
Management 67% NN
Secure Configuration v 100% [
Management 68% NG
Unprivileged User 0%
PIV Implementation 0%
Privileged User PIV 0%
Implementation 0%
Anti-Phishing 3 -
Defenses 4 ¢ I

v 3 .
Malware Defenses v ,
Other Defenses “: i __

Inspector General Assessment

Identify Level 3: Consistently Implemented
Protect Level 2: Defined
Detect Level 2: Defined
Respond Level 2: Defined
Recover Level 1: Ad-Hoc

CNCS has taken a number of steps to address information
security and privacy weaknesses from the FY 2015 FISMA
evaluation, fully resolving eight of 17 findings from the FY
2015 evaluation and closing 67 of 90 open prior-year
recommendations. These steps include updating policies
and procedures for key security program areas, including
information security continuous monitoring, risk
management, and Plan of Action and Milestones
management. CNCS has also developed service level
agreements with its primary IT contractor, who manages
CNCS'’s desktops, servers, and network infrastructure.

While the Corporation has matured its Security and Privacy
Program, Evaluators uncovered two new weaknesses: 1)
secure configuration management policies, procedures, and
practices need improvement and 2) insufficient monitoring
and remediation of server backup failures. Of the 57 security
metrics in the six domains without a maturity model, our
testing identified 25 instances of noncompliance with
applicable laws, regulations, and authoritative guidance
governing information security.

US-CERT Incidents by Attack vector

Total Number of Incidents: 25

Attrition 0
Email/Phishing |
External/ 0
Removable Media

Impersonation/ 0
Spoofing

Improper Usage 1 I
Loss or Theft of 14
Equipment _
Web 1 I
Other S -
Multiple 0

Attack vectors
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p Cybersecurity Performance Summary
e

Council of the Inspectors General on Integrity and Efficiency

Chief Information Officer Assessment

The Council of the Inspectors General on Integrity and
Efficiency (CIGIE) is setting up its information technology
(IT) security program, and as such does not yet have
robust capabilities. These are being designed into the
architecture with the assistance of the DHS, specifically
the Continuous Diagnostics and Mitigation (CDM)

program.

CAP Goal Metrics v cap w2015 m 2016
Goal Met

Hardware Asset NA

Management 0%

Software Asset NA

Management 0%

Vulnerability NA

Management 0%

Secure Configuration NA

Management 0%

Unprivileged User NA

PIV Implementation 0%

Privileged User PIV NA

Implementation 0%

Anti-Phishing NA

Defenses v 5 I

Malware Defenses N'g
NA

Other Defenses 1

Independent Assessment

Identify NA
Protect NA
Detect NA
Respond NA

Recover NA

An independent evaluation of the status of the FISMA
program for CIGIE was not performed for FY 2016 and this
section is marked “Not Applicable” (NA). Per FISMA, Sec.
3555(b)(2), where agencies do not have an OIG appointed
under the Inspectors General Act of 1978, the head of the
agency shall engage an independent external auditor to
perform the assessment. CIGIE will explore contracting with
an independent assessor in FY 2017.

US-CERT Incidents by Attack vector

Total Number of Incidents: O

Attrition 0
Email/Phishing 0
External/ 0
Removable Media

Impersonation/ 0
Spoofing

Improper Usage 0
Loss or Theft of 0
Equipment

Web 0
Other 0
Multiple 0

Attack vectors
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Chief Information Officer Assessment

The Court Services and Offender Supervision Agency
(CSOSA) has made significant strides in advancing the
CSOSA Information Security Continuous Monitoring
(ISCM) Strategy through the implementation of CSOSA’s
ISCM program and capabilities. CSOSA has identified and
acquired new tools and additional staff, and it has started
to implement capabilities to automate the collection,
analysis, and reporting of security-related information that
will allow for the seamless transition to ongoing
authorization. CSOSA continues to make considerable
progress implementing capabilities to detect hardware and
software devices, and plans to expand the use of Personal
Identity Verification (PIV) cards across the enterprise. As a
result, CSOSA did meet three CAP Goal metrics despite
the limited reporting capabilities available. Additionally, in
FY 2017, CSOSA will be implementing a centralized
incident response capability, which will include the
improvement of CSOSA’s agency-wide security

operations center.

CAP Goal Metrics

v CAP
Goal Met ®2015 m2016

Hardware Asset 0%
Management 0%
Software Asset 0%
Management 0%
Vulnerability 66%
Management v 100%
Secure Configuration 65%
Management 0%
Unprivileged User 0%
PIV Implementation 0%
Privileged User PIV 0%
Implementation 0%
Anti-Phishing 2
Defenses 6
Malware Defenses 1
Other Defenses ;

Cybersecurity Performance Summary

Court Services and Offender Supervision Agency

Independent Assessment

Identify Level 1: Ad-Hoc
Protect Level 1: Ad-Hoc
Detect Level 2: Defined
Respond Level 1: Ad-Hoc
Recover Level 1: Ad-Hoc

Overall, the external independent auditor found CSOSA has
made progress in addressing previously identified
information security improvements; however, the
independent external auditor identified areas of
improvements highlighted from previous years’ audits that
are still being addressed. Further, the external independent
auditor found additional areas of improvement in FY 2016 as
reported to the Agency Director. The external independent
auditor determined that the Agency achieved the maximum
points for the Level 1, Ad-hoc, maturity level in almost all
Cybersecurity Framework Security Functional areas when
measuring the effectiveness of the Agency information
security program and practices; however in the Detect
functional area, the Agency achieved a Level 2, Defined,
maturity level, which is consistent with the importance the
Agency has placed in FY 2016 on maturing the Information
Security Continuous Monitoring program.

US-CERT Incidents by Attack vector

Total Number of Incidents: O

Attrition 0
Email/Phishing 0
External/ 0
Removable Media

Impersonation/ 0
Spoofing

Improper Usage 0
Loss or Theft of 0
Equipment

Web 0
Other 0
Multiple 0

Attack vectors
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» Defense Nuclear Facilities Safety Board

Chief Information Officer Assessment

Defense Nuclear Facilities Safety Board’'s (DNFSB)
information technology (IT) environment continued to
improve its information security posture during FY 2016.
Positive progress was made in development of information
security policies and plans. The execution of the
information security policies have been hindered by
personnel shortfalls, including the position of the Chief
Information Security Officer and qualified cybersecurity
and information assurance personnel. The agency
addressed the shortfall in cybersecurity and information
assurance by hiring a contractor full-time equivalent
Senior Information Assurance Manager in September
2016. The agency is working with the DHS Continuous
Diagnostics and Mitigation (CDM) Tools and Sensors
program office to strengthen the DNFSB network. DNFSB
has also procured several automated toolsets to assist in
securing data-at-rest and increasing the monitoring
capability of the agency’s network enterprise.

In FY 2017, DNFSB will focus on the execution and
sustainment of the continuous monitoring and detection
processes and the deployment and business
normalization of automated tools. The agency will
strengthen its cybersecurity and information assurance
workforce to the maximum extent possible.

CAP Goal Metrics v cap 2015 m2016
Goal Met

Hardware Asset 0%
Management 0%
Software Asset 0%
Management 31% .
Vulnerability 0%
Management v 100% I
Secure Configuration 77%
Management v 99% I
Unprivileged User 0%
PIV Implementaton v 100% [N
Privileged User PIV 0%
Implementation v 100% [
Anti-Phishing v 5 I
Defenses 4 I
Malware Defenses v o

5 [

v 3 .

Other Defenses v >

Cybersecurity Performance Summary

Inspector General Assessment

Identify Level 3: Consistently Implemented
Protect Level 3: Consistently Implemented
Detect Level 1: Ad-Hoc
Respond Level 1: Ad-Hoc
Recover Level 1: Ad-Hoc

DNFSB information security program is generally effective.
Policies and procedures have been developed for the eight
topic areas in the Office of Inspector General metrics. The
DNFSB general support system underwent a full security
assessment in FY 2016, with the authorization to operate
(ATO) issued in November 2015. In FY 2016, DNFSB
completed implementation of all nine recommendations from
the FY 2014 independent evaluation: five in November
2015, two in July 2016, and the final two at the end of
fieldwork for this year's assessment. As the implementation
of the recommendations has been less than six months,
there is not sufficient information to measure their
effectiveness. DNFSB is in CDM Group F. Task order 2F is
scheduled for deployment in FY 2017 and includes
deployment of an agency’s Information Security Continuous
Monitoring dashboard.

US-CERT Incidents by Attack vector

Total Number of Incidents: O

Attrition 0
Email/Phishing 0
External/ 0
Removable Media

Impersonation/ 0
Spoofing

Improper Usage 0
Loss or Theft of 0
Equipment

Web 0
Other 0
Multiple 0

Attack vectors
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;\- Cybersecurity Performance Summary

Qg/ Denali Commission

Chief Information Officer Assessment Inspector General Assessment

Denali Commission (Denali) uses the United States Identify  Level 1: Ad-Hoc
Treasury Shared Services systems. The Agency does not  Protect Level 1: Ad-Hoc
collect personally identifiable information (PII) and Detect Level 1: Ad-Hoc
Z)ésgﬁgs collecting private data are not housed at the Respond  Level 1: Ad-Hoc
Recover Level 1: Ad-Hoc
Denali is a relatively small agency that relies upon the
shared services provider, the Department of the Treasury’s
Bureau of Fiscal Services, to provide much of their
information technology (IT) security. In past years, due to
the small size of the agency, much of the NIST
Cybersecurity Framework was not applicable to Denali
because the information was not kept within their network.
Denali's information security program does not have fully
documented and sufficient policies and procedures to the
identify, protect, detect, respond, and recover components
of the NIST Information Security Framework. Although the
information security program could use improvement, the
Agency is still at a relatively low risk of encountering cyber
attacks due to the amount and type of information stored
within its network.
CAP Goal Metrics v cap US-CERT Incidents by Attack vector
m 2015 m2016 .
Goal Met Total Number of Incidents: 0
Hardware Asset 0% " 0
Management 0% Attrition
Software Asset 0% S 0
Management 0% Email/Phishing
Vulnerability 0% External/ 0
Management 0% Removable Media
Secure Configuration 0% Impersonation/ 0
Management v 100% (N Spoofing
Unprivileged User 0% Imoroper Usage 0
PIV Implementation 0% prop g
Privileged User PIV 0% Loss or Theft of 0
Implementation 0% Equipment
Anti-Phishing 0 0
Defenses v 5 Web
Malware Defenses v g I Other 0
0 Multiple 0
Other Defenses 4 2 I Attack vectors
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Department of Agriculture

Chief Information Officer Assessment

Department of Agriculture (USDA) has vibrant and
effective information technology (IT) cybersecurity and
Privacy Act programs. The Department is committed to
supporting IT cybersecurity as a living entity with our
everyday operations; from alignment of the Cybersecurity
Strategic Plan to the USDA's overall Strategic Business
Plan, and the collaborative work enterprise-wide to
implement these strategic plans. USDA has established
operations to identify, protect, detect, respond and recover
to IT security requirements and issues enterprise-wide.
USDA has implemented a strong IT Risk Management
framework to identify and manage cybersecurity risk to
systems, assets, data, and capabilities. The program
begins at the investment level and follows through to the
day-to-day implementation of cybersecurity controls and
continuous monitoring across the Department. USDA
integrates appropriate safeguards to protect and limit the
impact of cybersecurity events using controls outlined by
NIST Special Publication 800-53, OMB and other Federal
regulations, including, but not limited to: Access Control;
IT Security Awareness Training for all employees,
contractors, volunteers, and partners; Data Security;
Information Protection Processes and Procedures;
Maintenance; and Protective Technology. The annual
training is reinforced through quarterly phishing exercises
through the year.

CAP Goal Metrics v cap = 2015 m 2016

Goal Met
Hardware Asset v 95% s
Management v 95% (I
Software Asset v 100% s
Management v 99% I
Vulnerability 85% I
Management v 95% I
Secure Configuration v 100% [
Management v 100% I
Unprivileged User v 86% I
PIV Implementation v 89% [N
Privileged User PIV 89% I
Implementation 96% NN
Anti-Phishing v 6 I
Defenses v 5 I
Malware Defenses v 2 [
Other Defenses ; :2:, __

@ Cybersecurity Performance Summary

Inspector General Assessment

Identify Level 2: Defined
Protect Level 2: Defined
Detect Level 1: Ad-Hoc
Respond Level 2: Defined
Recover Level 2: Defined

The Office of the Chief Information Officer (OCIO) continues
to take positive steps towards improving USDA'’s security
posture, releasing two critical policies this year: Secure
Communication Systems and Contingency Planning and
Disaster Recovery Planning. Once implemented, these
policies should improve IT security within USDA. OCIO also
began implementing the Continuous Diagnostics and
Mitigation (CDM) program tools. Although USDA is working
to improve its IT security posture, many longstanding
weaknesses remain. OCIO has not implemented corrective
actions committed to in response to prior Office of Inspector
General (OIG) recommendations. In FYs 2009 - 2015, OIG
made 61 recommendations for improving the overall security
of USDA's systems; 39 have been closed and 22 remain
open for completion. Testing identified that security
weaknesses still exist in 3 of 39 closed recommendations.
The OIG continues to report a material weakness in USDA’s
IT security that should be included in USDA's Federal
Managers Financial Integrity Act report and concludes that
USDA lacks an effective information security program and
practices.

US-CERT Incidents by Attack vector
Total Number of Incidents: 1,867

Attrition 4 ‘
Email/Phishing 27 |
External/ 1 ‘
Removable Media

Impersonation/ 3 ‘
Spoofing

Improper Usage 293 .
Loss or Theft of 155 I
Equipment

web |
Multiple 41 I
Attack vectors
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Chief Information Officer Assessment

Department of Commerce

The Department of Commerce (Commerce) worked
aggressively in FY 2016 to enhance its information
technology (IT) security posture and improve its
performance on the CAP Goals and other FISMA areas. In
FY 2016, Commerce met seven CAP Goal targets, up
from six in FY 2015. Overall, Commerce improved across
14 of the 24 CAP metrics. The largest increases were
noted in Anti-Phishing and Malware Defense due to more
pervasive deployment of tools for intrusion prevention, e-
mail authentication protocols, detonation chambers, and
leveraging an enterprise anti-phishing license. In FY 2016,
every bureau conducted anti-phishing exercises.
Commerce continues to mature its automated Hardware
Asset Management capabilities. It will also be employing
whitelisting for software application management.
Focused efforts on Commerce’s Identity, Credential, and
Access Management (ICAM) initiatives resulted in
progress department-wide. Commerce is participating in
Personal Identity Verification Interoperability (PIV-I) pilots
to increase performance. An enterprise view of the real-
time security posture of Commerce’s systems is being
enabled through the Enterprise Cybersecurity Monitoring
and Operations program and Enterprise Security
Operations Center. Additional monitoring tools will be
integrated in FY 2017 as a result of Commerce’s
participation in the Continuous Diagnostics and Mitigation
(CDM) Program.

CAP Goal Metrics v cap 2015 m2016
Goal Met
Hardware Asset 66% [
Management 58% [N
Software Asset 72%
Management 59% [N
Vulnerability 74%
Management 91% NN
Secure Configuration 92% I
Management 94% NN
Unprivileged User 81% [
PIV Implementation v 86% [N
Privileged User PIV 86% I
Implementation 90% NN
Anti-Phishing 2 .
Defenses 3 .
Malware Defenses é -
Other Defenses ; :2:, __

Cybersecurity Performance Summary

Inspector General Assessment

Identify Level 2: Defined
Protect Level 3: Consistently Implemented
Detect Level 1: Ad-Hoc
Respond Level 2: Defined
Recover Level 3: Consistently Implemented

The Office of Inspector General (OIG) completed an audit of
Commerce’s FISMA compliance by assessing the
effectiveness of Commerce’s information security program
and practices. OIG also reviewed a representative subset of
18 IT systems from five of Commerce’s Operating Units to
assess compliance.

OIG’s assessments of risk management, contractor
systems, ICAM, Secure Configuration Management,
Information Security Continuous Monitoring (ISCM), Incident
Response, and contingency planning found that Commerce
has largely defined the needed policy and procedures. OIG
did find that overall contingency planning and security
awareness training are consistently implemented. However,
ICAM and ISCM security controls are not fully implemented.
Commerce continues to struggle to effectively select,
implement, and assess security controls to protect its
information systems.

US-CERT Incidents by Attack vector
Total Number of Incidents: 2,575

Attrition S ‘
Email/Phishing 35
External/ 5 ‘
Removable Media

Imper;onation/ 3 ‘
Spoofing

Improper Usage 175 I
Loss or Theft of 87 I
Equipment

Web 232 I
Multiple 194 I
Attack vectors
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Department of Defense

Chief Information Officer Assessment

While the Department of Defense (DoD) faces many
challenges due to its mission and size, the challenges in
cybersecurity and information technology remain one of its
highest priorities. DoD’s Chief Information Officer (CIO)
recently identified efforts to ensure that implementing the
information security program is fully embraced by all
Components, beginning at the individual level.

The CIO further stated that the DoD is working to
transform its cybersecurity culture by improving human
performance and accountability through a prioritized list of
key cyber efforts known as the Cybersecurity Discipline
Implementation Plan. The plan provides a roadmap to
aggressively eliminate preventable cyber vulnerabilities
that can put DoD missions at risk.

** OMB is submitting DoD’s FY 2016 metrics as part of a
classified annex in accordance with 44 USC § 3554 (c¢)(1).

CAP Goal Metrics v cap w2015 m 2016
Goal Met
Hardware Asset 83%
Management NA**
Software Asset 82%
Management NA
Vulnerability 20%
Management NA
Secure Configuration 0%
Management NA
Unprivileged User v 86% I
PIV Implementation NA
Privileged User PIV 51% I
Implementation NA
Anti-Phishing 3 I
Defenses NA
1 .
Malware Defenses NA
Other Defenses Y N,i E—

Cybersecurity Performance Summary

Independent Assessment

Identify Level 2: Defined
Protect Level 2: Defined
Detect Level 1: Ad-Hoc
Respond Level 2: Defined
Recover Level 2: Defined

Overall, our assessment of the DoD’s effectiveness of its
information security program was scored at the maturity
level of Defined for four of the five information security
functions: Identify, Protect, Respond, and Recover. DoD
policies procedures, and strategies are not consistently
implemented across the Department. Based on the maturity
levels that our assessment for each information security
function equated to, DoD’s information security program did
not receive an effective rating.

In FY 2016 Inspector General Summary of Management
and Performance Challenges, we identified that the
Commander, U.S. Cyber command, stated that while DoD
has made progress in developing strategies and goals to
combat cyber threats, the DoD continues to face significant
challenges in increasing its overall cyber capabilities.

US-CERT Incidents by Attack vector
Total Number of Incidents: 1,888

Attrition 0
Email/Phishing 377 I
External/ 13 |
Removable Media

Impersonation/ 3 ‘
Spoofing

Improper Usage 249 .
Loss or Theft of 187 l
Equipment

Web 159 I
omer
Multiple 129 I

Attack vectors
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Department of Education

Chief Information Officer Assessment

The Department of Education (ED) continues to make
progress in strengthening its information security program
and maintaining compliance with the requirements of
FISMA. ED has prioritized its efforts on completing the
actions specified in OMB Memorandum M-16-04, the
Cybersecurity Strategy and Implementation Plan, and is
making progress in achieving the President’s
Cybersecurity CAP Goal targets. ED has taken a number
of steps to strengthen the cybersecurity posture of its
networks and systems, to include implementing the DHS’s
recommendations for enhancing the security posture of
the Federal Student Aid (FSA) environment, working to
resolve all FISMA and financial audit findings, executing
against ED’s plans to implement the Federal Information
Technology Acquisition Reform Act (FITARA) in a timely
manner, and continuing key activities to retire outdated
legacy information technology (IT) systems. ED
established a high value asset list, including priority efforts
in progress, to protect those assets using several
cybersecurity tools, technologies, and processes. ED
successfully implemented two-factor authentication for all
external users of its customer-facing grants management
system.

CAP Goal Metrics v cap = 2015 m 2016

Goal Met
Hardware Asset 77%
Management 88% I
Software Asset 17% Il
Management 87% NN
Vulnerability 85% I
Management v 100% I
Secure Configuration 94% I
Management v 100% I
Unprivileged User 78% I
PIV Implementation v 97% [N
Privileged User PIV 12%
Implementation v 100% [
Anti-Phishing v 5 I
Defenses v 7 I

1 e

Malware Defenses 1 .
Other Defenses v g [

Cybersecurity Performance Summary

Inspector General Assessment

Identify Level 5: Optimized
Protect Level 2: Defined
Detect Level 1: Ad-Hoc
Respond Level 1: Ad-Hoc
Recover Level 5: Optimized

The Office of Inspector General (OIG) reviewed ED’s and
FSA's IT security programs. OIG found that the overall IT
security programs of ED and of FSA are deemed generally
not effective. Although ED and FSA were generally effective
in the Identify and Recover functions, they were not
generally effective in the Protect, Detect, and Respond
functions. Within the eight metric domains, findings were
identified in five areas: (1) Configuration Management
(Protect), (2) Identity Control and Access Management
(Protect), (3) Security and Privacy Training (Protect), (4)
Information Security Continuous Monitoring (Detect), and (5)
Incident Response (Respond). The OIG report contains 11
findings, 5 of which are repeat findings from previous FISMA
reports, and outlines 15 recommendations, 6 of which are
repeat recommendations. Although the Department and
FSA may have taken action on specific findings from
previous FISMA reports, systemic issues in some metric
domains persist year to year. Further details can be found in
the final report (ED-OIG/A11Q0001) on ED's website.

US-CERT Incidents by Attack vector

Total Number of Incidents: 291

Attrition 1 ‘
Email/Phishing ° |
External/ 2 ‘
Removable Media

Impersonation/ 0
Spoofing

Improper Usage 89 -
Loss or Theft of 50
Equipment .
Web 11 I
Multiple 13 I
Attack vectors
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Department of Energy

Chief Information Officer Assessment

The Department of Energy (Energy) implements its Cyber
Strategy in several ways, including an enterprise-
distributed, shared risk management framework and
coordinated leadership, management, and governance of
cyber activities and cyber-related issues. Energy monitors
progress toward FISMA metrics and CAP Goal targets,
paying special attention to the effectiveness of information
security programs and practices. Energy’'s CAP Goal
results are stable or have increased, and improvements
are evident for Vulnerability Management and Personal
Identity Verification (PIV) card usage for Privileged and
Unprivileged Users. FY 2017 goals are set to show
continued progress and commitment, particularly in Anti-
Phishing and Malware Defense. Energy currently has not
met Multifactor Authentication/ NIST Level of Assurance 4
compliance for Privileged Users and for Unprivileged
Users however, significant increases projected by early
FY 2017. Energy is deploying Continuous Diagnostics
Mitigation (CDM) Phase 1 Endpoint Integrity tools in the
Energy Information Technology Services and Office of
Science environments, and it is fully engaged in Phase 2.
Energy began implementing an integrated Joint
Cybersecurity Coordination Center to unify cyber expertise
and provide a collaborative, intelligence-driven, distributed
approach to cyber operations and response. The Center
achieved Initial Operating Capability in August 2016.

CAP Goal Metrics v cap 2015 m2016

Goal Met
Hardware Asset 87% s
Management 60% I
Software Asset 39%
Management 44% [N
Vulnerability 31% I
Management 64% NG
Secure Configuration 92% [N
Management 77%
Unprivileged User 12%
PIV Implementation 53% [
Privileged User PIV 10% M
Implementation 82% NN
Anti-Phishing 3 -
Defenses 2 .
Malware Defenses 8

0

Other Defenses 1 -

Cybersecurity Performance Summary

Inspector General Assessment

Identify Level 2: Defined
Protect Level 2: Defined
Detect Level 1: Ad-Hoc
Respond Level 1: Ad-Hoc
Recover Level 1: Ad-Hoc

The Office of Inspector General (OIG) conducted the annual
evaluation of Energy’s unclassified information security
program and reviewed the Department’s information
systems at six sites to assess the effectiveness of
unclassified information security policies, procedures, and
practices. Overall, the OIG determined that Energy was ‘Not
Effective’ in the five information security functions: Identify,
Protect, Detect, Respond, and Recover. Specifically, the
OIG found that the Department was at Level 2: Defined for
the Identify and Protect functions. In addition, the OIG
determined that the Department was at Level 1: Ad-Hoc for
the Detect, Respond, and Recover functions. Furthermore,
the OIG determined that stakeholders may not have
adequate people, processes, and technology resources to
effectively implement both Information Security Continuous
Monitoring and Incident Response activities throughout the
Department.

US-CERT Incidents by Attack vector

Total Number of Incidents: 620

Attrition 8 |
Email/Phishing % I
External/ 4 ‘
Removable Media

Impersonation/ 7 |
Spoofing

Improper Usage 80 .
Loss or Theft of 197
Equipment -
web 51
Other 73 .
Multiple 1 ‘

Attack vectors
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Cybersecurity Performance Summary

Department of Health and Human Services

Chief Information Officer Assessment

Department of Health and Human Services (HHS) has
made considerable progress in prioritizing and
implementing security initiatives not only to align with the
CAP Goal targets, but also with the Cybersecurity Act of
2015 and the Cybersecurity National Action Plan. In
particular, HHS has improved its Cyber Hygiene
capabilities to patch critical vulnerabilities, implemented a
program to review the security protections on our High
Value Assets, and significantly increased the use of
Personal Identity Verification (PIV) credentials. HHS is
moving forward with the Continuous Diagnostics and
Mitigation (CDM) program and has procured additional
tools that will enhance the program. HHS has been
working with the DHS to develop the capability “to share
cyber threat indicators and defensive measures in real
time...". HHS was the first Federal agency to authorize a
Cloud Service Provider (CSP) and has continued to grant
authorizations to operate (ATO) to eleven CSPs as a
means of fostering cloud adoption across the Federal
Government. During 2016, HHS implemented a robust
anti-phishing program and developed the CyberCare
program to disseminate security information to our staff. A
new HHS information technology (IT) Strategic Plan was
developed, which not only fosters the importance of the
Federal Information Technology Acquisition Reform Act
(FITARA), but also articulated a vision in the delivery of IT
to enable the mission.

CAP Goal Metrics v cap 2015 m2016
Goal Met
Hardware Asset 92% s
Management 77%
Software Asset 32%
Management 34% [N
Vulnerability 82% I
Management 94% NN
Secure Configuration 76% I
Management v 98% I
Unprivileged User v 89% [
PIV Implementation v 89% [N
Privileged User PIV 98% I
Implementation 99% NN
Anti-Phishing v 5 I
Defenses v 5 I
0
Malware Defenses >
4 2 -
Other Defenses v >

Inspector General Assessment

Identify Level 3: Consistently Implemented
Protect Level 2: Defined

Detect Level 3: Consistently Implemented
Respond Level 3: Consistently Implemented
Recover Level 3: Consistently Implemented

HHS has made overall improvements and continues to
implement changes to strengthen its information security
program. HHS is aware of opportunities to strengthen
information security in: continuous monitoring, configuration
management, identity and access management, risk
management, incident response, security training, and
contingency planning. HHS formalized its Information
Security Continuous Monitoring (ISCM) program through
ISCM policies, procedures, and strategies. HHS continues
to work towards implementing a department-wide CDM
program to include continuously monitoring networks and
systems, updating and finalizing policies and procedures,
documenting Operating Division’s (OPDIV) progress to
address and implement strategies and reporting through
DHS dashboards. HHS also needs to ensure that all
OPDIVs consistently review and remediate or address the
risk presented by vulnerabilities, consistently implement
account management procedures, and accurately track
systems to ensure they are operating with a current and
valid ATO. This will strengthen the program and further
enhance the HHS mission

US-CERT Incidents by Attack vector
Total Number of Incidents: 8,121

Attrition 6 ‘
Email/Phishing 693 I
External/ 9 ‘
Removable Media

Impersonation/ 7 ‘
Spoofing

Improper Usage 1,445 .
Loss or Theft of 884 .
Equipment

Web 1,458 .
Multiple 153 I

Attack vectors
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Department of Homeland Security

Chief Information Officer Assessment

The Department of Homeland Security (DHS) has made
considerable progress in FY 2016. DHS has met five out
of the nine CAP Goals, three more than the two met in FY
2015. The goals are Vulnerability Management,
Unprivileged Mandatory PIV, Anti-Phishing Defense,
Malware Defense, and Other Defenses. Additionally, DHS
increased its score for two of the metrics: Hardware Asset
Management and Software Asset Management. These
results reflect DHS’s focused efforts on improving over the
FY, including quarterly cybersecurity update meetings with
each Component’s Executives, led by the Deputy Under
Secretary for Management, which brought attention to
particular areas of concern. The DHS Chief Information
Officer has also improved tracking of capabilities across
the department. DHS’ quarterly cybersecurity
assessments show consistent increases in DHS scores,
which reflects the maturation of processes and practices
within the cybersecurity community at DHS. Leveraging
the Defense-in-Depth model, DHS developed a
Cybersecurity Maturity Model which provides a standard
method for assessing maturity throughout DHS and better
guide funding to close gaps and accelerate maturity where
needed.

CAP Goal Metrics v cap 2015 m2016
Goal Met
Hardware Asset 54%
Management 81% I
Software Asset 58% S
Management 84% NN
Vulnerability 93% I
Management v 100% I
Secure Configuration 86% I
Management 86% NN
Unprivileged User v 95% [
PIV Implementation v 99% [
Privileged User PIV 99% I
Implementation 99% NN
Anti-Phishing 4 .
Defenses v ¢ I
Malware Defenses v % -_
Other Defenses ; :2:, __

Cybersecurity Performance Summary

Inspector General Assessment

Identify Level 3: Consistently Implemented
Protect Level 3: Consistently Implemented
Detect Level 3: Consistently Implemented
Respond Level 3: Consistently Implemented
Recover Level 3: Consistently Implemented

DHS has taken actions to strengthen its information security
program. In January 2016, the Under Secretary for
Management issued a memorandum requiring components
to enhance DHS's Cyber Defense by providing security
training and exercises for employees and contractors, and
by implementing endpoint protection solutions and two-
factor authentication on DHS’s classified networks. As of
May 2016, all components were reporting information
security metrics to the Department.

Despite the progress made, components were not
consistently following DHS'’s policies and procedures to
maintain current or complete information on remediating
security weaknesses in a timely manner. Components
operated 79 unclassified systems with expired Authorization
to Operate (ATO). Components have not consolidated all
internet traffic behind the Department’s trusted internet
connections and have continued to use unsupported
operating systems. At this time, the Department cannot
ensure that its systems are adequately secured to protect
the sensitive information stored and processed in them.

US-CERT Incidents by Attack vector
Total Number of Incidents: 1,112

Attrition 1 ‘
Email/Phishing N |
External/ 18 |
Removable Media

Impersonation/ 0
Spoofing

Improper Usage 130 .
Loss or Theft of 5 ‘
Equipment

Web 42 I
Multiple 19 |

Attack vectors
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Chief Information Officer Assessment

The Charter for the Department of Housing and Urban
Development (HUD) Security Council is being reviewed to
establish physical and cybersecurity governance for the
Department. HUD has established an Insider Threat
Working Group, which is drafting an Insider Threat Policy.
HUD is leveraging products offered by the DHS to assist
with its establishment of the Insider Threat Program. HUD
was able to take advantage of one of the free threat
intelligence offerings from DHS and is acquiring tools to
enable automation of syslog reviews and analysis for both
inside and outside threats. HUD is in the process of
procuring Cyber Independent Verification and Validation
and penetration services to evaluate the effectiveness of
the cyber program.

CAP Goal Metrics v cap 2015 m2016
Goal Met

Hardware Asset 62%
Management v 99% (I
Software Asset 0%
Management 90% [N
Vulnerability 76%
Management v 100% I
Secure Configuration v 100% [
Management v 99% I
Unprivileged User v 95% I
PIV Implementation v 95% [N
Privileged User PIV. v/ 100% [
Implementation v 100% [
Anti-Phishing v 6 I
Defenses v ¢ I

4 4 =
Malware Defenses v 3 I

4 4 =
Other Defenses v 4 I

Cybersecurity Performance Summary

Department of Housing and Urban Development

Inspector General Assessment

Identify Level 2: Defined
Protect Level 3: Consistently Implemented
Detect Level 2: Defined
Respond Level 2: Defined
Recover Level 2: Defined

The Office of the Inspector General finds that the HUD
cybersecurity practices and programs lacked consistent
implementation. Key deficiencies include inadequate
governance, risk management, and contractor system
oversight functions. To mature its program, HUD must
consistently define and implement standard processes and
tools throughout the HUD enterprise and stand up a proper
governance and compliance program. Some aspects of
these functions, such as enterprise risk management and
contracting procedures, are beyond the control of the Office
of the Chief Information Officer (OCIO). Therefore, it is
critical that HUD provide oversight and take action at and
above the OCIO level. Overall, HUD has taken many
notable steps to define and strengthen its cybersecurity
program by developing more robust and enterprise-wide
policies and procedures, establishing information security
roadmaps, and planning implementation of additional tool
and process capabilities. During the past two fiscal years,
HUD made improvements in multiple domains such as
Incident Response, Information Security Continuous
Monitoring, and Configuration Management.

US-CERT Incidents by Attack vector

Total Number of Incidents: 86

Attrition 0
Email/Phishing 20 N
External/ 0
Removable Media

Impersonation/ 0
Spoofing

Improper Usage 2 I
Loss or Theft of 2 I
Equipment

Web 1 |
Multiple

Attack vectors
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Department of Justice

Chief Information Officer Assessment

The Department of Justice (Department) made significant
advances in FY 2016 in the Department’s cybersecurity
capabilities to address the rapidly changing cyber threat
landscape. The Department has implemented and
continues to manage several solutions which have
resulted in considerable cost avoidance by thwarting
adversaries’ attempts to breach the Department’s network,
gain access to sensitive information, and critically harm
national security. These tools include memory analysis
capabilities on critical endpoints which allows deep
analysis to detect attacks; a data loss prevention
capability for email and web traffic, which prevents the
loss of sensitive data via the Department’s email system
and detects and blocks malicious web traffic; and
automated malware detection at the internet perimeter to
block malicious files, links, and spear-phishing attempts.
As a result of these efforts and accomplishments, the
cyber risk to the Department has decreased, avoiding
damage of public image, loss of data, and the diversion of
critical resources toward system remediation efforts
instead of mission execution.

CAP Goal Metrics v cap 2015 m2016
Goal Met

Hardware Asset v 97% s
Management v 97% I
Software Asset v 97% s
Management v 98% I
Vulnerability v 97% s
Management v 98% I
Secure Configuration v 100% [
Management v 100% I
Unprivileged User 64% (I
PIV Implementation 57% I
Privileged User PIV 65% I
Implementation 64% NG
Anti-Phishing 4 .
Defenses v ¢ I

4 3 .
Malware Defenses v 3 I
Other Defenses v % _-

Cybersecurity Performance Summary

Inspector General Assessment

Identify Level 3: Consistently Implemented
Protect Level 3: Consistently Implemented
Detect Level 3: Consistently Implemented
Respond Level 3: Consistently Implemented
Recover Level 4: Managed and Measureable

During FY 2016, the Justice Office of the Inspector General
(OIG) reviewed the information security programs of six
Department components and a sample of 12 systems within
these components. As a result of OIG’s review, the OIG
determined that the maturity level for the Department’s
information security program is Level 3, Consistently
Implemented, across the first four Security Functions:
Identify, Protect, Detect, and Respond; and Level 4,
Managed and Measurable, for the fifth Security Function:
Recover. During the review, the most findings were noted
across all six components in the following domains:
Configuration Management, ldentity and Access
Management, Security and Privacy Training (Protect),
Information Security Continuous Monitoring (Detect), and
Incident Response (Respond). In addition, findings were
noted within four of the components for Risk Management
(Identify) and within three of the components for
Contingency Planning (Recover).

US-CERT Incidents by Attack vector
Total Number of Incidents: 3,301

Attrition 1 ‘
Email/Phishing 119 |
External/ 3 ‘
Removable Media

Impersonation/ 0
Spoofing

Improper Usage 685 -
Loss or Theft of 2,022 _
Equipment

Web 144 I
Other 313 I
Multiple 14 ‘

Attack vectors
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Department of Labor

Chief Information Officer Assessment

Actions taken by the Department of Labor (Labor) Office
of the Chief Information Officer (OCIO) cybersecurity
program over recent years have been purposefully
prioritized in accordance with the OCIO's overarching
cybersecurity strategy. The strategy calls for the bolstering
of foundational underpinnings of the enterprise program.
Examples of this include Labor's successful
implementations of department-wide Personal Identity
Verification (PI1V) enforcement, enterprise patch
management, EINSTEIN 3 Accelerated (E3A), Continuous
Diagnostics and Mitigation (CDM) Phase 1 tools, a pilot of
the CDM security dashboard, and acquisition of an identity
access management solution suite that includes Privileged
Identity Management.

Labor plans to leverage prior year successes in FY 2017
to further enhance its cybersecurity program, which will
include designing and implementing an Enterprise
Security Operations Center to include security data
analytics, log-based forensics, and intrusion detection and
prevention systems. These capabilities will provide
automated real-time risk and threat analysis of Labor’s
environment and will be readily available to all levels of
Labor staff, including Labor executives. This will enable
Labor to execute timely and proactive countermeasures to
prevent exposure of Labor information and information
systems.

CAP Goal Metrics v cap 2015 m2016
Goal Met

Hardware Asset v 99% s
Management 58% [N
Software Asset v 96% I
Management v 98% I
Vulnerability v 99% s
Management v 95% I
Secure Configuration v 100% [
Management v 100% I
Unprivileged User v 93% I
PIV Implementation v 98% [
Privileged User PIV 96% (NN
Implementation v 100% [
Anti-Phishing v 6 I
Defenses v ¢ I

4 3 .
Malware Defenses v 3 I

4 2 =
Other Defenses 1

Cybersecurity Performance Summary

Inspector General Assessment

Identify Level 2: Defined
Protect Level 2: Defined
Detect Level 2: Defined
Respond Level 1: Ad-Hoc
Recover Level 5: Optimized

Labor has defined responsibilities and policies for Identify,
Protect, and Recover. The agency is also in the process of
implementing technologies needed for Vulnerability
Management, security information and event management,
and asset and device management. Despite this progress,
Labor continues to rely on manual and procedural methods
in instances where automation would be more effective, and
it retains deficiencies in its Risk Management, Contractor
Systems, Identity Control and Access Management,
Configuration Management, and Contingency Planning
program areas. During FY 2016, the Office of Inspector
General's (OIG) review of 23 departmental information
systems identified a total of 82 control deficiencies, 62
deficiencies in financial systems and 20 deficiencies in non-
financial systems.

Many of these issues have recurred over a number of years
and have been reported by OIG multiple times. Central to
addressing these issues is realigning the organization to
provide the Chief Information Officer the needed
independence and authority to implement corrective actions.

US-CERT Incidents by Attack vector

Total Number of Incidents: 293

Attrition 0
Email/Phishing o |
External/ 0
Removable Media
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Department of State

Chief Information Officer Assessment

As defined in the Department of State’s (State)
Cyberstrategy and Framework, the mission of the cyber
program is to “Establish and continually refine a state-of-
the-art cybersecurity program to enable innovation and
effectively safeguard and support the Department’s global
information assets and operations and those of the foreign
affairs community.” State is creating an information
security risk management strategy, and will monitor
information security risk at all levels by procuring a
Governance, Risk Management, and Compliance tool to
improve Authority to Operate (ATO) and Plans of Action
and Milestones management. State has also established
the Cloud Computer Governance Board to ensure
appropriate and authorized use of cloud services. State
improved identity and authentication management by
requiring all users of workstations to use two-factor
authentication to access those networks. This effort will
expand to include deployment of privileged account
management tools that limit the availability of those
accounts. State continues to leverage the Continuous
Diagnostics and Mitigation (CDM) program. State
deployed a phishing awareness tool that tests and trains
employees on phishing attacks. State established the
Cybersecurity Integrity Center to assist in detecting
anomalous behavior and to mitigate secruity issues on the
network. State has implemented high availability and
disaster recovery tests to maintain operations in the event
of a disaster or outage. State continues to improve its
cybersecurity posture and provide transparency across
the agency.

CAP Goal Metrics v cap 2015 m2016
Goal Met

Hardware Asset 81%
Management 81% I
Software Asset v 98% s
Management v 98% I
Vulnerability 82% I
Management 88y NN
Secure Configuration v 95% [
Management v 99% I
Unprivileged User 47% [
PIV Implementaton v 100% [N
Privileged User PIV. v/ 100% [
Implementation v 100% [
Anti-Phishing v 5 I
Defenses v ¢ I

v 4 .
Malware Defenses v 5

4 3 -
Other Defenses v 4

Cybersecurity Performance Summary

Inspector General Assessment

Identify Level 1: Ad-Hoc
Protect Level 1: Ad-Hoc
Detect Level 1: Ad-Hoc
Respond Level 1: Ad-Hoc
Recover Level 1: Ad-Hoc

The Office of the Inspector General (OIG) found that State
did not have an effective organization-wide information
security program, guided by risk-based decision making, to
identify, protect, detect, respond, and recover from
information security risks, which is evidenced by the control
weaknesses identified in the FISMA metric domains. The
reason State does not have an effective organization-wide
information security program is because it did not prioritize
resources to fully develop and implement an organization-
wide risk management strategy and had not developed a
timeline with specific milestones to achieve a fully developed
and implemented information security risk management
strategy since FY 2010. Without developing and
implementing an effective organization-wide information
security program, State cannot achieve its core mission.

US-CERT Incidents by Attack vector
Total Number of Incidents: 1,003
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ﬁ Cybersecurity Performance Summary

Department of the Interior

Chief Information Officer Assessment

In FY 2016, Department of the Interior (Interior) developed
and formally released the Interior Cybersecurity Strategy
to better adhere to the NIST Cybersecurity Framework
and align its cybersecurity strategy with that of the OMB
M-16-04, the Cybersecurity Strategy and Implementation
Plan. This has enabled Interior to focus on the high
priorities defined within the CAP Goal targets, and the
objectives defined within the Cybersecurity Strategy and
Implementation Plan. In FY 2016, Interior made
improvements in the following areas:

e Reducing the number of Privileged Users across
the entire Department,

e Enforcing Strong Authentication for 99% of
privileged users with the goal of reaching 100%

(no exceptions) during FY 2017,

e Enforcing Strong Authentication for 89% of
unprivileged users (exceeding the 85% target),
e Completing a High Value Asset inventory and

review,

e Continuing the deployment of Continuous
Diagnostics and Mitigation (CDM) tools, and

e Addressing Indicators of Compromise 100% of
bureau and office systems.

CAP Goal Metrics v cap 2015 m2016
Goal Met
Hardware Asset 46% S
Management 23% Il
Software Asset 57%
Management 68% NN
Vulnerability 68% I
Management 83% I
Secure Configuration v 99% [N
Management 77%
Unprivileged User v 96% I
PIV Implementation v 89% [N
Privileged User PIV. v/ 100% [
Implementation 99% NN
Anti-Phishing v 5 I
Defenses v 6 I
Malware Defenses v g __
4 2 =
Other Defenses v >

Inspector General Assessment

Identify Level 2: Defined
Protect Level 2: Defined
Detect Level 1: Ad-Hoc
Respond Level 1: Ad-Hoc
Recover Level 2: Defined

An independent assessment was conducted over the
Interior’s information security program, to include its
Bureaus and Offices. A representative sample of 13 of 122
operational information systems were evaluated. Interior is
in the process of updating information technology (IT)
security policies and procedures to be aligned with NIST
Special Publication 800-53 Revision 4. More specifically, the
Interior IT Security Control Standards and Incident
Response procedures have not been formalized. The NIST
Cybersecurity Framework Functions of Identify, Protect,
Detect, Respond, and Recover were identified as not
effective. More specifically, improvements are needed in risk
management, contractor systems, configuration
management, identity and access management, information
security continuous monitoring, incident response, and
contingency planning.

US-CERT Incidents by Attack vector

Total Number of Incidents: 310
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Department of the Treasury

Chief Information Officer Assessment

Department of the Treasury (Treasury) attained a number
of milestones in FY 2016, including:

¢ Met or exceeded administration CAP Goal targets
for Secure Authentication and Anti-Phishing and
Malware Defense,

e Mandated bureau use of Blanket Purchase
Agreements issued by the General Services
Administration for procurement of Identity
Protection Services in the event of a breach of
personally identifiable information,

e Launched an enterprise capability enabling all
Treasury bureaus to conduct phishing exercises
to test response to receipt of potentially malicious
email.

Treasury remains committed to providing appropriate
protection of its critical information and systems. The FY
2016 independent FISMA audit indicates that we continue
to maintain our information security programs and
practices. The recommendations issued by the Inspector
General (IG) will help guide improvements in the coming
year. Treasury is also engaged with Federal partners to
deploy Phase 1 of the Continuous Diagnostics and
Mitigation (CDM) program across the Treasury enterprise.
Throughout FY 2017, Treasury will introduce new
information technology (IT) management capabilities to
provide near real-time awareness of enterprise-wide
cybersecurity posture

CAP Goal Metrics v cap 2015 m2016
Goal Met

Hardware Asset 83% s
Management 86% I
Software Asset 91% s
Management 94% NN
Vulnerability v 98% s
Management v 100% I
Secure Configuration v 99% [N
Management v 98% I
Unprivileged User v 98% [
PIV Implementation v 97% [N
Privileged User PIV. v/ 100% [
Implementation v 100% [
Anti-Phishing 4 .
Defenses v ¢ I

v 3 .
Malware Defenses v ,

v 4 =
Other Defenses v 3

Cybersecurity Performance Summary

Inspector General Assessment

Identify Level 2: Defined
Protect Level 2: Defined
Detect Level 1: Ad-Hoc
Respond Level 1: Ad-Hoc
Recover Level 3: Consistently Implemented

Treasury’s information security programs and practices for
its unclassified systems were established and maintained for
the five cybersecurity functions and the eight FISMA
program areas. There were six deficiencies within three of
the cybersecurity functions and four of the FISMA program
areas. For Internal Revenue Services (IRS) unclassified
systems, Treasury Inspector General for Tax Administration
(TIGTA) reported that IRS’s information security program
generally aligned with applicable FISMA, OMB, and NIST
requirements and guidance. Due to program attributes not
yet implemented, TIGTA found that three security program
areas failed to meet FISMA requirements.

Treasury established and maintained its information security
program and practices for collateral national security
systems for the five cybersecurity functions and eight FISMA
program areas. Five deficiencies were identified within two
of the cybersecurity functions and four of the FISMA
program areas.

US-CERT Incidents by Attack vector

Total Number of Incidents: 602

Attrition 0
Email/Phishing 10 |
External/ 10 I
Removable Media

Impersonation/ 0
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Department of Transportation

Chief Information Officer Assessment

Department of Transportation's (DOT) Office of the Chief
Information Officer (OCIO) devoted significant resources
towards the following efforts in FY 2016: completing
actions on 19 FISMA audit recommendations issued by
the Office of Inspector General (OIG); meeting or
exceeding CAP Goal targets for hardware asset
management, strong authentication, and anti-phishing and
malware defense; implementing EINSTEIN 3 Accelerated
(E3A) protective capabilities at DOT headquarters which
services approximately 20,000 personnel and more than
130 systems; executing phishing exercises for 68,000
personnel, achieving a 91% reduction in click-through
rates; completing an assessment of wired and wireless
networks which resulted in improved visibility into network
infrastructure by 18%, and enabled remediation of more
than 72% of serious configuration vulnerabilities within 30
days of first identification; deploying and authorizating a
modernized agency personal security system modeled
after solutions deployed in other agencies, and using
Personal Identity Verification (PIV) for authentication;
integrating cybersecurity reviews into IT spend reviews
required by Federal Information Technology Acquistion
Reform Act (FITARA); increasing deployment of
Continuous Diagnostics and Mitigation (CDM) Phase 1
capabilities, and kickoff for Phase 2 capabilities; and
recruiting a Deputy Chief Information Security Officer
(CISO) and three additional cyber personnel, doubling the
size of the DOT CISO Office.

CAP Goal Metrics v cap 2015 m2016
Goal Met

Hardware Asset v 99% s
Management v 99% [
Software Asset 920% I
Management 90% N
Vulnerability 30% e
Management 86% NN
Secure Configuration 23% [
Management v 98% I
Unprivileged User v 97% I
PIV Implementaton v 98% [N
Privileged User PIV v 100% [
Implementation v 100% I
Anti-Phishing v 5 I
Defenses 4 6 I

v 3 .
Malware Defenses v 4 T

v 2 .
Other Defenses v >

Cybersecurity Performance Summary

Inspector General Assessment

Identify Level 2: Defined
Protect Level 2: Defined
Detect Level 1: Ad-Hoc
Respond Level 1: Ad-Hoc
Recover Level 2: Defined

OIG reviewed a statistical sample of 75 systems, 70
systems that had expired authorizations to operate (ATO),
and enterprise wide security activities, such as information
security continuous monitoring. OIG placed most emphasis
on two DOT components which control the three largest, key
networks: the Federal Aviation Administration (FAA) and
Office of the Secretary of Transportation (OST). OIG
determined that the maturity level for the information
security program is “Level 2 — Defined” across three
Security Functions: Identify, Protect, and Recover; and
"Level 1 — Ad Hoc" for the remaining two Security Functions:
Detect and Respond. OIG found numerous deficiencies
across all domains in FAA and OST, and other components,
in these areas: security authorization; risk management;
weakness monitoring; user identity and access
management; security training; information security
continuous monitoring; incident handling and reporting; and
contingency planning and testing. DOT needs to perform
better across all domains. OIG concludes that although DOT
continues to make improvements, its cybersecurity program
remains ineffective.

US-CERT Incidents by Attack vector

Total Number of Incidents: 192
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Department of Veterans Affairs

Chief Information Officer Assessment

Department of Veterans Affairs (VA) has an effective
information security program and remains committed to
making additional progress in securing its information
technology (IT) infrastructure as expeditiously as possible.
VA has achieved a significant portion of its CAP Goal
targets, and while there is still work to do, the Department
will make significant improvements in the coming months.
VA has already met the Vulnerability, Secure
Configuration Management, Anti-Phishing Defense,
Malware Defense, and Other Defenses CAP Goal targets.
In addition, VA has dramatically increased efforts to
technically force users to log on with Personal Identity
Verification (PIV) cards, exceeding the goal established
for FY 2016. Improvement in continuous monitoring via
implementation of the Continuous Diagnostics Monitoring
(CDM) Program coupled with VA's Enterprise
Cybersecurity Strategy initiatives, will continue to
strengthen VA's dedication to information security and the
Cybersecurity CAP Goals. In FY 2016 VA successfully
deployed new, FedRAMP-approved cloud services.

CAP Goal Metrics v cap 2015 m2016
Goal Met

Hardware Asset 0%
Management 22% [
Software Asset 0%
Management 5% N
Vulnerability 49% [
Management v 96% I
Secure Configuration v 100% [
Management v 99% I
Unprivileged User 80% I
PIV Implementation 81% NN
Privileged User PIV. v/ 100% [
Implementation v 100% [
Anti-Phishing v 6 I
Defenses v 5 I
Malware Defenses v g __

v 2 -
Other Defenses v >

Cybersecurity Performance Summary

Inspector General Assessment

Identify Level 2: Defined
Protect Level 3: Consistently Implemented
Detect Level 2: Defined
Respond Level 3: Consistently Implemented
Recover Level 3: Consistently Implemented

As noted in prior years, VA continues to have weaknesses
in Configuration Management, Access Controls, Security
Management, and Contingency Planning Controls designed
to protect mission-critical systems from unauthorized
access, alteration, or destruction. The Office of the Inspector
General (OIG) continues to identify significant technical
weaknesses in databases, servers, and network devices
that support transmitting financial and sensitive information
between VA’s medical centers, regional offices, and data
centers. Furthermore, OIG continues to see information
system security deficiencies similar in type and risk level to
OIG findings in prior years and an overall inconsistent
implementation of the security program. In FY 2016, VA
established and implemented an effective security and
privacy training program. VA is still updating and improving
its Incident Response program to ensure staff are trained to
appropriately identify and measure the metrics necessary to
ensure the program's effectiveness. While VA has identified
some areas for improvement, VA has implemented an
effective contingency planning program.

US-CERT Incidents by Attack vector
Total Number of Incidents: 2,808
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Chief Information Officer Assessment

The Election Assistance Commission (EAC) system
security plan was recently audited, and it was found that
EAC generally complied with FISMA requirements. Two
recommendations were provided that will further
strengthen EAC’s information security program, which the
agency has already begun to implement.

In FY 2016, EAC met six out of nine CAP Goal capabilities
areas, including Software Asset Management,
Vulnerability Management, Privileged User PIV
Implementation, Anti-Phishing Defenses, Malware
Defenses, and Other Defenses. EAC did not meet the
CAP Goal metrics for Hardware Asset Management,
Secure Configuration Management, and Unpriviledged
User PIV Implementation capability areas.

CAP Goal Metrics v cap 2015 m2016
Goal Met
Hardware Asset 85% s
Management 0%
Software Asset v 100% s
Manag