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NIST Background

The National Institute of Standards and Technology is a prestigious institution in the United States that
fosters scientific research, technological innovation, and the establishment of standards.

* Established in 1901 as the National Bureau of Standards
(NBS)

* One of the oldest physical science laboratories
* Initially tasked with ensuring uniformity standards
* Used to publish consumer guides

* Expanded into broader scientific research

* Renamed the National Institute of Standards and Technology
in 1988

Fig, 27.—The right woy lo wie a fire extinguisher

Source: NIST
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NIST Background, cont.

NIST collaborated with the American Dental Association (ADA), which resulted in the invention of the
panoramic X-ray machine.

* Collaboration began in WW1

* Partnership between NIST and the ADA

e January 1, 1953

* Led to the development of the panoramic X-ray
* Could image the entire mouth

* Minimized radiation/dental issues

Source: NIST

Office of

Information Security
Securing One HHS

g""l Health Sector Cybersecurity
#f2/ Coordination Center




The First Digital Picture

“Computer pioneer Russell Kirsch
and his colleagues created the first
digital image of his infant son
Walden as part of their efforts to
develop a way for the Standards
Eastern Automatic Computer
(SEAC), afirst-generation computer
designed and built at NIST, to
recognize numbers and letters.”

Source: NIST



https://www.nist.gov/public_affairs/releases/image_052407.cfm

NIST and Healthcare

In July 2022, NIST released an updated publication addressing how organizations can better protect
personal health information in connection with the Cybersecurity Framework.

* NIST SP 800-66r2
Aids compliance with the HIPAA Security Rule

Helps protect personal health information

Developed to better integrate with the Cybersecurity Framework H EEE
EAN

I
_

Available as a resource guide for risk management
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NIST and The National Cybersecurity Center of
Excellence (NCCoE)

NIST collaborates with the NCCoE to help improve cybersecurity for the health sector through multiple
projects and provides security guidance.

e Established in 2012
 |dentifies cybersecurity challenges in healthcare
* Conducts projects to improve cybersecurity in healthcare

* Responses to emerging threats

= COVID-19 and Telehealth NATIONAL
NIST @—CYBERSECUHITY
* Provides security guidance for technology \S= CENTEROFEXCELLENCE

= 5@, Al, loT

Source: NIST
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NIST Today - Cybersecurity

Mission: To promote U.S. innovation and industrial competitiveness by advancing measurement science,
standards, and technology in ways that enhance economic security and improve our quality of life.

» Helps businesses of all sizes understand, manage, and reduce cybersecurity risk

» Develops cybersecurity standards, guidelines, and best practices

« Addresses technological and future challenges

AL INSTITUTR
TANDARDS AND
TECHNOLOGY

UNITED STATES DEPARTMENT OF COMMERCE
1
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NIST and the Cybersecurity Framework

While it is non-regulatory, NIST has created several publications to assist organizations of all sizes with
cybersecurity, including the well-known Cybersecurity Framework.

* Falls under the Department of Commerce

* Non-regulatory

* Has published comprehensive guidelines for cybersecurity

e Developed the Cybersecurity Framework
= Has five core functions
= |dentify, Protect, Detect, Respond, and Recover

!
2
2

* These pillars represent a successful and holistic cyber program

Source: kybersecure
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Cybersecurity Framework - ldentify

1

¥

%,

The ldentify function assists in developing an organizational understanding to managing cybersecurity risk
to systems, people, assets, data, and capabilities.

Develop understanding for organizations to manage

cybersecurity risk to: IDENTIFY
People, systems, assets, data, and capabilities B
_ o _ _ Develop an organizational
The ldentify Function is foundational for effective use FRAMEWORK understanding to manage
of the framework cybersecurity risk to: systems,

Helps understand what supports critical functions assets, data, and capabilities.

Provides risk assessment opportunity
Further understanding of roles and responsibilities
Third-party risk assessments
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Cybersecurity Framework - Protect

The Protect function supports the ability to limit or contain the impact of a potential cybersecurity event.

* More proactive in nature

PROTECT

* Develop and implement safeguards

* Implementing control actions and training

Develop and implement the
appropriate safeguards to
ensure delivery of services.

FRAMEWORK

* Establishes protective processes and procedures
e Supports limiting or containing a cyber event
* Maintenance

* Protective technology
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Cybersecurity Framework - Detect

The Detect function emphasizes the importance of timely identification and response to cybersecurity incidents.

* Enables a timely discovery of cyber anomalies and events

* Security/continuous monitoring

* Detection processes DETECT

* Incident Response capabilities Develop and implement the

* Enhance situational awareness rRAMEWORE appropriate activities to identify
_ e the occurrence of a

* Risk mitigation - - cybersecurity event.
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Cybersecurity Framework - Respond

The Respond function deals with establishing an effective response plan in the event of a cybersecurity incident.

» Establishing effective planning
* Incident Response Plans RESPOND
 Communication and coordination

Develop and implement the

* Incident analysis and mitigation 1 FRAMEWORK appropriate activities to take
+ Improving resilience '2?% action regarding a detected
cybersecurity event.

* Reporting and documentation
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Cybersecurity Framework - Recover

The final step of the cybersecurity framework, Recover, emphasizes the importance of establishing a
strategy for recovering from a cybersecurity incident.

* Planning for resilience

RECOVER

Develop and implement the
appropriate activities to maintain

 Lessons learned

e Communication and coordination

| | ERRMEIES plans for resilience and to restore
* Continuous improvement any capabilities or services that
- Recovery planning were a_rmpmred due to a cyber-
security event.

* Improving recovery capabilities
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New NIST Framework SR Dgy,
%

by
& OVE 2
Currently in a draft phase, with an < GOVERN +
expected release date of early 2024.
NIST

b Cybersecurity -

" Framework O

3 5

% &

DETECT

Source: NIST
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NIST Special Publication (SP) 800-61

* Computer Security Incident Handling Guide
NIST SP 800-61 r2 NIST
* Seeks to give organizations practical guidelines e ot ey
* Not regulatory documents
Primary focus: Detecting, analyzing, prioritizing, Inci Handling Guide

and handling incidents

Recommendations of the National Institute
of Standards and Technology

Paul Cichonski
Tom Millar

Tim Grance
Karen Scarfone

http://dx.doi.org/10.6028/ NIST.SP.800-61r2
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What Is a Cybersecurity Incident
Response Plan?




Create an Incident Response Policy

Prior to making an Incident Response Plan, it is recommended to create an incident response policy.

* |nitially creating an Incident Response Policy:
Classify what a security incident is
Who is responsible for responding to an event?

Roles and responsibilities
Documentation
Reporting requirements

JN N K

Source: pratum
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Incident Response Plan Policy

According to NIST: “Policy governing incident response is highly individualized to the organization. However,
most policies include the same key elements.”

Provides a road map for a Statement of Management Commitment, which outlines the
purpose and objectives of the policy incident response capabilities.

Scope of the policy (to whom and what it applies, and under what circumstances)
Definition of computer security incidents and related terms

Organizational structure: » A
= Definitions of roles and responsibilities

= Levels of authority
Prioritization or severity ratings of incidents A G
Performance measures
Reporting and conEact forms A |
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What Is a Cybersecurity Incident Response Plan?

* A written and systematic approach that
establishes procedures and documentation.

* Incident Response Policy

e Can include items such as:
= Guidelines
= Roles and responsibilities
= Communication plans
= Standard protocols

* |ncident Response Teams
* Tailored playbooks specific to the organization

Office of

Information Security
Securing One HHS

I’g"l Health Sector Cybersecurity
iJ-/ Coordination Center

23




Incident Response Plan Elements

An Incident Response Plan is a written document that helps your organization before, during, and after a
security incident.

* Mission » Measuring the capability and

. Strategies and goals effectiveness of incident response =

. Senior management approval Planning for groy\{th of incident
response capabilities
« Organizational approach to

incident response » How the program fits into the overall

organization
 |Incident response team
communication
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Incident Response Plans

NIST Special Publication (SP) 800-61 Revision 2 “Computer Security Incident Handling Guide” outlines the

principles and steps for developing an Incident Response Plan.

The NIST Incident Response Plan provides detailed
guidelines for organizations.

The objective is to minimize the overall impact of cyber
incidents.

Facilitate the recovery of operations

ULy

The Incident Response Lifecycle - 4 Key Elements

= Preparation and Planning; Detection and Analysis;
Containment, Eradication, and Recovery; and Post-Incident
Activities

= Many incident response plans align with this lifecycle
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Four Phases
of the NIST
Incident
Response
Lifecycle

@ CONTAINMEY

DETECTION
AND ANALYS'

X

ERAp|caTION
AND RecoVERY

Source: Swimlane
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Preparation and Preventing
Incidents




Preparation and Planning

The initial part of the lifecycle provides an opportunity for training, obtaining tools, and gathering resources
while working towards preventing incidents through risk assessments.

|ldentifying Assets and Risk:
= Can include hardware, software, networks, and Cyber Incident Response Cycle

personnel ,..N

* Creating specialized response teams

&
* |dentifying tools and resources needed - -

Containment

* NIST recommends classifying incidents into categories = preparation P Eradication &
based on severity and impact. | 7 4

* Organizations can tailor response strategies to be
more effective.
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Preparation and Planning: Tools and Resources

* Contact information * Laptops

* On-call information * Spare workstations

* Incident reporting mechanisms * Blank removable media

* |Issue tracking system * Portable printer

 Smartphones * Packet sniffers and protocol analyzers
* Encryption software * Digital forensic software

 War Room * Removeable media (Trusted)

e Secure storage facility * Evidence gathering accessories

 Forensic workstations
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Jump Kits

Jump kits are portable, ready-to-go cases that contain the tools and resources a responder would need in
the event of an incident.

* A portable case that carries items needed for an investigation.
= Should always be ready to go

* Contains hardware, software, and other response items:
= Cables, blank media, hard copies of documents

* Two laptops per incident handler is recommended:
= One for malware analysis
= One for actions that could infect the laptop

Source: ULINE
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Preventing Incidents

Malware Prevention

—

Network Security

Patching Systems «~——

» Risk Assessments

Host Security
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Training and Testing

Conducting training and testing for the response plan is a critical step, so that you can identify any
weaknesses before a cyber incident occurs.

After procedures and policies are established, test
the plan before an incident takes place.

Validates accuracy and usefulness
Communication testing

Ensuring functionality of tools
Tabletop exercises

Consider non-IT functions
= Reverting to pen/paper
= Diverting patients
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Detection and Analysis




Detection and Analysis

Incidents can occur in many ways, and it is not realistic
to establish a response plan for every attack vector,
since different incidents will require different response
strategies. It is encouraged to develop procedures
against some of the more common attack vectors.
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NIST Commmon Attack Vectors

* External/Removable Media: An attack executed from removable
media or a device, such as a USB.

 Attrition: An attack that attempts to compromise, degrade, or
destroy systems or services.

 Web: An attack executed from a website or a web-based
application.

Cross-site scripting attack
Redirecting to another site

* Email: An attack executed through an email message or
attachment (Phishing).
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NIST Commmon Attack Vectors, cont.

)

.8

* Impersonation: An attack that replaces something benign with
something malicious.

Spoofing
Adversary-in-the-middle attacks
Rogue access points

* Improper Usage: Any incident resulting from a violation of an
organization’s acceptable usage policies.

* Loss or Theft of Equipment: The loss or theft of a computing device or
media used by the organization.

» Other: Any other attack that does not fit into any of the above categories.
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Containment, Eradication, and
Recovery




Picking a Containment Strategy

Incident containment focuses on preventing the cyber incident from spreading and causing further damage.

* Potential damage and theft of resources

* Need for evidence preservation

* Service availability

* Time and resources needed to implement the strategy
» Effectiveness of the strategy

* Duration of the solution (workarounds and temporary solutions)

Office of

Information Security
Securing One HHS

£
%) Health Sector Cybersecurity
45/ Coordination Center




Containment, Eradication, and Recovery

Once a threat has been contained, incident response teams can work to eliminate the threat from the
environment and prevent reoccurring attacks. Failure to do so can result in potential reinfection, or backdoors.

* Should be accomplished in a phased approach with recovery
Prioritize remediation steps

* Deleting malware * Restoring systems
* Disabling user accounts > * Installing Patches
 Mitigating vulnerabilities  Changing passwords
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Containment, Eradication, and Recovery, cont.

While specific steps and recommended actions are not covered, there are still some encouraged best
practices organizations can accomplish.

* Timely response: A swift response is essential to contain and eradicate the threat.

» Detailed Analysis: Conducting a post-incident analysis to understand how the breach occurred.

« Patch Management: Keeping software and systems up to date helps prevent known
vulnerabilities from being exploited.

* Monitoring and Validation: Monitoring the network after eradication to ensure the threat has
been eliminated.

Office of

Information Security
Securing One HHS

£: 0
%) Health Sector Cybersecurity
45/ Coordination Center




Post-Incident Activities




Post-Incident Activities

Post-incident activities are one of the most important parts of the incident response lifecycle, but
unfortunately it is one of the most neglected.

* One of the most important parts of incident response

* Provides an opportunity to discuss threats, technology, and
lessons learned

* Benefits improving security measures and handling processes

* Meetings can cover multiple incidents
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Lessons Learned Example Questions

What happened, at what time?

How well was the staff performance?
What information was needed sooner?
Did any steps inhibit recovery?

What would you do differently next time?
Could information sharing be improved?
Can corrective actions be implemented?

Were additional tools or resources needed?
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Incident Response Teams

The type of organization should play a role in what type of team structure is assembled. Possible incident
response team models are listed below:

Team Structure/Model Use

Central Incident Response Team Single Response Team Smaller organizations; minimal

geographic diversity
Distributed Incident Response Multiple Response Teams Larger organizations; one team
Team per segment/region
Coordinating Team Provides advice to teams Lacks authority

Staffing Models

Employees Partially Outsourced Fully Outsourced
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Team Role Considerations

There are several role considerations for a response team, and what fits best into the

organization can vary by individual mission, but here are some common roles for an incident
response team:

IR Security Threat

Managers Analysts Researchers ey
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Incident Team Response Services

While the focus of an incident response team is on conducting incident response, there are additional
services a team could offer:

Team Service

Intrusion Detection Analyze incidents quickly, enhance detection
technologies.

Information Sharing Collaborating partnerships, sharing groups, etc.
Education and Awareness Enhanced reporting and detection
Advisory Distribution Alerts on new threats/vulnerabilities
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Scenario Walkthrough




Scenario: Detection

11 1.2 1.3
Development Training Inventory
2. 2.1 2.2 2.3
Detection Phishing Email Analysis IRT Alerted

In this scenario, we will explore a cybersecurity incident where a phishing
email leads to a ransomware attack against a hospital’s network.
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Scenario: Containment and Eradication

1. 1.1 1.2
Preparation Development Training

2. 2.1 29
Detection Phishing Email Analysis

3. 3.1
Containment Isolation/
/Eradication Analysis

3.2
Removal

1.3
Inventory

2.3
IRT Alerted

3.3
Recovery

Analysis confirms the malicious nature of the email and identifies it as ransomware.
The response team begins to work towards containing and eradicating the incident.
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Scenario: Post-Incident Activities

2. 2.1 2.2
o s IRT Alerted
Detection Monitoring Identification
3.1
3' _ 3.2 3.3
Containment Isolation/
. . _ Removal Recovery
/Eradication Analysis
4. 4.1 4.2
. Lessons Ongoing
Post-Incident Learned Improvement

After successfully removing the threat and the vulnerability, the team conducts
post-incident activities to discuss what happened and what can be improved.
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Why You Should Have an
Incident Response Plan




Top 3 Countries

with risk events, malware detection, and malicious URL access

TrendMicro 2023

United States
. . 16,986,028,474
Mid-Year Review India
6,255,851,447
The United States is an active area e , Japan
— . ; United States
for malicious targeting, and the . 193,251,027 | 342,144,445
HPH is one of the top five 41;';‘.';‘127
industries affected by malware ’
campaigns. Brazil

- 7,507,160,110

Top 5 Industries

affected by malware campaigns

In the first half of 2023, malware campaigns targeted government organizations the most with
145,912 detections.

gililly ® 1S4 i
145.9K K 144.7«  124.3k J 101.4K | 89K

MANUFACTURING HEALTHCARE EDUCATION TECHNOLOQY
GOVERNMENT

Source: TrendMicro



U.S. Healthcare Data Breaches, August 2022-July 2023

Data from the HIPAA Journal shows data breaches against healthcare from August 2022 to July 2023.

U.S. Healthcare Data Breaches in the Past 12 Months
75 75
68
66
63
: 56
. 53 52 52
u
g 43
i 40 40
=]
=
August September October November December lanuary February March April May June July
2022 2022 2022 2022 2022 2023 2023 2023 2023 2023 2023 2023
2 Thee HIPAS, Journal 20273
Source: HIPAA Journal
P
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Data from the HIPAA Journal shows the number of records exposed in healthcare data breaches from

August 2022 to July 2023.
Records Exposed in Healthcare Data Breaches in Past 12 Months
19,044,544
18,116,982
5
g
i)
£
2 6,718,455 6,953,882 6,382,618
s 5,520,291
] ’ ' 5,015,083
3,823,339 4,425,891
2,506,410 2,174,592
1,064,195
1
August September  October November December lanuary February March April May June July
2022 2022 2022 2022 2022 2023 2023 2023 2023 2023 2023 2023
2 The HIPAA Journa 2023
Source: HIPAA Journal
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Incident Response Plans: Key Take-Aways

NIST Special Publication (SP) 800-61 Revision 2, “Computer Security Incident Handling Guide,” outlines the
principles and steps for developing an Incident Response Plan.

 Incident Response Plans provide detailed guidelines for organizations.

* Organizations can follow and adopt widely-accepted best practices.

* Creates a standardized and common language for approaching incidents.

* NIST Incident Response Plans emphasize quick and coordinated responses.
* Engaging in post-incident analysis encourages continuous improvement.

* Creates opportunity to learn from mistakes, identify vulnerabilities, and
enhance planning.
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Incident Response Plan Resources

NIST Guidance:
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf

NIST Contingency Planning;:
https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-34r1.pdf

Coordinated Healthcare Incident Response Plan (CHIRP):
HIC-CHIRP-FINAL 1.pdf (healthsectorcouncil.org)

CISA Guidance:

https://www.cisa.gov/sites/default/files/2023-02/federal-government-cybersecurity-incident-and-vulnerability-response-
playbooks-508c.pdf

CISA Incident Response Plan Basics:
https://www.cisa.gov/sites/default/files/publications/Incident-Response-Plan-Basics 508c.pdf
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-34r1.pdf
https://healthsectorcouncil.org/wp-content/uploads/2023/07/HIC-CHIRP-FINAL_1.pdf
https://www.cisa.gov/sites/default/files/2023-02/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks-508c.pdf
https://www.cisa.gov/sites/default/files/publications/Incident-Response-Plan-Basics_508c.pdf

ASPR HPH Cybersecurity Framework Implementation Guide:
Healthcare Sector Cybersecurity Framework Implementation Guide 1.1 (hhs.gov)

ASPR TRACIE (National Response Framework):

https://asprtracie.hhs.gov/technical-resources/resource/1746/national-response-framework

ASPR Incident Response Framework:
HHS/ASPR Incident Response Framework v2.1 (phe.gov)

National Cyber Incident Response Plan:
https://www.cisa.gov/sites/default/files/ncirp/National Cyber Incident Response Plan.pdf

-4
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https://aspr.hhs.gov/cip/hph-cybersecurity-framework-implementation-guide/Documents/HPH-Sector-CSF-Implementation-Guide-508.pdf
https://asprtracie.hhs.gov/technical-resources/resource/1746/national-response-framework
https://www.phe.gov/Preparedness/planning/incident-response/Documents/Incident-Resp-Framework-508.pdf
https://www.cisa.gov/sites/default/files/ncirp/National_Cyber_Incident_Response_Plan.pdf
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FAQ

Upcoming Briefing

* November 16 - Emotet Malware: The Enduring
and Persistent Threat to the Health Sector

Product Evaluations

Recipients of this and other Healthcare Sector
Cybersecurity Coordination Center (HC3) Threat
Intelligence products are highly encouraged to
provide feedback. To provide feedback, please
complete the HC3 Customer Feedback Survey.
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Requests for Information

Need information on a specific
cybersecurity topic? Send your request for
information (RFI) to HC3@HHS.GOV.

Disclaimer

These recommendations are advisory
and are not to be considered as federal
directives or standards. Representatives

should review and apply the guidance

based on their own requirements and

discretion. The HHS does not endorse

any specific person, entity, product,
service, or enterprise.



https://www.surveymonkey.com/r/HC3survey
mailto:HC3@HHS.GOV

About HC3

What We Offer

The Health Sector Cybersecurity Coordination Center
(HC3) works with private and public sector partners to
improve cybersecurity throughout the Healthcare and
Public Health (HPH) Sector. HC3 was established in
response to the Cybersecurity Information Sharing Act of
2015, a federal law mandated to improve cybersecurity in
the U.S. through enhanced sharing of information about
cybersecurity threats.
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Sector and Victim Notifications
Direct communications to victims or potential victims
of compromises, vulnerable equipment, or Pll/PHI
theft, as well as general notifications to the HPH
about current impacting threats via the HHS OIG.

Alerts and Analyst Notes
Documents that provide in-depth information on a
cybersecurity topic to increase comprehensive
situational awareness and provide risk
recommendations to a wide audience.

Threat Briefings
Presentations that provide actionable information on
health sector cybersecurity threats and mitigations.
Analysts present current cybersecurity topics, engage
in discussions with participants on current threats,
and highlight best practices and mitigation tactics.




HC3 and Partner Resources

Health Sector Cybersecurity Coordination Center (HC3) Federal Bureau of Investigation (FBI)

 HC3 Products * FBI Cybercrime

« FBI Internet Crime Complaint Center (IC3)
405(D) Program and TaSk GI’OUp ° FB| Ransomware

* 405(D) Resources
« 405(D) Health Industry Cybersecurity Practices Health Sector Coordinating Council (HSCC)

 HSCC Recommended Cybersecurity Practices

Food and Drug Administration (FDA) « HSCC Resources

* FDA Cybersecurity

Health - Information Sharing and Analysis Center (H-ISAC)
Cybersecurity and Infrastructure Security Agency (CISA)
* H-ISAC Threat Intelligence: H-ISAC Hacking Healthcare

 H-ISAC White Papers

» CISA Stop Ransomware e CISA Current Activity

» CISA Free Cybersecurity Tools * CISA Incident Reporting

@
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https://www.fbi.gov/investigate/cyber
https://www.ic3.gov/Home/ComplaintChoice/default.aspx/
https://www.fbi.gov/how-we-can-help-you/safety-resources/scams-and-safety/common-scams-and-crimes/ransomware
https://www.cisa.gov/stopransomware
https://www.cisa.gov/free-cybersecurity-services-and-tools
https://www.fda.gov/medical-devices/digital-health-center-excellence/cybersecurity
https://h-isac.org/hacking-healthcare/
https://h-isac.org/category/h-isac-blog/white-papers/
https://healthsectorcouncil.org/hscc-publications/
https://healthsectorcouncil.org/resources-2/
https://www.hhs.gov/about/agencies/asa/ocio/hc3/index.html
https://www.cisa.gov/uscert/ncas/current-activity
https://us-cert.cisa.gov/forms/report
https://405d.hhs.gov/resources
https://405d.hhs.gov/Documents/405d-Quick-Start-Guides-for-Medium-to-Large-Organizations-Official-Document-R.pdf

CPE Credits

(

87

%/

This 1-hour presentation by HHS HC3 provides you with 1 hour of CPE credits based on your
Certification needs.

The areas that qualify for CPE credits are Security and Risk Management, Asset Security,
Security Architecture and Engineering, Communication and Network Security, Identity and
Access Management, Security Assessment and Testing, Security Operations, and Software
Development Security.

Typically, you will earn 1 CPE credit per 1 hour time spent in an activity. You can report CPE
credits in 0.25, 0.50 and 0.75 increments.
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