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• Recent Activity

• Sophisticated Cyber Campaigns

• Disinformation

• Mitigation Techniques

• Questions

Non-Technical: managerial, strategic 
and high-level (general audience)

Technical: Tactical / IOCs; requiring 
in-depth knowledge (sysadmins, IRT)
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Cybersecurity and Infrastructure Security Agency 
(CISA) Alert (AA20-099A) COVID-19 Exploited by

Malicious Cyber Actors (April 8, 2020)

APT groups are using the COVID-19 pandemic as 
part of their cyber operations:

• Masquerade as trusted entities 
• Use coronavirus-themed phishing messages 

or malicious applications
• Their goals and targets are consistent with 

long-standing priorities such as espionage 
and “hack-and-leak” operations.

Cybercriminals are using the pandemic for 
commercial gain, deploying a variety of ransomware 
and other malware.

Recent Activity

TLP: WHITE, ID# 202005141030

Presenter
Presentation Notes
Alert (AA20-099A) - COVID-19 Exploited by Malicious Cyber Actors
https://www.us-cert.gov/ncas/alerts/aa20-099a
Alert (AA20-126A) - APT Groups Target Healthcare and Essential Services
https://www.us-cert.gov/ncas/alerts/AA20126A





4

CISA Alert (AA20-099A) APT Groups Target 
Healthcare and Essential Services (May 5, 
2020)

APT actors are targeting organizations involved 
in national and international COVID-19 
responses. 

Targeting organizations in order to collect bulk: 
• personal information
• intellectual property
• intelligence that aligns with national 

priorities

Actors view supply chains as a weak link that 
they can exploit to obtain access to better-
protected targets.

Recent Activity Continued
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Early February, Unknown Cyber Actors Target Companies’ Logistics

AZORult phishing campaign targeting Japanese-speakers originating from Russia or Eastern Europe.  

The attackers were not an APT but, “clearly understand the economic concerns surrounding the Coronavirus.” 

The campaign exploited a two-and-a-half-year-old vulnerability and targeted industries “particularly susceptible 
to shipping disruptions”. 

Those industries in order of most targeted are:

1. Manufacturing

2. Industrial

3. Finance

4. Transportation

5. Pharmaceutical
6. Cosmetic Companies

Sophisticated Cyber Campaigns
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Mid-February Russian APT 28 (Fancy Bear) linked, Hades 
group Targets Ukraine

1. Emails containing malicious attachments appearing to be 
Coronavirus information from the Center for Public Health 
of the Ministry of Health of Ukraine to targets in Ukraine.  

2. Mass Coronavirus-themed spam email campaign targeted 
Ukrainian citizens

3. Social media accounts spread “scaremongering” 
messages that the virus had reached the country.

In March, Russian Linked Cyber Criminals Target Biotech 
Firm

Evil Corp infected the U.S.-based biotech firm, 10x Genomics 
with the Sodinokibi aka REvil ransomware.  

10x Genomics is “part of an international alliance sequencing 
cells from patients who’ve recovered from the Coronavirus, in 
an effort to fuel the discovery of potential treatments.”

Sophisticated Cyber Campaigns (cont.)
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Intent

• Create a lack of trust by U.S. citizens in their government 

• Russian disinformation campaigns are used over the long-
term to create a larger political impact

• “Russia’s intent is to sow discord and undermine US 
institutions and alliances from within, including through covert 
and coercive malign influence campaigns,” 

Historical

• Blamed the United States Government (USG) for the creation 
of the AIDs, SARs, and Ebola epidemics 

• Disinformation referenced as fact today

• Victim Beliefs:
• Targeted by the USG because of their race
• Used as “guinea pigs” for the USG’s furtherance of 

developing vaccines for the ailment they were infected 
with

Disinformation
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Current

• Effort to identify COVID19 disinformation

• Suspect news sources and legitimate Russian owned 
news running stories that place the blame for the 
Coronavirus on the USG 

• Stories “amplified” in social media by Russian-based 
accounts reposting and commenting on the 
disinformation

• Russian COVID19 Message: Portraying “American 
officials as downplaying the health alarms and thus 
posing serious threats to public safety.”

Disinformation
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Disinformation (cont.)

[Russian Social Media] Posts reportedly included claims that the virus 
was a bid to "wage economic war on China," that it was a bioweapon 
engineered by the CIA, and that it was fostered "to push anti-China 
messages."

Then Now

Operation INFEKTION
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Disinformation (cont.)
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The following actions could mitigate the risk posed 
by APTs and cybercriminals:

1. An understanding of APT and associated 
cybercriminals tactics, techniques, and 
procedures (TTPs) to include, historical 
attacks and targeted vulnerabilities.

2. Keep systems updated with the most recent 
patches and prioritize patching for the most at 
risk systems based on the TTPs identified in 
bullet “1”.

3. Increase the identification and ingestion of 
APT and associated cybercriminal unit IOCs.

4. Have and practice an incident response plan.

General understanding of historical disinformation 
campaigns:

• Simplistic scapegoating

• Endless repetition

• Mixing of lies and half-truths with undeniable 
facts

Mitigation Techniques
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• Alert (AA20-099A) - COVID-19 Exploited by Malicious Cyber Actors
• https://www.us-cert.gov/ncas/alerts/aa20-099a

• Alert (AA20-126A) - APT Groups Target Healthcare and Essential Services
• https://www.us-cert.gov/ncas/alerts/AA20126A

• Another COVID-19 Research Firm Targeted by Ransomware Attack
• https://healthitsecurity.com/news/another-covid-19-research-firm-targeted-by-ransomware-attack

• State-sponsored hackers are now using coronavirus lures to infect their targets
• https://www.zdnet.com/article/state-sponsored-hackers-are-now-using-coronavirus-lures-to-infect-

their-targets/

• Putin’s Long War Against American Science
• https://www.nytimes.com/2020/04/13/science/putin-russia-disinformation-health-coronavirus.html

• US Pushes Back Against Russian, Chinese, Iranian Coronavirus Disinformation
• https://www.voanews.com/covid-19-pandemic/us-pushes-back-against-russian-chinese-iranian-

coronavirus-disinformation

• US accuses Russia of spreading conspiracies about the Wuhan coronavirus, including that it's a CIA 
biological weapon

• https://www.businessinsider.com/us-officials-claim-russian-coronavirus-disinformation-campaign-
2020-2?r=US&IR=T
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• How coronavirus disinformation caused chaos in a small Ukrainian town
• https://www.nbcnews.com/news/world/how-coronavirus-disinformation-caused-chaos-small-ukrainian-

town-n1146936

• Locals oppose quarantine of Ukrainians evacuated from China amid coronavirus concerns
• https://www.nbcnews.com/video/locals-oppose-quarantine-of-ukrainians-evacuated-from-china-amid-

coronavirus-concerns-79139909949
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Questions

Upcoming Briefs
• Web Shell Malware Threats and Mitigations

• Maze Ransomware

Product Evaluations
Recipients of this and other Healthcare Sector Cybersecurity Coordination Center (HC3) Threat Intelligence products 
are highly encouraged to provide feedback to HC3@HHS.GOV.

Requests for Information
Need information on a specific cybersecurity topic? Send your request for information (RFI) to HC3@HHS.GOV or call 
us Monday-Friday, between 9am-5pm (EST), at (202) 691-2110.

TLP: WHITE, ID# 202005141030
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About Us

HC3 works with private and public sector 
partners to improve cybersecurity throughout 
the Healthcare and Public Health (HPH) Sector

Sector & Victim Notifications White Papers
Directed communications to victims or 
potential victims of compromises, vulnerable 
equipment or PII/PHI theft and general 
notifications to the HPH about currently 
impacting threats via the HHS OIG

Document that provides in-depth information 
on a cybersecurity topic to increase 
comprehensive situational awareness and 
provide risk recommendations to a wide 
audience.

Threat Briefings & Webinar
Briefing document and presentation that 
provides actionable information on health 
sector cybersecurity threats and mitigations.  
Analysts present current cybersecurity topics, 
engage in discussions with participants on 
current threats, and highlight best practices 
and mitigation tactics. 

Need information on a specific cybersecurity topic or want to join our listserv? Send your request for 
information (RFI) to HC3@HHS.GOV or call us Monday-Friday, between 9am-5pm (EST), at (202) 691-2110.

Products

TLP: WHITE, ID# 202005141030
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