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Error

I am  signing t h is 
applicat ion under  
penalt y of  per jury 

At t est at ion
[Checkbox] 
[Signature]

Save signature 
date to App3 DB

SES
Update App still 

functioning?

Yes

Call SES Updat e App
(to manually save

signature date)

Log error in 
App 3.0 DB

No

Log error

signatureDate field

Error

Save signature 
date to App3 DB

SES
Update App still 

functioning?

Yes

Call SES Updat e App
(to manually save signature 

date and all attestations)

Log error in 
App 3.0 DB

No

Log error

The signature date is sent as the 
signatureDate field. The submission 
date is automatically generated 
separately by SES as the 
submissionDate field. 

Note that it is important for state 
Medicaid agencies to be able to 
distinguish between these two dates 
for applications they receive from 
the account transfer process.

No need to show additional attestations 
since user already attested when 
clicking submit.

User is not LOA2 
when submitting

Alm ost  f in ished. You 
can't  subm it  unt i l  you 
ver ify your  ident it y in 

t he next  sect ion.

Call SES Updat e App
(to manually save signature 

date and all attestations)

User is logged out

SES Errors

RIDP Issues (Cutover Launch only )

Authent icat ion Issues

Log event

Redirect to 
login page

This question is inserted dynamically 
wherever the user is in the flow.

This is possible if a prior session also 
had a blocking error that triggered the 
logic to collect the signature date.

It's important to keep the first signature 
date as it impacts Medicaid eligibility.

Also should make explicit that we don't 
overwrite signature date when the user 
comes back and finishes the app.

There currently is no SES asynchronous 
verification service, so we'd do this flow when an 
external system is down. In the future, we may 
consider alternate flows when an SES 
asynchronous verification service is available.

In this circumstance, this is an 
unexpected error so we track it in 
MixPanel so that the development team 
can investigate when these errors are 
happening. 

Verificat ion Systems Down

Does a signature
date already exist? 

No

Does a signature
date already exist? 

No

Blocking error in middle of application Blocking error on submit

Call SES Subm it  App

User clicks 
submit

Yes

Log error

Messaging

App3 system error

App3 Errors

User is inactive for 25 
minutes

Show logout 
warning screen

Could happen if a user bookmarks a 
page within the application that they try 
to access without logging in first.

Log the user out 
and redirect to 

login page

User is inactive for 30 
minutes

SES returns 
"Delay" or "Error" 

response

SES returns 
"Delay" or "Error" 

response

Call SES Updat e App

Call SES Subm it  App

Som e syst em s are 
down. Save and 
ret urn lat er , or  

cont inue w it h t he app 
w it hout  subm it t ing.

Our  ver if icat ion 
syst em  is 

t erm porar i ly 
unavailable. Please 

com e back  in 24 
hours.

If you continue to get 
an error, call the Call 
Center at XXX-XXXX 
for assistance. TTY 

users can use 
XXX-XXXX. You will 

need your 
application ID: 

If the user chooses to save and return 
later, we'll collect a signature and 

signature date if one doesn't already exist

This happens if SSA, IRS, or DHS is down for 
verifications that are still needed. If the systems are 
down but the relevant verifications aren't needed (e.g. if 
DHS is down but lawful presence has already been 
verified and does not need to be reverified) then SES will 
not return this error.

User finishes 
the app

Save signature 
date to App3 DB

Does a signature
date already exist? 

No

Yes

Call SES Updat e App
(to manually save signature 

date and all attestations)

Screen on Classic App

In this circumstance, this is an 
unexpected error so we track it in 
MixPanel so that the development team 
can investigate when these errors are 
happening. 

Agree/Sign/Subm it  
Flow

This is the normal agree/sign/submit flow where the user 
would review their application and attestations and sign 
the application before submitting.

This message is analogous to what is 
shown in App2 and Classic App. This 
message shows instead of Eligibility 
Results.The user would not receive any 
notices in their account.

Infrastructure team is monitoring logs, 
we'll have a process for regularly 
checking logs for these errors and 
investigating them should they be 
appearing.

Development team is monitoring logs, 
we'll have a process for regularly 
checking logs for these errors and 
investigating them should they be 
appearing. 

Development team will have multiple 
processes in place for handling errors, 
including NewRelic triggers to page the 
on-call engineers when there is a high 
error rate, checking logs regularly for 
error logs that require investigation. 
When there are bugs discovered, the 
bugs will be triaged and prioritized into 
upcoming sprints to be fixed.

Please log out  and log  
back  in and t ry again. 

If  t he problem  
persist s, call 

XXX-XXX-XXXX.

RIDP

Save signature 
date to App3 DB

No need to show additional attestations 
since user already attested when 
clicking submit.

Does a signature
date already exist? 

No

Yes

Verification Systems Down SES Indicators

This SES Update Call refers to SES Update App calls that can trigger 
verifications. For example App3 calls SES Update App after SSN is 
collected, which triggers SSN verification. App3 also calls SES Update App 
after income is collected, which triggers income verification.

Examples of when this happens:
- if SSA is down during SSN verification.
- If IRS is down during income verification.

SSA Not Available:
??computed.members[*].ssnStatusReason = 
"191_EDS_NOT_AVAILABLE"
HUB Not Available for SSA:
??computed.members[*].ssnStatusReason = 
"341_HUB_DID_NOT_RESPOND"
??
DHS Not Available:
??computed.members[*].citizenshipStatusReason = 
"191_EDS_NOT_AVAILABLE"
??
Hub Not Available for DHS:
??computed.members[*].citizenshipStatusReason = 
"341_HUB_DID_NOT_RESPOND"
??
IRS Not Available and Hub Not Available for IRS:
??Currently not returned in SES service responses. We are looking into 
whether we can address this within the SES 6.1 release.

SES  error on create, add member, update SES Indicators

This would occur at any blocking error that we'd encounter 
in the middle of the consumer flow, so it could potentially be 
triggered by an issue with Create App, Update App, Add 
Member, any call prior to Submit. 

In the event that we encounter an SES error in the middle of 
the consumer flow, SES would return a error with an http 
status of anywhere in the 4XX or 5XX, here's an example of a 
blocking response body:
{
??"resultType": "ERROR",
??"error": {
????"errorType": "INTERNAL_ERROR",
????"apiMessage": ""System can't process your request, 
please try later"",
????"errors": []
??},
??"requestId": "c08c7b70-7694-4574-b9eb-9be0a0204945"
}

SES error on submit SES Indicators

This could include flow level errors on submit. Flow-level 
validation errors on submit involve a 409 HTTP error code 
from SES and are therefore treated as blocking. Note that 
flow level validation errors earlier on in the application are 
not treated as blocking errors and are therefore will result 
in a 200 HTTP success code.

SES will set a unique HTTP status code and error code 
within the body. Currently this is a reponse with an HTTP 
status reason of 200. 
{
????"resultType": "ERROR",
????"error":{
??????"errorType": "DATA_SOURCE_ERROR",
??????"apiMessage": "The Data Services Hub has returned 
an error to SES",
??????"errors": [{
????????"errorCode": "EDS_OR_HUB_DELAYED ",
????????"apiMessage": "EDS_OR_HUB_DELAYED "

RIDP Issues SES Indicators

If a user is not LOA2, they cannot submit an app through 
App 3.0 at cutover launch

We wouldn't log as an error, as this isn't a software 
bug/deftect, but we'll still track event as a business metric

If accountHolderIdentityProofedIndicator = FALSE, upon 
the user trying to submit their application we'd trigger this 
flow

I am  signing t h is 
applicat ion under  
penalt y of  per jury 

At t est at ion
[Checkbox] 
[Signature]

This question is inserted 
dynamically wherever the 
user is in the flow.

When the user finishes 
the application later, they 
will be prompted to 
complete the rest of the 
attestations for the 
"Agree/Sign/Submit" 
section that apply to 
them

Note to Content: The text in the left is 
suggested text

 
Sorry, we?re still having a 
problem with our system. 

We don?t have enough 
information to process 

your application, but we 
still have the date of your 
first signature saved. If 

you complete your 
application and are 

determined eligible for 
Medicaid or CHIP, your 

state may use this date to 
determine when your 
coverage will begin.  

 
Please call the Call Center 

at XXX-XXXX for 
assistance. TTY users can 

use XXX-XXXX. You will 
need your application ID: 

Yes

Text

We've run int o an 
unexpect ed er ror . Don't  

wor ry, we st i l l  preserved t he 
signat ure you provided 
before. Com e back  in 24 
hours t o see if  you can 

com plet e t he applicat ion
 

If you continue to get an error, 
call the Call Center at 

XXX-XXXX for assistance. TTY 
users can use XXX-XXXX. You 
will need your application ID: 

Suggested Content 
Sorry, there?s a problem with our system. We don?t 
have enough information to process your application, 
but please come back in 24 hours to see if you can 
finish applying. If you don?t come back to complete 
your application, we will not be able to determine 
what coverage you may be eligible for.  

 
By signing below, we?ll save today?s date as your 
application date. If you come back in to complete 
your application and are determined eligible for 
Medicaid or CHIP, your state may use this date to 
determine when your coverage will begin.  

 
If you continue to get an error, call the Call Center at 
XXX-XXXX for assistance. TTY users can use 
XXX-XXXX. You will need your application ID: 

Note to Content: The text in the left is 
suggested text


