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Tips for reading this document

Document Purpose

This zONE End User Access Quick Guide explains how any interested & approved stakeholder may seek
to gain access to both the zONE platform, and also any applicable communities of interest on the

platform.

Acronyms & Terms

Center for Medicare and Medicaid Services’ (CMS) Opportunity to

CMSzONE Network and Engage website.
Located @ https://zone.cms.gov/

ZONE See “CMSzONE”

ACA Affordable Care Act

ACA Marketplace(s)

Affordable Care Act Health Insurance Marketplace(s)

End User

any user whom requires and/or has acquired access to zONE

Community Manager

Any user whom possess the role of Community Manager in an active
zONE Community.

The CMS Web Portal

CMS Enterprise Identity Management service (a site and/or application
designed to register individuals, and provide them with a username &
password for logging onto other systems).

Located @ https://portal.cms.gov/



https://zone.cms.gov/
https://portal.cms.gov/

Symbols

w Stop and reflect! Potential negative consequences
may occur if not observed & heeded.

Of specific note, importance, or value and may
require pre-requisites before proceeding.

Site Overview

zONE is an online platform for organizations and individuals partnering and working with CMS on ACA
Marketplace related matters. It is a secure, collaborative venue for stakeholders such as states, issuers,
federal partners, business teams, and technology teams to connect, communicate, and share information
such as reusable documents, resources, and best practices.

Mission of zONE

ZONE enables Marketplace communities to connect, communicate and share information to create a
learning culture that leverages the knowledge and talents of its members and advances the potential for
success of Marketplace implementation & operations.

Some benefits of zONE

Document threads for file sharing

Shared Wiki articles

Community Calendar/Event Management

A powerful global spotlight search of all user authorized content

A personalized user dashboard for easy applicable content consumption

Multiple, private stakeholder communities for a variety of Marketplace related content

Site secured by CMS Identity Management, with registration open to all CMS & non-CMS
Marketplace stakeholders

e Ongoing site evolution, including design & site feature additions & expansion to accommodate
new requirements & needs

Warnings & Cautions
Warning: Unauthorized Access

Unauthorized access to this United States Government Computer System and software is
prohibited by Title 18 of the United States Code, Section 1030, Fraud and Related Activity in
Connection with Computers.




Warning: Computer Usage

The Standards of Ethical Conduct for the Employees of the Executive Branch (5 CFR 2635.704)
do not permit the use of government property, including computers, for other than the authorized
purposes.

Caution: Sensitive Information

Do not store sensitive information (e.g., information concerning an individual) in electronic files
in a way that allows unauthorized persons to access the information.

w No Protected Health Information (PHI), or Personally Identifiable Information (PII)
is authorized to be posted on zONE.

Reminder: Retention of Records

Documents that you create electronically, including electronic mail, may be governed by the
Federal Records Act (Title 44 United States Code 3314) just as hard-copy records can be. Do not
destroy electronic records that are subject to the Act except pursuant to an approved records
disposition schedule.

Quick Steps to Access zONE & zONE Communities

1) Register & establish an account on the CMS Web Portal (https://portal.cms.gov)

2) Login to the CMS Web Portal with your new account, and request an appropriate role for the
zZONE platform (In most instances, the role of “End User” is the appropriate role)

3) Wait for an approval email (typically 1-3 business days) from the CMS Web Portal system

4) Login to zONE (https://zone.cms.gov) with your CMS Web Portal username & password

5) Navigate to Private Communities and choose one or more of the various communities to seek
membership by clicking the link & submitting the request form

6) Wait for an approval email (length of time for review varies by community) from the zZONE
system for the specific community(ies) requested

7) Site access complete! Login to zONE & navigate to any listed communities of interest to discover
content, discussions, & contacts therein



https://portal.cms.gov/
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Quick Steps (w/ Figures) to Access zONE & zONE Communities

1. Register on the CMS Web Portal (https://portal.cms.gov)
Figure 1.1 — Web Portal New User Registration Link
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Figure 1.3 — Web Portal Registration Form
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Figure 1.4 — Web Portal User ID & Password Creation Form

4 CMS Enterprise Portal - I

(] //portal.cms.gov/wp & =
G voral > New User Regisirauon =
Health Care Quality Improvement System  Provider Resources E ChDDSB your User ID &
e Password, and your security |
. Q&As, and then “Next” to
Screen reader mode Off | Accessibility Settings

finalize your submission
(security Q&As are used in the event
you lose/forget your password, or if

Choose User ID and Password Craate User Choose User D and Passward

Choose User ID And Password you are ever locked out of your
account)
User ID
Password

Confirm Password

Select your Challenge Questions and Answers:
Your challenge questions and answers will be required for password and account management functions

* Question: 1

- Answer 1
[Fsnse choose one Gusston v
Question:2 Answer.2
[Fimsse choose one Qusaten V]
Question:3

Answer 3




Figure 1.5 — Web Portal Successful Account Creation Confirmation Page
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It you are requesting access for a specific role in a system, please log on to the CMS Enterprise Portal using your new User ID and password. Please wail § minutes before logging
in_Sedecting the ‘OK button will girect you 1o the CMS Portal Landing page:

2. Login to the Portal, request a role for zONE

Login to the CMS Web Portal with your new account, and request an appropriate role for the zZONE
platform (In most instances, the role of “End User” is the appropriate role)

Figure 2.1 — Web Portal Login Page
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Figure 2.2 — Web Portal Terms & Conditions of Use
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Figure 2.4 — Web Portal Access Request Button

portal.cms.go,

D Portal Help & FAQs & Print [# LogOut  Welcome  user

CMS
.gov

Enterprise Portal

wy Portal Click “Request
CMS Portal > My Portal Access Now”

Use the link below to request access to Systems/Applications

The Enterprise Portal combines and displays content and ferms frem multiple applications, supports use_m\\.mh\\ —
navigation and cross-enterprise search tools, supports simplified sign-on, and uses role-based access and
personalization to present each user with only relevant content and applications. The vision of the Enterprise Portal is to

provide "one-stop shopping” capabilities to improve customer experience and satisfaction.
Contact Help Desk

Application Access

CERRS Help Desk Contact your local help desk
Escalation lo the appropnale extemnal help desks will be
handled by the local help desk Email at

emechteamicognosants com or 480-524-5611

There are several ways to manage access to applications in the CMS
Enterprise Portal
1. Togetaccess to applications supported by EUA go to the Enterprise User
Administration site

2. Toget access io applicabions supponed by EIDM and 1ACS, click the ‘'Request Access
Mow link on the right

TMSIS Help Desk For support issues, please visit the
State Support Halp Cantar

FFE /HIOS | Agents & Brokers Help Desk - Contact the
Exchange Operations Support Center [XOSC]at
CMS_FEPS@oms hhs gov or 1-855-CMS-1515

3. To review application access you have already been granted, click the ‘My Access' link
on the Welcome menu in the top nghl comer of the page.

P Value /| PQRS Help Desk - Contact the
PVIPORS Information Center at 1-888-734-6433

ACO Help Desk - Contact the ACO Information Center at
1-588-734-6433 (selact oplion 2)if you have any -

Figure 2.5 — Web Portal List of Systems

T

@ Portal Help & FAGs & Priot

To find zONE
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Figure 2.6 — Web Portal Role Request Form for zONE Platform
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acditional information 3 pait of the role request process. If agplicable, piease note that your request
Factor Authentication (MFA) is established

2 " System Description

If none fit, select “Third Party User”.

TPUs may receive additional access scrutiny
for zONE Community Memberships to ensure
content is limited to the appropriate
audiences.

* Rl
- Crganization Type

Please submit role data

Qrganization Nam:
Orgarization Address:
Supervisor Name:
Supenasor Emad
Supenvisar Phone number.

Each Role & Org Type
requires a limited set

[ et B e of data to make your
request

[Request New 37

Please enter any COMMENts you Want your Approver to see in the "Notes to the Approver

Notes 1o the Approver

Submit your request
once all details are
complete

Figure 2.7 — Web Portal Role Request Submission Acknowledgement Page
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3. Receive an approval email for the zZONE End User Role
Wait for an approval email (typically 1-3 business days) from the CMS Web Portal system

Figure 3.1 — Web Portal Email Confirmation of zZONE Role Approval

Email Confirmation of
approval from
donotrepl cms.gov

donotreply@cms.gov /

user@email.com

Your requestid: 13343¢  for the ZONE_ENDUSER__TPU role in ZONE App

3 lication has been approved. Thank you, CMS Enterprise Identity Management System. Please do not reply to this
system-generated E-mail.

4 Reply <4 Reply to All  =$ Forward

s More

to Reply, Reply All or Forward

4. Login to zONE with your Web Portal username & password
Login to zONE (https://zone.cms.gov) with your CMS Web Portal username & password

Figure 4.1 — zONE Login Redirect Illustration

the zONE URL re-
routes to the Web
Portal Terms &
Conditions & Login
Pages

CM_S.';}QV [ Er————

o e T T Once a user logs into
CMB HoV [ireheroa e the Web Portal Page,

the URL Is re-routed
back to zONE with the
user's credentials

/ A Welcome to zONE|CMS - x B T

<« I8 https://zone.cms.gov
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5. Seek Membership to Private Community(ies)

Navigate to Private Communities and choose one or more of the various communities to seek membership
by clicking the link & submitting the request form

Figure 5.1 — zONE Home Page & the Communities Tab

Public Communities are available to all zONE
End Users; however most content lives within
Private Communities. Hover over the
“Communities” tab to navigate to one of the
lists of Communities. Once you’ve joined one
or more communities, they will appear under
the “My Communities” Drop down as well (for
quick access).

Welcome to zON -

If you are new to zONE, the
CMSzONE 101 Public
Community is a great place
to learn more about the site.

o Cosmtus

A e e WA TS By s AT i MASEAEARS A MRS SrAE. -

Figure 5.2 — zONE Private Communities List & Membership Request Form

Click one of the private
communities to request
membership to it.

Provide an explanation for
why you are/should be an
authorized & relevant
stakeholder for this
Community, and click “loin".
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Figure 5.3 —Community Membership - Request Acknowledgement Page & Email Confirmation

¥aEr R o

Mome  Dasood®  Communties *  Prosk

Membership request
submission confirmed.

Private Communities

Communities vary in length of
time for review of requests,
but average time for response

is 1-3 business days.

® M3 JONE <zone-no-reah@cms nhs aov>

v gamacom
wser Email confirming

«— | your submission.

Vour membership to group Tsswer Commanity - Private’ located at
DID.//2008 £ o COm Mty S5usse-Sommrity- G i

For further assistance please contact the HelpDesk:
e o

1-855-CMS1515

Reply, Reply All of Forward | More

6. Receive Email Confirmation of Community Membership Approval

Figure 6.1 — Email Confirmation of Community Membership Approval

Email indicating membership
has been approved.

CMS ZONE <20ne-no-reply Gemshs.gos . l
Jason Ford_IC.

Link directly to the Community
(note, this & all other zONE links
will first direct you to the main
login page, if you are not already
logged in. However, it will continue

1-855-CMS-1515

Reply, Reply All or Forward | More

routing you to the clicked link, once
you’ve logged in.)

i EEE——————
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