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1 Introduction and Purpose of Local Backups

The purpose of this document is to outline the steps that are required to back up local and Amazon Web
Services (AWS) External Data Gathering Environment (EDGE) servers. The backup process is a
required procedure to restore EDGE servers during a disaster recovery process. These steps will focus on
taking database backups, archiving to different physical locations and restoring the data.

The “edge dbbackup” command creates a backup of the MySQL database schemas on the EDGE server.
The command can be executed by the issuer from the command line for both AWS and On-Premise (OP)
EDGE servers.

In the command prompt in PUTTY, simply type in thebackup command *“edge dbbackup” without input
parameters.

The backup command will include:

1. All production, common, and test database schemas that exist on the server for the
current processing year.
a. e.g. EDGE_SRVR_COMMON, EDGE_SRVR_PROD, and EDGE_SRVR_TEST

2. Any backup database schemas that have been created for past years.
a. e.g. EDGE_SRVR_COMMON_2014, EDGE_SRVR_PROD_2014 and
EDGE_SRVR_TEST_2014.

The backup command will not include:

1. Any eXtensible Markup Language (XML) ingest files submitted to the EDGE server for
processing.

2. Any XML output reports generated by the EDGE server.

ISSUERS’ RESPONSIBILITIES:

1. The backup command will not back up any XML ingest files submitted to the
server or output XML files generated by the server. The issuer is responsible
for backing up the XML ingest files submitted to the server for processing and the
XML output files generated.

2. Once the backup files are generated, it is the issuer’s responsibility to store the
database tables and files in a secure location, off the EDGE server, in a manner
that meets their internal IT backup policies.

1.1 AWS Servers

The command creates .SQL backup files in the issuer’s AWS Simple Storage Service (S3) backup
directory. These files contain a backup of all of the data on the EDGE server MySQL database, including
all schemas.

1.2 OP Servers

The command creates .SQL backup files in the issuer’s EDGE backup directory (cd

/opt/edge/ingest/backup) on the OP server. These files contain a backup of all of the data on the EDGE
server MySQL database, including all schemas.




2 Backup Policy

EDGE server issuers are required to retain all original data stored in their MySQL data tables for a period of
10 years. Issuers must maintain their MySQL data on the EDGE server, in an active, queryable status for a
period of three (3) years. CMS recommends issuers maintain the inbound and outbound files and reports on
their servers for at least the entire reporting period for a coverage year and for the purpose of troubleshooting
and to support the discrepancy and appeals process.

Required:

Issuers are required to back up their EDGE servers in accordance with this user guide after each CMS-
executed Risk Adjustment (RA) and Reinsurance (RI) run. Backups must also be moved to a secure external
location off the server in order for the data to be retrievable and accessible in case of catastrophic system
failure. Issuers must move backed-up final EDGE data SQL tables to an external source after the final RA
and RI calculations are run in May. Storing a backup on the EDGE server is not sufficient. Storage of the
EDGE data SQL tables is the minimum requirement to meet the data retention policy. Retention of inbound
and outbound data files that contributed to the final calculations is a recommended best practice.

After the final RA and RI calculations are run each calendar year, CMS will require that issuers attest that
they have performed the backup function to an external location. Additionally, issuers will need to attest
that they have verified that their data has been backed-up and is available for future use if need be.

Backups should be performed and moved to a secure external location other than the EDGE server, in order
for the data to be retrievable in case of system disaster.

Recommendations:

CMS recommends that issuers back up the MySQL tables and all inbound and outbound reports
frequently, such as after each data submission and whenever issuers are making Information
Technology (IT) changes (e.g. software/hardware changes, migrations, etc.) to their EDGE server.

Note that the issuer is ultimately responsible for making sure files are appropriately backed-up off their server
in a safe and accessible location. Issuers should ensure any contracted parties responsible for data submission
and retention have the appropriate backup procedures inplace.

Issuers who do not comply with backup requirements and experience a loss of data that is irretrievable, may
receive adverse audit findings where applicable. CMS will not be extending file submission deadlines for
issuers who have failed to back up their data in accordance with theseinstructions.

3 Pre-Step Checklist

Prior to executing the EDGE command to conduct the backup, complete the pre-step checklist belowto ensure
an environment suitable to conduct the backup exist.

1. Ensure there is a valid working server available.

2. Ensure the server is running in AWS EC2.

3. Download and install the PUTTY application from the web.

4. Download and install WINSCP or any File Transfer Protocol (FTP) client of your choice.




4 Executing the Backup Command for an AWS Server

This step will guide you through executing the local backup command for AWS servers for extraction of XML
(input/output) files.

4.1 Logging into PuTTY

PuTTY will allow issuers to log into their server once the server has been provisioned. This willallow issuers
to run the “edge dbbackup” command to back up their files and schemas and log into MySQL to query their
database for reference data and files ingested in the PROD and TEST schemas.

Below are steps to retrieve the server Internet Protocol (IP) address, create a PUTTY session, and log in to the
server.

1.
2.

Log in to your AWS account.
Navigate to EC2.

W@ AWS v Services v

Amazon Web Services

Compute
|||| EC2

Virtual Servers in the Cloud

= EC2 Container Service

Run and M & Docker Containers

]- Elastic Bl

Run and Manag

‘ Lambda
Run Code in Response to Events

Figure 1 — AWS Account

Click on “Running Instances”.

Resources
You are using the ‘ollo'.'.-'lng Amazon EC2

10 Running Instances
47 Volumes

3 Key Pairs

0 Placement Groups

Figure 2 — Resources
Identify your server and confirm that the “Instance State” is “running”. If the “Instance State” is “stopped”,

then you must first start the instance by right clicking on the instance row and selecting Instance State >
Start as seen in the screenshot below:

Instance Type Availability Zone Instance State Status Checks Alarm Status
2. micro us-west-2¢
c3.xdarge us-west-2c
c3.xdarge us-west-2¢ \ i Launch More Like This
c3.xlarge us-west-2c | i Instanc b
c3.xarge us-west-2¢c i i Instance Settings »
c3.xarge us-west-2c [ i Image 4
c3.xarge us-west-2c Reliing b
CloudWatch Monitoring »
c3.xarge us-west-2c

Figure 3 — Instance State




5. After confirming the server is running, retrieve the public IP address for your server as seen below:

(EULLLELEZL LS Connect || Actions v

L -
1to 14 of 14
Name - Instance ID Instance Type Availability Zone = Instance State ~ Status Checks -~ Alarm Status Public DNS
@ EdgeServer-59316 i-21daB7e1 c3.xlarge us-west-Tc @ running @ 2/2checks Nare ®
: ] »
Instance: | i-21da87e1 (Edge Server-59316) Public IP: 54.193.82.80 [N = =]

Figure 4 — Public IP Address

In the PUTTY screen under Host Name (or IP address), enter the IP address you retrieved from
AWS.

Enter the Host Name (or IP address) : ec2-user@xx.XXX.XXX.XXX

Enter any name for the server under “Saved Sessions”.

Click on “Auth” under category in the left side panel.

Click on “Browse” and select your .ppk key file.

Click on “Session” under category in the left side panel.

Click on “Save” to save your new PUTTY session.

B PuTTY Configuration LA 8 PuTTY Configuration ¥
Category: Category:
= Session - Qptions controling SSH authertication - Session - Basic options for your PuTTY session
- Logging Lo N
& Terminal Bypass authentication ertirely (SSH-2 oniy) . Temnga‘g‘”g Speciy the destination you wart to connect to
- Keyboard 7] Display pre-authentication banner (SSH-2 only) .. Keyboard Host Name (or IP address) Port
« Bel i gel ec2user@54.143.232 140 2
Authertication methods :
- Features 7 i Features Connection type:
= Window b T e e i o] & Window Raw () Telnet © Rogn © SSH  © Seral
. Appearance #ttempt TIS or CryptoCard auth (SSH-1) Pppearance
- Behaviour V] Attempt “keyboard-interactive"” auth (SSH-2) Behaviour Load, save or delete a stored session
-~ Translation Transation Saved Sessions
. Selection Authentication parameters e T
- Colours Allow agent forwarding Colours
Defaul Seti -
= Cunr[v)emun 2 Aﬂnv;(‘ an;m.;ned cr;anges of usemame in S5H-2 & Gonnedtion etk Load
~ Data rivate key file for authentication: Data EC2- 16430 v
- Proey C:\Users\amiraliniathoo\Deskiop \PROV Proxy Eg%m;; T
- Telnet Telnet . Delete
A EC2- 34606
o Rlogin EC2-37367 -
£ SSH & SSH
- Kax :
= [~ Kex Close window on ext:
p x ﬂ Nways Never @ Only on clean exit
~Xi 2 Lxm -
About Help Open Cancel Moot [ Hep Open [ Cancel

Figure 5 —Logging into PuTTY

4.2 Verifying the Schema Information
This step will verify all your schema information before you begin the backup process.

1. Log in to your server using the above PUTTY instructions.
2. LogintoMySQL.
3. Atthe MySQL prompt, type: “show schemas”.

Figure 6 — DB Schemas



mailto:ec2-user@xx.xxx.xxx.xxx

Verify all your schemas are present.
At the MySQL command prompt, type: “quit” to exit back to the UNIX command prompt.
At the command prompt, type the command: “edge dbbackup” and press “enter”.

ook

Figure 7 — Backup Command Prompt for AWS Server

7. Wait for the backup process to complete successfully.

4.3 Verifying the Backup for an AWS Server
This step will verify that the backup was successfully created in the AWS backup bucket in the S3 Bucket.

1. Log into the AWS website. The link will be the same one (1) used to ingest your XML files.
2. Navigate to the S3 Folder on the home page.

Storage & Content Delivery
s3

Scalable Storage in the Cloud
CloudFront

Global Content Delivery Network

Elastic File System

Fully Managed File System for EC2

Glacier
Archive Storage in the Cloud

Storage Gateway
Integrates On-Premizes [T Environments with Cloud
Storage

A RN

Figure 8 — AWS S3 Folder

3. Inside the S3 Folder, navigate to the backup folder link.

BF AWS v  Services v

Create Bucket Actions

All Buckets (7)

Name
c-templates-1u1tllcgevit0-us-west-1
cms.edge.ingestarchive 363312733669

cms.edge.ingest backup. 363312733669

Loy
[{n]

cms.edge.ingestinbox. 3633127336
cms.edge.ingest.logs. 363312733669

cms.edge.ingest.outbox 363312733669

[ol lal [al [l [al [l [

edge.sharing

Figure 9 — S3 Folder Back up Folder




4. Select your server ID and click on it to enter the folder.
5. Verify that your backup is visible inside the folder.

a. Verify the backup for all your schemas are created with
IssuerlD.SchemaName.LOCAL_BACKUP.TodayDateandTime.sgl
b. Verify the date the backup files were created (Should be curr

-

i AWS ~

Services v  Edit

ILILELE  Create Folder | Actions v

All Buckets | cms.edge.ingest.backup.363312733669 / 14570
Name
D 14570_EDGE_SRVR_COMMON.LOCAL_BACKUP.D10052015T090733.sql
[} 14570_EDGE_SRVR_COMMON_2014 LOCAL_BACKUP.D10052015T080733 5q1
D 14570_EDGE_SRVR_PROD LOCAL_BACKUP.D10052015T090735.5q1
[} 14570_EDGE_SRVR_PROD_2014.LOCAL_BACKUP.D10052015T080733.5q1
D 14570_EDGE_SRVR_TEST LOCAL_BACKUP.D10052015T090735.sq!
[} 14570_EDGE_SRVR_TEST_2014 LOCAL_BACKUP.D10052015T080733.5q]

Storage Class
Standard
Standard
Standard
Standard
Standard

Standard

Figure 10 — Verify Creation of Backup Files

4.4 Accessing your Backup files from an AWS Server

Properties

Size
21.8MB
802 bytas
73.2KB
800 bytes
73.2KB

800 bytes

ent date and time).

Amirali_Nathoo @ 3633-1273-.. v Global v  Support v

Transfers &

Last Medified
Mon Oct 05 21.07:37 GMT-400 2015
Mon Oct 05 21:07:40 GMT-400 2015
Mon Oct 05 21.07:41 GMT-400 2015
Mon Oct 05 21:07:41 GMT-400 2015
Mon Oct 05 21.07:41 GMT-400 2015

Mon Oct 05 21:07:41 GMT-400 2015

Note: It is important that issuers download and store the backup that is generated and any ingest files
under /opt/edge/ingest/archives/ and any reports not saved by the backup command, in a secure location

that meets Issuers’ internal IT backup policies.

To access the backup files that are generated, please follow the steps below:

1. Log into the AWS Website. The link will be the same one (1) used to ingest your XML files.

2. Navigate to the S3 Folder on the home page.

Storage & Content Delivery

53

Scalable Storage in the Cloud
CloudFront

Global Content Delivery Network
Elastic File System #REVIEY
Fully Managed File System for EC2
Glacier

Archive Storage in the Cloud

Storage Gateway

2 % & 0

Storage

Figure 11 — S3 Folder Page

3. Inside the S3 Folder, navigate to the backup folder link.

Create Bucket Actions v

All Buckets (7)

Name
cHemplates-1u1t1icgevit0-us-west-1
cms.edge.ingestarchive 363312733669
cms.edge.ingest backup. 3633127336609
cms.edge.ingestinbox. 363312733669
cms.edge.ingest logs. 363312733669

cms.edge.ingestoutbox 363312733660

ol [l [l [ [dl [al [al

edge.sharing

Figure 12— Backup Folder Link
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Select your Server ID and click on it to enter the folder.
Select the backup file by selecting the square box on the left hand corner in front of the files (All
the files cannot be downloaded at once in this step. All files must be individually selected and

downloaded.)

RE  Aws - Edit Amirall_Nathoo @ 3633-1273- =

ok

Global ~  Support -

m Create Folder  Actions ~ None Froperties

All Buckets | ems.adge.ingest.backup. 363312733660 | 14570
Name Storage Class Slaw

B[ s

Standar 217 s

oooEoOooo

Figure 13 — Selecting Backup File (Image 1 of 3)

6. Right click on the selected file and click on the “Download” link.

Name Storage Class Size

[ ] D 14570_EDGE_SRVR_COMMON LSl BACKLE AR 2R 5T015050 sq! Standard 217 MB
[ 14570_e0cE_srRvR_common_kead )072015T015050 59 Standard 12KB
D 14570_EDGE_SRVR_COMMON_RINIE] )072015T015059.5q Standard 802 bytes
D 14570_EDGE_SRVR_PROD LOC] Make Public 15101 sql Standard T32KB
D 14570_EDGE_SRVR_PRCD_201| $015T015050 s5q] Standard 12KB
[ 14570_EDGE_SRVR_PROD_201 D015T015050.5G1 Standard 800 bytes
D 14570_EDGE_SRVR_TEST LOCH 15101 sql Standard T32KB
[ +4570_E0GE_SRVR_TEST_2014 b15T015050 50! standard 12KB

[ 14570_EDGE_SRVR_TEST_201:jeNy D15T015059.5q| Standard 800 bytes
Copy

Figure 13 — Selecting Backup File (Image 2 of 3)

7. Right click on the “Download” link displayed and click “Save linkas...”

Please right-click the download link below
and choose"Save Link As..."

@ Download

Figure 13 — Selecting Back up File (Image 3 of 3)

Transfers (&

Last Modified

Wied CctOT 13.61 04 GMT-200 2018

Last Modified

Wed Oct 07 13:51:04 GMT-400 201%
Wed Oct 07 13:51:11 GMT-400 201¢
Wed Oct 07 13:51:10 GMT-400 201¢
‘Wed Oct 07 13:51:10 GMT-400 201%
Wed Oct 07 13:51:10 GMT-400 201¢
‘Wed Oct 07 13:51:10 GMT-400 201%
‘Wed Oct 07 13:51:03 GMT-400 201£
Wed Oct 07 13:51:03 GMT-400 201¢

Wed Oct 07 13:51:11 GMT-400 201%

8. A window prompt will be displayed to save your file in the secure location of your choice. Select

the location and click “Save”. Make sure the file is saved as a .SQL type.




& Save As

{ = = | Cearch Dheshkiop -
) ) [ — Desktop  » |+, | Search Desktop §=]
Organize ~ Mew folder EB=. -
I Lo R Es == Libraries
Bl Desktop Systern Folder =
& Downloads T i
=l Recent Places 3 | _2 Mathoo, Amirali
Rt iy, Systerm Folder
. . . L Computer
“ == "L|brarles P Systern Folder
—=| Documents
' Music i e Metwork
E=| Pictures L Systerm Folder
- — -

File name: 14570_EDGE_SRVRE_COMPMONM.LOCAL BACKUP.D10072015T015052 . =gl -

Save as type: | SQL Text File =

~ . Hide Folders Sawve | Cancel

Figure 14 — OP Backup Command Prompt

5 Executing the Backup Command for an OP Server

This step will guide you through executing the local backup command for OP servers. These command
prompts will assist issuers in extracting their XML (output/input) files not covered to be moved to their local
backup tool for disaster recovery purposes.

1. Connect to the OP EDGE server using PUuTTY or your preferred Secure Shell (SSH) client.
2. Navigate to the cd /opt/edge/bin folder.
3. Atthe command prompt, type the command: ./edge dbbackup and press enter .

Figure 15 — OP Backup Command Prompt

4. Wait for the back-up process to complete successfully.

5.1 Verifying the Backup for an OP Server
This step will verify that the backup was successfully created in the AWS backup bucket in the S3 Bucket.

1. Login tothe OP server.
2. Navigate to cd /opt/edge/ingest/backup.

—k

v

Figure 16 — Ingest Backup Command

3. Verify that your backup is visible inside the folder.
a. Verify the backup for all your schemas are created with
IssuerID.SchemaName.LOCAL_BACKUP.TodayDateandTime.sql
b. Verify the date the backup files were created (Should be current date andtime).




Figure 17 — Confirming Creation of Backup File for OP Extraction
Issuers should install MySQL Community Server 5.5.43:
Note: Issuers who want to install a different version of MySQL should first contact their Financial

Management Coordination Center (FMCC) representative to ensure it complies with current CMS guidelines
and EDGE software.

Figure 18 — EDGE Server Version

5.2 Saving your Backup Files from an OP Server

Note: It is important that issuers download and store the backup that is generated and any reports not
saved by the backup command in a secure location that meets issuers’ internal IT backup policies.

To save the backup files that are generated, please follow the belowsteps.

1. Retrieve your IP Address.
2. LogintoWinSCP.




o o =~

G New Site Session

S 14570 File protocol:
22033

[ 25032 [SF'-P

& DEV_PP

3 oP_sogsi

Host name: Port number:

52.89.210.217 22 =

User name: Password:

ec2-user

[ Save [ Advanced... IVI

Manage ¥ 2] Login

Figure 19 — Log in to WinSCP

3. Click on the right hand panel to highlight it. Navigate to /opt/edge/ingest/backup.

B Documents - OF 80581 Wirsie)
Loctl Mark Files Commands Sewion Options Remete Help
& 3 oymbeoree WP @ J Queve = Trastes Settings Default e
B OF L | Hew Sesson
1 My documents ) R R D backup - m & (5 @ O Tind Fles | B
(=R RN | X =AW
Sie Type Chasged = || Naa fize Changed
wl Pwentdrectcry  LOHIILS S0040 FM & - SLLNS M M
adpl Fie fulser TRT0NE RAL AM 1= 30991 FOGE_SRVE_PRODLOCAL BACKLP,DIO0GIT SIS 090 TIKR  LOVE/0N5 25354 PM
ke in Eepeess Fie fulder 5 5091 KOGE_SKVE_TESTLOCAL BACKUR TL00AXLS 1028234, 5o TTRE  10AIS 25331 P
Ares Fii foldar 1_F0GE_ SRVR, COMMONAOCAL RACKUP DI00E01STIS MR 0 TR LO/ENS 25151 PM
L EMSFFS - B Flefulder AN S518 AM 5 50991 _E0GE SRVR_TEST 215 LOCAL BACKUP OHOSALSTON 285 00 KB JOMANS 25305 PM
Comparsfiugingd 553 kin File folder TN HIE1E AN 1 8003 _UDCE_SRVE_PAOD 2015 LOCAL BACKLIP D806301 STORSEE o) UKD 15015 BELE P
Custeen Office Templates File felder LS00 110940 AM [ 20991 _EOGE_SRVA_COMMON 2005 L0CAL BACKUP DI0MANSTISHS . 20802KE  LOVK/20L5 25385 PM
Dstatizer P folder VIS TLRAL AN 1 n0wsn_LOGH_SHVR_TEST 2144 0CAL BACKMP DL00SILS TOLS M sq1 T LOIIS 25045 PM
dumpHILELE Fil fislder TG FIIL AM = 3099 _FOGE SRVE_PROD A1 LOCAL BACKUP, D006 TOZS345 5o TIKE VN5 25345 PM
edge Fie folder SIS $3612 P 1 30091 E0GE_SHVE_COMMON_X1210CAL BACKUP DI00SAIISTAISH . Z0802KE  LOB/20LS 2558 P
Expantat Fil foldar IR FBIT AM 5 SBAR. TEST 0114 F0901_J015H0051 4243104, e5f TR JOE0LS 24335 PM
b Fan File felder RS ST A E VR PROD_MILA S0051_X1510062 LTI 3o TIRE OIS 2434 PMA
Miss Filefoldar -.‘ [ IDGE_SHR_COMIAOK 204 _BOSOL 301510061 424554 cq FTMKD 1863005 24254 PM
My Dets Seumees File Fislder [ EDGE SR TEST 2015 80991 J00SH00EI05141L st TIKE L0015 10442 PM
My Biecerved Files P folder [ LDGE SR PROD_Z0LS S0991_X0131908 351411 55 LIKD LVRILS 140 PM
(nay shapes File flder I EDGE_ SR COMMON, 2015 B9SL_201 530061 2350411 sq ZTEKR 1005 14356 PM
M foldes Fiefolder

Figure 20 — Ingest Folder

4. Click on the left-hand panel to highlight the window. Navigate to the location you want to save your
files. Drag the files from the right window to the location on the left.

6 Restoring your Backup Files

Issuers must notify CMS immediately upon becoming aware of any issues with files, either stored or lost,
which can create an access or retrieval problem. CMS would like to note that issuers must contact their
FMCC Service Representatives for technical assistance. CMS encourages issuers to report issuer-based
problems as soon as possible so that, to the extent feasible, CMS can provide assistance to issuers to resolve
those problems before the final data submissiondeadline.

CMS also asks that issuers always review their data and their EDGE server reports during the data
submission process. Issuers must submit accurate and complete data for a benefit year by April 30" of

the subsequent benefit year.

AWS issuers should not contact Amazon for assistance in restoring their files until they have been
instructed to do so by CMS.
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7 Acronyms and Abbreviations

Table 1 provides a list of acronyms used in this document.

Table 1 — Acronyms and Abbreviations

Akﬁ)cr:a?/?g{?o/rl Literal Translation
AWS Amazon Web Services

DB Database

EDGE External Data Gathering Environment

OP On Premise

8 Technical Assistance

FMCC representatives are available to answer any questions or assist issuers with this procedure. To reach an
FMCC representative send an email to EDGE_Server_Data@cms.hhs.gov.

11
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