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Overview

The purpose of this document is to provide the steps for initial access to the FM Community.
This process includes downloading the two-factor authentication application, WinAuth.
Although the WinAuth application only needs to be downloaded once, two-factor
authentication is used each time a user accesses the FM Community. These instructions also
include the process to initially verify your account in the FM Community. After setting up your
account, retain your user name and password.

.Ulﬂd[ﬂlg'
Note: The download and install steps in this guide reflect using the
Firefox® browser. If you use a different browser, some steps may differ slightly.

1 Download and Run the WinAuth Application

The initial installation of the WinAuth application is a one-time process. Once completed, you
will not need to complete these steps again.

Follow these steps to download and run the WinAuth application:

1. Navigate to https://winauth.github.io/winauth/download.html.

2. Locate the latest stable version of WinAuth, usually listed closest to the top of the page, and
make note of that version.

3. Select the WinAuth link.

Figure 1: WinAuth Link
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WinAuth Version 3.5

This Is the latest stable version of WinAuth.

WinAuth 3.5.1)(2016-06-07)

MD5: 9393C99901412C0D28CCCEADFRCEE5C3. WinAuth.exe MDS: 3CE8B42FFEBC4822FCEDET4FEF21230DD
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4. Save the WinAuth .zip file to the desired location on your computer.

.UN'J[HEQ'
L2l Note: The latest stable WinAuth version may be different than what
appears in these instructions. Always select the latest stable version.
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5. The file will download as a compressed (zip) folder. After downloading, right click on the zip
file and select extract all.

Figure 2: Extract Destination
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| Extract Compressed [fipped) Folders

Select a Destination and Extract Files
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Exract | | Cancel

6. Open the WinAuth.exe file from your saved location.

7. If opening WinAuth for the first time, deselect the Always ask before opening this file check
box.

Figure 3: Deselect Checkbox

Open File - Security Warning ﬁ

Do you want to run this file?

\E" Name:
Publisher: Colin Mackie
Type: Application

From: Ci\Users\|leede\Desktop\WinAuth-3.5.1\WinAuth.exe

Run ‘ l Cancel

%-I Always ask before opening this file I

While files from the Intemet can be useful, this file type can

potentially harm your computer. Only run software from publishers
you trust. What's the risk?
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8. Select the Run button.

9. Select the gearicon in the WinAuth window and then select Always on Top from the drop-
down menu.

Figure 4: Gear Icon

WinAuth

Click the “Add” button to create or import your authenticator

Add
Change Protection...

Start With Windows

F- Always on Top

Use Systemn Tray Icon
|_'-" Auto Size

Export...
Check for updates......
About..,

Exit Alt+Fd4

10. Return to your registration email and follow the instructions in Step 3, which directs you to
select the Verify Account link. Then continue to Section 2.

2 Verify Account and Complete Two-Factor Authentication
Installation

After you have selected the Verify Account link from Step 3 in your registration email, you will
be directed to the Connect Salesforce Authenticator page in your web browser. Do not follow
the on screen instructions to download an authenticator app to your mobile device.

EUN:]HD@»

£1 Note: The FM Community is optimized for use with Google Chrome™ or
Firefox®. Some form features, such as error messaging, may not function
properly in Internet Explorer®.

Follow these steps to complete the set-up of two-factor authentication and to access the FM
Community for the first time:
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1. Select the Choose Another Verification Method link from the bottom of the Connect
Salesforce Authenticator page.

Figure 5: Choose Another Verification Method

For security reasons, you have to connect Salesforce
Authenticator to your account. The app sends a
notification when we need to verify your identity, and
you verify with just a tap. You can also enable location
services to have the app verify you automatically from
trusted locations. The app provides codes to use as
an alternate verification method.

1. Download Salesforce Authenticator from the App
Store or Google Play and install it on your mobile
device.

2. Open the app and tap + to add your account.

3. The app shows you a unique two-word phrase.
Enter the phrase below.

Two-Word Phrase

Choose Another Verification Method _
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2. Select the Use verification codes from an authenticator app option from the bottom of the
Choose a Verification Method window.

Figure 6: Choose A Verification Method Window

How would you like to verify your identity?

(O Use the Salesforce Authenticator mobile app

f Use verification codes from an authenticator app

3. Select the Continue button. Refer to Figure 7.

4. Select the I Can’t Scan the QR Code link at the bottom of the Connect an Authenticator App
window, below the Back button.

& Warning: Do not follow the screen instructions regarding the QR code for a
mobile app.
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Figure 7: 1 Can’t Scan QR Code Link

(cms

Connect an Authenticator App

Connecl an authenticator app thal generates
verification codes. You can use the codes when we
need to verify your identity.

1. Download and install an authenticator app on your
maobile device.

2. Use the app to scan this QR code

3. Enter the code generated by the app.

Back

| Cant Scan the OR Code | _
hoose Another Verification Meathod
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5. Select and copy the Key code provided on screen. You will enter this code into the WinAuth

application in step 9. Do not follow the screen instructions about using a mobile device.

& Warning: Do not close this window after selecting the code. You will return
to enter a code in the Verification Code field.

Figure 8: Connect An Authenticator App

On your mobile device, go to the authenticator app
and enter this key.

Some versions of Salesforce Authenticator don't
support manual key entry. Use a different app, or
contact your Salesforce administrator for help.

Key

Y223ABTBAWDTOAEGJBLPOUWLVHUYWCEJ

Now enter the verification code your app displays.
Verification Code

Connect

6. Return to the WinAuth application.

%Note: If you have closed it, locate the WinAuth application from your
saved location and double click to open.
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7. Inthe WinAuth application, select the Add button, and then select the Authenticator option
from the drop-down menu.

Figure 9: Add Dropdown Menu

- X
WinAuth
Click the "Add" bumon to create or import your authenticator
‘ﬁm Authenticator Il available <o

Google

[+

|

B Microsoft
£5  Battie.Net
2 Guild Wars 2
. Glyph / Trion

Import...

8. In the Add Authenticator window, enter an Authenticator name in the Name field, for
example, FM Community. Refer to Figure 11.

9. Paste the Key code from Step 5 in field number 1, to the left of the Decode button. Refer to
Figure 11.
10. In field number 2, leave the radio button for Time-based selected. Refer to Figure 11.

11. In field number 3, select the Verify Authenticator button. Refer to Figure 11.
12. Take note of code in field number 4, which you will use in Step 14. Refer to Figure 11.

Wﬂﬂ§

b Note: The code in field number 4 will reset after the green bar times out,
so you may need to refer back to this window in the app more than once for a
refreshed code.
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Figure 10: Add Authenticator Window

Add Authenticator
Marme: M Community

1. Erter the Secret Code for your authenticator. Spaces dom't matter, If
you have a QR code, you can pasze the URL of the image instead

Y223ABTBAWDTOAESIBLPOUMWLVHLUYWCE! Decode
L]
2. Chaose if this is 3 time-based or a courter-based autherticatar, If
you dom't know, its likely time-based, 5o just leave the default choice g
= Time-based Counter-based

3. Click the Verify button to check the first code

Verify Authenticator

*

4. Verify the following code matches your service

885 506

13. Return to the CMS Connect an Authenticator App window in your web browser. Refer to
Figure 12.

14. Enter the six-digit code from the Add Authenticator window into the Verification Code field
in your browser and then select the Connect button. Refer to Figure 12.

Figure 11: Enter Verification Code

(CcMms

Connect an Authenticator App

- K

Add Authenticator
On your mobile device, go 1o the authentic alor app = FM Community
and enler this ey L Dt ki CE AR i B Late. Loates S mune I
Some vérsions of Sakesforce Authenticator don't s S R P

WEFLANTIA SO T Ol PO AR, WU L

suppon manual key entry. Uise a different app, or
contact your Salesforce administrator for help 2 Grasse #7 44 rma-based o 8 Goow-ed pararsamse ¥
Ky = Moo el e Bt
Y223ABTBAWDTOAESJBLPOUWLVHUYWES i

4 e - " e o
Mow enler the vernfication code your app displays

rific.ation Code
[} o
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15. Select the OK button in the Add Authenticator window to save the new authenticator.

Figure 12: OK Button

Add Authenticator

Harme:  FM Community

1 Erter the Secret Code for your autherticator. Spaces don't matter. If
you have a QR code, you can paste the URL of the image instead
Y223ARTEAWDTOAESIBLPOLRMVLVIHLNWIOG) Drecode
Choose if this is a ime=-based or a courter-Dased auherticator, If

w dor't know, it's likely time-based, so just leave the default choice

= Time-based Counter-based

L

Click the Verify buthon to check the first coda
Verify Mutheenticatorn
4 Verify the following code matches your senice

985 506

—

m¥ Cancel
16. Deselect the Protect with my own password check box in the Protection window. Refer to
Figure 14.

17. Select the OK button to close the Protection window.

Figure 13: Protection Window

Protection

Swlect how you would like to protect your authenticators, Using a passward s strongly recommended
otherwise your data coud be read and siclen by malware running on yoUr COMpAer

Protect with my own password
Your ausherscators will be encrypted us Mg yOur Guwh pastwera and you will need o anter your
password 10 open WinAuth. Your authenmacators will be inaccessible if you ’C‘;é’. youUr password and you
do not have a backup

Password

e CloUt

Encrypt to only be useable on this computer
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18. Copy the code from the Authenticator and paste it in the Verification Code field in the
Verify Your Identity window. Then select the Verify button.

Figure 14: Enter Verification Code

(CMS

Verify Your Identity

You're trying te Log In to FAinancial Management. To
ke Sune your Salesfonoe atcount IS Secune, we have ta

vierify your identily.

WinAuth

ﬁ FM Community

Use the authenticator app on your mabile device to

generate a venfkcation code

Username: fm@communitytesting.com

396130 |

€ 2019 salesforce.com. Al rights reserved,

19. On the Change Your Password page, enter a password in the New Password field. Your
password must meet the following requirements:

e At least ten (10) characters

e At least one (1) upper-case letter
e At least one (1) lower-case letter
e At least one (1) number
)

e At least one (1) special character: #5%- =+<>

11
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Figure 15: Change Your Password Window

(CMS

Change Your Password

Enter a new password for
wonderwoman@email.com.hhsradv. Your
password must have at least:

10 characters
1 uppercase letter
1 lowercase letter

1 number

1 special character @

* New Password

sescssennne Good

* Confirm New Password

Password was last changed on 4/14/2017 2:30 PM.
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20. Re-enter the password in the Confirm New Password field. Then select the Change

Password button.

Figure 16: Change Password

N it penmn, sl N LS

* Confirm New Password

(I LT REA LT ) Match

Change Password _
&

Password was last changed on 4/14/2017 2:30 PM.

12
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The WinAuth authenticator is installed. You will not need to repeat this installation process.

3 Ongoing FM Community Access

Once the WinAuth two-factor authentication process is installed, follow these steps to access
the FM Community:

1. Login tothe FM Community using your username and password.

2. Select the Log In button. Refer to Figure 18. The Verify Your Identity screen opens. Refer to
Figure 19.

Figure 17: Login Screen

L BT
= Usermame

ax

Password

Forgot your passwond?

E-'..'l.l:.'rlg this fyilein, you Mcapt the térms and condetions. I oo
decling, you should raf use the Syitem.

# This warning banner prowvides privacy and security notices
consistent with applicable federal laws, directives, and
afher federal guidance for accessing this ULS. Governiment
infosmalion yitem, whach mnclsdes (1) this computer, |2}
this compuger network, [3) all computers conmected to
this network, and (4] all devices and storage media

attached to this network or 1o a computer on this

13



(—M\s FM Community WinAuth Download and Installation

CENTERS FOR MEDICARE & MEDICAID SERVICES .
User Guide

Figure 18: Verify Your Identity Screen

Youw're trying to Log In to Financial Management. To
make sune your Salesforce account is secune, we have to

werify your identity.

Use the authenticator app an your mobile dovice to

generate a verification code.

Username: im@oommunitytesting com

Venfication Code

3. Open the WinAuth application.
4. Select the circular arrow on the right until FM Community displays.

Figure 19: WinAuth Application

WinAuth

Add New version 3.5.1 available e

14



(Mg FM Community WinAuth Download and Installation

CENTERS FOR MEDICARE & MEDICAID SERVICES .
User Guide
5. Enter the code in the Verification Code field in the Salesforce Verify Your Identity screen.

6. Select the Verify button.

Figure 20: Verification Code and Verify Button

1 TIRS HIN S LT & SRS N

You're trying te Log In to Financial Management. To
rrake swre your Salesforce account is secwne, we have 1o
vierify your identity.

Lise the authenticator app on your mobile device to
generate a verification code.

Username: fm@communitytesting.com

Werification Code

418338 I
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