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FOREIGN TRAVEL SECURITY BRIEFING 
This briefing applies to all cleared and uncleared employees and consultants who are planning visits outside of the United States of America.  If you have access to sensitive HHS information (either unclassified or classified) and/or Agency Proprietary Information, you may be a potential target for foreign intelligence agents.  When you travel outside of the United States, whether on business or on vacation, you will meet people from various foreign countries.  It is under these conditions that the stage is often set for foreign intelligence gathering activities.  Be aware with whom you communicate, as U.S. information is still targeted by foreign nations.  This threat pertains to classified, sensitive protected, company proprietary, and other unclassified protected information.  

As a traveler, you may be unfamiliar with the customs, people, language, topography, laws and the judicial system of that country.  These factors will cause you to become more dependent upon strangers, thus increasing your vulnerability level…an attractive situation for the foreign agent.  The same opportunities may exist in familiar countries.

Be alert to overly friendly or helpful strangers.  Do not fall into a compromising situation where outside help may be needed or threats of blackmail could surface. 

Your Security Officer can provide the latest State Department advisories on hazardous conditions, identify any known security concerns regarding the areas where you will be traveling or organizations with which you will be dealing, and provide general information on security risks during foreign travel. 

YOU ARE THE TARGET 
As a U.S. government employee or contractor, you are susceptible to foreign intelligence or security services anytime and anywhere.  Although the Cold War has ended, many foreign governments still place a high priority on U.S. government information.  As you travel overseas, the risk of being an intelligence target increases. 

Any intelligence activity directed against you is usually in a non-threatening fashion; although, in some cases, a foreign intelligence service may employ more aggressive provocation tactics.  Methods utilized may be either direct or indirect while most harassment incidents are intentionally obvious.  Many intelligence activities are conducted without the target’s awareness. 

METHODS 
Assessment:  Friendly discussion with local contacts to assess whether the subject has information of value and to identify any personal attitudes, beliefs, problems or needs that could be exploitable. 

Elicitation:   A ploy whereby seemingly normal conversation is contrived to extract intelligence information of value.  Advantages of this technique are: (1) Puts someone at ease to share information, (2) Difficult to recognize as an intelligence technique, and (3) Easily deniable. 

Eavesdropping:  Listening to other people’s conversations to gather information. Frequently employed in social environments where attendees feel comfortable, secure and, therefore, more likely to talk about themselves or their work. Frequent venues include restaurants, bars, and public transportation. Eavesdropping can occur in a radius of six to eight seats on public transportation or ten to twelve feet in other settings. 

Technical Eavesdropping:  Use of audio and visual devices, usually concealed.  This technique is relatively cost efficient and low risk.  Concealed devices can be installed in public and private facilities, such as hotel rooms, restaurants, offices, and automobiles. 

Bag Operations:  Surreptitious entry into the subject’s hotel room to steal, photograph, or photocopy documents; steal or copy magnetic media; or download files from laptop computers.  Often conducted or condoned by host government intelligence, security services, or operatives for local corporations.  Frequently done with cooperation of hotel staff. 

Surveillance:  An act of following the subject to determine contacts and activities.  This method is labor intensive, if done correctly, and not usually employed unless suspected of improper activity or a target of great interest. 

Theft of Information:  Stealing of documents, briefcases, laptop computers or sensitive equipment.  Laptop computers are especially vulnerable as they may contain key information.  Foreign service has plausible denial since the laptop may have been stolen for the value of the laptop rather than the value of information.  This makes it difficult to determine if the information was compromised or not. 

Intercepting Electronic Communications:  Method of electronically monitoring telephones, facsimiles, and computers.  Subject is particularly vulnerable while communicating to, from or within foreign countries, as most foreign telecommunications systems cooperate with their country’s security service.  Office, hotel, and portable telephones (including cellular) are key targets. 

HOW TO PROTECT YOURSELF 
· Arrange a pre-travel briefing from your security office. 

· Maintain physical control of all sensitive documents or equipment at all times.  Do not leave items that would be of value to a foreign intelligence service unattended in hotel rooms or stored in hotel safes.

· Limit sensitive discussions.  Hotel rooms or other public places are rarely suitable to discuss sensitive information.

· Do not use computer or facsimile equipment at foreign hotels or business centers for sensitive matters.

· Do not divulge information to anyone not authorized to hear it.

· Ignore or deflect intrusive inquiries or conversation regarding business or personal matters.

· Control unwanted material until it can be disposed of securely.  Burn or shred paper and cut floppy disks into small pieces and discard.

· Keep laptop computers as carry-on baggage.  Never “check” with other luggage and, if possible, remove or control storage media.

· If secure communications equipment is accessible, use it to discuss business matters.

· Report any incidents to the relevant U.S. Government agency and/or your Security Officer. 

SUSPICIOUS CONTACTS 
Cleared employees are required to report efforts by any individual, regardless of nationality, to obtain illegal or unauthorized access to classified information.  All contacts with cleared employees by known or suspected intelligence officers from any country, or any contact which suggests the employee concerned may be the target of an attempted exploitation by the intelligence services of another country, must be reported to the Security Officer.

INFORMATION SOURCES 
Contact the U.S. State Department for information on a particular geographic region or specific country.  

Obtain current Travel Advisory information at:  http://travel.state.gov/index.html
U.S. State Department Travel Warning and Consular Information Sheets may be found at: 

http://travel.state.gov/travel/cis_pa_tw/cis_pa_tw_1168.html
The Embassy webpage is located at:  http://usembassy.state.gov/
IMPORTANT NUMBERS 
Defense Hotline 
The Pentagon Washington, DC 20301-1900 (800) 424-9098 

Department of State Citizens Emergency Center Assistance to Travelers
(For current travel advisories) (202) 647-5225 

International Association for Medical Assistance to Travelers 
(For list of English-speaking doctors practicing in foreign countries) (716) 754-4883 

U.S. Customs 
24-hour Emergency Toll-Free Number 

(800) 522-5220 
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DIVISON OF SECURITY SERVICES

TRAVEL BRIEFING ACKNOWLEDGEMENT

My signature below indicates that I have read, been briefed, and understand the Division of Security and Emergency Services (DSES) Travel Briefing information provided to me.  I am aware that any questions I have concerning the contents of this briefing should be directed to the Division of Security Services or the Office of Security & Strategic Information.

	Name (First, Middle, Last)
	

	Social Security Number (Last 5 numbers)
	

	Staff Division
	

	Travel Date(s)
	

	Country/Region
	

	Work Number
	

	Cell Phone Number
	


_____________________________________________ 
_____________________

SIGNATURE 






DATE 

Collection of this information is authorized by Executive Order 9397, 10450, 12356, U.S.C. 301 and 7531-532; 15 U.S.C. 1501 et seq; AND 44 U.S.C. 3101
5

