GovTrip down time FAQs

The following Frequently Asked Questions were developed to answer questions about the GovTrip downtime that occurred from February 17 to February 23.

1.  Was any personally identifiable information accessed?

The GSA CIO's forensics expert and FAS CIO have scanned the web, application and database servers and performed physical examinations.  Based on that extensive research, all evidence indicates that personal information (SSN, Address, and Charge Card Numbers) was not compromised.

2.  I created a manual authorization (HHS-1) during the down time.  What do I need to do?

If you booked a reservation with Omega and sent them an HHS-1 form during the down time, Omega will automatically complete a “shell” document in GovTrip.  The shell will only include the per diem location(s) and travel costs. Omega will also attach the approved manual authorization into the associated GovTrip authorization.   
When the shell is complete, the traveler/preparer will need to log in to GovTrip and complete the processing of the authorization, including any additional travel expenses needed in order to be able to be able to complete their voucher.   Omega will charge an additional 10 dollars to create the shell authorization.  
3.  How do I know if my computer was infected?

If you are running Microsoft Windows with Internet Explorer 7 and accessed GovTrip February 11, from Midnight until 3 PM, you may have been affected.  Please see FAQ 4 for information on removing the virus. 
4.  How do I fix my computer?
You will need to download a patch from Microsoft and have the latest version of Symantec or Mcafee to clean the virus.

The link to the Microsoft patch can be found here:

Microsoft cumulative security updates for Internet Explorer 7, KB961260
published on 2/10/2009 in "Microsoft Security Bulletin MS09-002 - Critical"

http://go.microsoft.com/fwlink/?LinkId=139814

The latest versions Symantec and Mcafee Anti-Virus detect the malware.

Information of the virus is available at both vendors’ sites.  Follow the link below.

Symantec

http://www.symantec.com/security_response/vulnerability.jsp?bid=33627

McAfee:

http://vil.nai.com/vil/content/v_vul41732.htm

5.  If my payment to JP Morgan Chase is late, will I be required to pay the late fee?  
You will not be penalized with a late fee caused by the GovTrip downtime.  You should begin creating your travel vouchers as soon as possible.
6.  What can I do in GovTrip today?
GovTrip has been completely restored and access to all functions is available.  HHS is in the process of unblocking access to GovTrip from within the HHS network.  The system may be slower than normal during the first few days due to heavy traffic.  If you are not filing a voucher, approving vouchers/travel orders for others or creating a new authorization for travel in the next week, please limit your access to GovTrip
7.  How do I know if I have documents in my review queue?

Approving officials should log in to GovTrip and check their review queue.  Emails will not be sent notifying users of documents already in their review queue.  

8.  When should I start creating authorizations in GovTrip?  
You can begin using GovTrip immediately.  If you are traveling within the next 24 hours, you should contact Omega to book your reservation.  

9.  What is GovTrip doing to make sure this does not happen again?

Northrop Grumman (GovTrip) has:
-  Replaced the affected server with a rebuilt server
-  Acquired new security certificates
-  Placed additional scripts that serve as tripwires to detect if files have been manipulated

-  Strengthened all system passwords used by Northrop Grumman system administrators.
-  Limited access to firewalls in the data center
-  Reconfigured Tomcat to eliminate the exploited vulnerability
10.  What about the additional fees incurred by Omega?

Omega will charge a full service for each reservation made during the downtime.  An additional ten dollar charge will be incurred for each shell authorization they create.
11.  Does the TA have to go through the routing list?
Once your Travel Authorization had been input and signed in GovTrip, your document will follow the standard routing process.
12.  How do I add additional expenses that I incurred on my trip to an existing TA? 

Once an Omega agent creates the shell authorization, you will receive an email letting you know there is a document awaiting your review.  You will be able to open the document, enter any necessary expenses and route your document for approval.
13.  When will voucher processing begin?

Travel voucher payments will be processed through the financial system as usual once the voucher has been approved in GovTrip
