HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY):  12/3/2003

HHS Agency (OPDIV):
 SAMHSA

Title of System or Information Collection: Web Infrastructure for Treatment Services (WITS)

Is this System or Information Collection new or is an existing one being modified? New System

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number:  009-30-01-03-01-1099-00

System of Records Number:  N/A


OMB Information Collection Approval Number and Expiration Date: N/A

Other Identifying Number(s):  Account ID Code 75-1362

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

WITS is a Web-based On-Line-Transactions Processing (OLTP) system developed in collaboration with State AOD Treatment Agencies, to be re-used by these and other State agencies.  SAMHSA’s provides technical assistance (i.e. Web Services system design expertise and programming) to upgrade software that States currently own and operate.  Even though SAMHSA will not operate WITS, it may be used by States to improve and quality and scope of treatment performance data, as required by the proposed new Federal Substance Abuse and Prevention Block Grant to States, which will soon be called the Performance Partnership Grant.   

Legislation authorizing this activity is the Public Health Service Act, Section 1984, subsection (a).     

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

WITS is a centrally hosted, real time, clinical management information system.  Clinicians will enter all client-level data that are needed to manage the treatment process.  Treatment provider managers and State AOD agency managers will use only a subset of the data that they need to perform their management functions.  Please note that SAMHSA cannot access any State WITS system without permission from the State.   

3.   Explain why the information is being collected.

As suggested above (#2), treatment services data will be entered into WITS by clinicians in order to document client needs, progress, services delivered, as well as in order to bill for services.   Once entered, clinical data are used for many secondary purposes without any additional handling.  

4.   Identify with whom the agency will share the collected information.

SAMHSA will not actually collect data.  States will use WITS to collect data, and they will report to SAMHSA as required in order to receive Federal Block Grant funds.  

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

State WITS systems will be used by clinicians to collect client-level treatment needs and services data from publicly funded clients.   The information is more or less the same that is currently documented on paper, and during treatment process subjects (clients) will be informed about data to be collected just as they usually are informed.   Regarding sharing of sensitive information, WITS has been designed to implement 42 CFR Part 2 confidentiality and HIPAA privacy and security regulations.  Internal and external technical reviews indicate that WITS is at least as compliant with these Federal regulations as current paper-based systems.  

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No data are collected from children under age 13.  

7.   Describe how the information will be secured.

WITS is an N-Tier, modular Web system built on the Microsoft .Net software platform.  Users can access the system only through a 2-factor [first a username and password, and then a separate PIN number] verification process that meets HIPAA security requirements.  Also, users can access client level data is restricted by role-based and system administrator-based permissions.  Finally, the N-tier architecture affords a high degree of protection against malicious hacking because the backend data base can be accessed only from the middle tier business layer, and then only if a would-be hacker can fake  user-level permissions.  The system should identify potential hacker activity long before the hacker can figure out permission process.      

8. Describe plans for retention and destruction of data collected.

Data retention and destruction policies are State issues.  SAMHSA can access WITS-generated data only by permission from States.  At that point, data retention and destruction issues fall outside the scope of this project.  

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

N/A
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