HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY): 12/02/2003

HHS Agency (OPDIV):
 SAMHSA

Title of System or Information Collection: Drug Abuse Warning Network

Is this System or Information Collection new or is an existing one being modified? No Change 

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: 009-30-01-03-02-1005-00

System of Records Number:
09-30-0049

OMB Information Collection Approval Number and Expiration Date: 0930-0078, 12/2005

Other Identifying Number(s): N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

The Drug Abuse Warning Network is a public health surveillance system that monitors drug-related emergency department visits and drug-related deaths investigated by medical examiners and coroners.  Section 505 of the Public Health Service Act (42 U.S.C. 290aa-4) authorizes SAMHSA to collect such data.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

Data items on each ED visit meeting the DAWN case criteria are:  date and time of visit, patient demographics (age, race/ethnicity, sex), zip code, a narrative case description, chief complaints, type of case, diagnoses, disposition, and up to 7 drugs, their route of administration, and whether their presence was confirmed by toxicology.

Data items on each death meeting the DAWN case criteria are:  date of death, patient demographics (age, race/ethnicity, sex), zip code, place of death, factors supporting case determination, manner of death, drug involvement in death, causes of death, and up to 7 drugs, their route of administration, and whether their presence was confirmed by toxicology.

 SEQ CHAPTER \h \r 1DAWN provides information in support of SAMHSA’s drug abuse surveillance and prevention objectives.  DAWN collects very specific drug information at a level of detail unmatched by any other source.  As a result, DAWN can be used as an indicator “warning” of emerging trends in new drugs of abuse and new drug combinations and their potential threat to public health.  Recent changes in the way DAWN collects and classifies drugs – illicit drugs, prescription and over-the-counter medications, dietary supplements, and inhalants – have improved DAWN’s ability to detect emerging trends, especially those involving prescription drugs.  Another important feature of DAWN is its ability to provide a measure of the trends and impact of identified drug abuse on the emergency departments of the Nation’s hospitals.  Under the new design, DAWN also will provide important information about the health consequences of drug abuse and misuse.

The data items collected by DAWN were recently evaluated as part of a larger re-design effort.  Data items were added, deleted, and revised based on availability of information in emergency department medical records, feasibility, user acceptance, consultation with users, and study of other, comparable data collection systems.  The amount of information is explicitly restricted so as not to collect direct identifiers of individuals.

3.   Explain why the information is being collected.

Section 505 of the Public Health Service Act (42 U.S.C. 290aa-4) requires SAMHSA to collect such data.

4.   Identify with whom the agency will share the collected information.

Users include hospital and medical examiner participants in DAWN, the Office of National Drug Control Policy (ONDCP), and other Federal agencies such as the Drug Enforcement Administration (DEA) and the Food and Drug Administration (FDA).  DAWN data are used at the State and local level and by the medical community to direct the allocation of resources, to promote the planning and design of State drug abuse treatment and prevention activities, and to provide guidance to prevention efforts.  Members of the Community Epidemiology Work Group (CEWG) are intensive and regular user of metropolitan-area findings from DAWN data.  The CEWG is a network of epidemiologists and researchers supported by NIDA to provide community-level surveillance of drug abuse for 21 separate areas.

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

No patient is ever interviewed.   SEQ CHAPTER \h \r 1Within each facility (ED or ME office) that participates in DAWN, a designated DAWN Reporter is responsible for reviewing medical/decedent records retrospectively to identify cases meeting the DAWN reporting criteria and for those patients/decedents, abstracting data elements from the source records.

By law, information collected by DAWN may be used only for the purposes for which it was collected.  No information identifying an institution or individual may be released in identifiable form without consent.  These restrictions are in Section 501(n) of the Public Health Service Act and Title V of the E-Government Act of 2002.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No patients are interviewed.

7. Describe how the information will be secured.

Most data are collected using a secure, web-based data entry system.  Data entered using a laptop computer not connected to a network are encrypted for storage and subsequent transmission.  Technical, physical, and administration controls restrict unauthorized access of the central servers.  Staff receive specific training on confidentiality and data security.

8. Describe plans for retention and destruction of data collected.

Paper forms are destroyed within 2 years of the close of the data period.  Electronic data are backed up and stored in a secure location.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

System of Records Notice 09-30-0049 covers consultant records maintained by SAMHSA contractors.  No system of records notice is applicable for data collected by DAWN.
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