HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY):
11/25/2003

HHS Agency (OPDIV):
Program Support Center

Title of System or Information Collection:
Payment Management System (PMS)

Is this System or Information Collection new or is an existing one being modified?

No.  This is an existing system in the operations/maintenance phase of its system lifecycle.  It is designated a major system and is reported on the OMB Exhibits 53 and 300.

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number:
009-91-01-01-01-1020-00-407-189
System of Records Number:
09-90-0024

OMB Information Collection Approval Number and Expiration Date:
N/A

Other Identifying Number(s):
N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity. 

The Payment Management System  (PMS) is a grant payment and cash management system that supports all of the agencies within HHS and supports 17 other civilian agency components.  It is a web-based system where grant recipients can request funds electronically and can expect an ACH deposit in their bank account the next day.  The PMS is operated by the PSC Division of Payment Management (DPM), which maintains and operates the PMS in addition to providing a full range of services to the awarding agencies and the grant recipients.

Legislation:  Chief Financial Officers Act of 1990, Certifying Officers Act of 1941, Prompt Payment Act of 1989, and the Cash Management Improvement Act of 1990.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

The PMS maintains automated interfaces to the agency financial systems that utilize its services.  The HHS standard financial record is exchanged to identify new grants and modification to existing grants.  The PMS provides output to the agencies with regard to disbursement data, synchronization data, SF224 data, and daily payment information to agencies that request it.  All information exchanged between the PMS and the agencies is intended to synchronize the two systems with current financial information.  In addition, DPM requires the grant recipients to provide hard copy of the 1199 direct deposit form for proper routing of banking information.

3. Explain why the information is being collected.

Data collected by the PMS is utilized to authorize and pay grantees.  It is also used to provide agencies with financial information that is associated with the grant payment process.

4. Identify with whom the agency will share the collected information.

The PMS provides data to the agencies that utilize its grant payment services, the Federal Reserve Bank system, and the Treasury.

5. Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

The data input to the PMS is derived from the agencies, the recipients, and the staff at DPM.  The data input to the system from the staff is entered online from workstations located at the DPM site.  This information results in the establishment of accounts, subaccounts, and recipient information.  The grant recipients are provided with a package of information when they receive a grant award.  The packet requests that they provide DPM with identifying information to include taxpayer ID and 1199 direct deposit banking data.  This exchange is via hard copy.  All other data exchanged between the agencies, treasury, Federal Reserve Bank, and recipients is in an electronic format.  DPM has guidebooks that describe the interfaces needed to communicate between systems.

6. State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998).

Not applicable.

7. Describe how the information will be secured.

All data collected to support the processes of the PMS is stored in Oracle database tables located at either the NIH/CIT Data Center or at the DPM location.  The information is secured through multiple levels of security and access controls have been established to authenticate the user and to determine if the user has the authorization to perform actions requested.  The access controls are supplemented with a secure network at both NIH and DPM.

8. Describe plans for retention and destruction of data collected.

The PMS data is archived onto a “history” server located within the DPM network.  No data is destroyed.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

Existing Privacy Act system of records: HHS/ASMB Financial Transactions of HHS Accounting and Finance Offices
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