HHS Privacy Impact Assessment (PIA)

Date of this Submission: 11/25/2003

HHS Agency:  PSC - FOHS


Title of System or Information Collection: Medical Evaluation/Requirements Information System (MERITS)

Is this System or Information Collection new or is an existing one being modified? No Change

Identifying Numbers:

Unique Project Identifier Number: 009-91-01-45-02-1040-00-404-142

System of Records Number: OPM/GOVT-10


OMB Information Collection Approval Number and Expiration Date: N/A

Other Identifying Number(s): N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

MERITS is used to Collect, analyze and manage medical data and produce medical reports on the performance capability of Federal Law Enforcement applicants.

AUTHORITY FOR MAINTENANCE OF THE SYSTEM:

Includes the following with any revisions or amendments: Executive Orders 12107, 12196, and 12564 and 5 U.S.C. chapters 11, 31, 33, 43, 61, 63, and 83.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

MERITS was developed to collect, analyze and manage medical data and produce medical reports on the performance capability of Federal applicants. PII collected is the minimum required for positive identification of the customer agency employees.

3.   Explain why the information is being collected.

Due to the arduous and hazardous nature of weapon-carrying positions, Federal agencies have to assess the performance capability of their employees and applicants and develop strategies to maintain their health and fitness.

4.   Identify with whom the agency will share the collected information.

PII is not shared (except as required by law) with anyone outside of HHS or the customer agency. 

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

Records in this system are obtained from--

    a. The individual to whom the records pertain.

    b. Agency employee health unit staff.

    c. Federal and private sector medical practitioners and treatment

    facilities.

    d. Supervisors/managers and other agency officials.

    e. Other agency records.

Clients of MERITS will be informed in writing of the confidentiality provisions. Secondary disclosure of information, which was released, is prohibited without client consent.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)         

No Information is collected on the Internet.

7.   Describe how the information will be secured.

Information in the system is protected by management, operational, and technical security controls

commensurate with the level of sensitivity of the system.

8. Describe plans for retention and destruction of data collected.

The EMF is maintained for the period of the employee's service in the agency and is then transferred to the National Personnel Records Center for storage, or as appropriate, to the next employing Federal agency. Other medical records are either retained at the agency for  various lengths of time in accordance with the National Archives and Records Administration's records schedules or destroyed when they have served their purpose or when the employee leaves the agency. Within 30 days after the individual separates from the Federal service, the EMF is sent to the National Personnel Records Center for storage.  Destruction of the EMF is in accordance with General Records Schedule- 1(21). Records arising in connection with employee drug testing under Executive Order 12564 are generally retained for up to 3 years. Records are destroyed by shredding, burning, or by erasing the disk.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.        
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