HHS Privacy Impact Assessment (PIA)  

Date of this Submission:  11/25/2003

HHS Agency:
  PSC/AOS/DSM/SSC

Title of System or Information Collection:  EliteSeries System

Is this System or Information Collection new or is an existing one being modified?  No Change

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number:  009-91-01-46-02-1050-00-405-144

System of Records Number:  N/A

OMB Information Collection Approval Number and Expiration Date:  N/A

Other Identifying Number(s):  N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

The EliteSeries system provides cradle-to-grave management of the SSC’s inventory and customer orders.  It is made up of several modules which are function-specific: Accounts Receivable, Accounts Payable, Inventory Management, Order Management, Purchasing, Production, Warehouse Management.  The EliteSeries system is an off-the-shelf software product licensed by the SSC, and installed with no modifications.

2.  Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

EliteSeries System does not collect PII information.  

3.  Explain why the information is being collected.

N/A

4.  Identify with whom the agency will share the collected information.

N/A  

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

N/A

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No

7.   Describe how the information will be secured.  

Although there is no PII data, users do authenticate to the database server with a User ID and password, using roles assigned.

8.  Describe plans for retention and destruction of data collected.

Daily INFORMIX backups and the most recent full UNIX system backup are placed in a fireproof datasafe, which is located in a secured room in the warehouse building (Building 5).  The last two full UNIX tapes, and one full week of daily INFORMIX tapes are maintained in the datasafe.  Backup sets are rotated at the off-site storage location (PPF in Gaithersburg;), so that no more than two sets are there at any given time.  The DLT-40 tapes are re-usable; approximately one year’s worth of tapes are maintained.  The DDS-2 tapes are not reusable;  backups over one year are destroyed.  These additional tapes are maintained in the server room.  

9.  Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

No
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