HHS Privacy Impact Assessment (PIA)

Date of this Submission: 11/21/2003

HHS Agency (OPDIV):
 HHS-PSC-HRS

Title of System or Information Collection: Electronic Official Personnel Folder-EOPF 

Is this System or Information Collection new or is an existing one being modified? 

This is new Information Collection System that will replace a manual process.

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: N/A

System of Records Number: N/A

OMB Information Collection Approval Number and Expiration Date: N/A

Other Identifying Number(s): N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

The Electronic Official Personnel Folder (EOPF System) is a web-based application that stores the employee’s OPF, Performance Folder, and Medical Folder as digitized documents and provides for the complete management and electronic distribution of imaged and electronic records. EOPF will also authenticate information on SF-50 forms and automate the retrieval of employee information from interfacing systems.  

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

The information that EOPF System will collect will be the HHS Employee’s OPF, Performance 

Folder, and Medical Folder and SF-50 forms. For existing HHS Employee’s, much of the information that will put into the EOPF System, will already be in the HHS Employee’s Official Personnel Folder. This information will be scanned/digitized into the EOPF System.   New hires will have there information also scanned/digitized into the EOPF System. HHS-PSC-HR Specialists, Supervisors and Employee’s will use the EOPF System.  Collecting and Scanning a HHS Employee’s OPF, Performance Folder, Medical Folder and 

SF-50 forms are the minimum necessary to accomplish the purpose for this effort.

3.   Explain why the information is being collected.

The EOPF System will automate a purely manual and a paper intensive process. Given  that the OPFs are to be centrally stored and managed at each of the four HR Service Centers, having the OPF immediately available on-line for all personnelists is an important feature of the EOPF

4.   Identify with whom the agency will share the collected information.

The Electronic Official Personnel Folder (EOPF) System supports HHS-PSC-HR Specialists, Supervisors and Employees.

5. Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

The information will be obtained from Hard Copy Offical Personnel Folders.  It will be collected from HHS Employee’s Offical Personnel Folders.  During the HHS Employee Induction Process written consent is given to HHS-PSC-HRS about information collection and use.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No information will be collected on Children Under The Age Of 13

7. Describe how the information will be secured.

The EOPF System is currently in the Design Stage. The EOPF System  will be in compliance with Management, Operational and Technical Controls commiserate with the EOPF System level of sensitivity. 

8. Describe plans for retention and destruction of data collected.

The EOPF System is under development, but OPM guidance for retention and destruction

of data will be followed. The system will be in compliance with management, operational and 

technical security controls according to its level of security.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained. 
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