HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY):
11/25/2003

HHS Agency (OPDIV):
Program Support Center

Title of System or Information Collection:
Debt Management and Collection System (DMCS)

Is this System or Information Collection new or is an existing one being modified?

No.  This is an existing system in the operations/maintenance phase of its system lifecycle.  It is designated a major system and is reported on the OMB Exhibits 53 and 300.

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number:
009-91-01-01-01-1011-00-402-127

System of Records Number:
09-40-0012

OMB Information Collection Approval Number and Expiration Date:
N/A

Other Identifying Number(s):
N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.

The DMCS is a Core Accounting System feeder system used for the performance of receivables management.

Legislation:  Debt Collection Act of 1982 and the Debt Collection Improvement Act of 1996.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

Information is not normally collected from the public.  The information is primarily collected from the referring agency program offices as a result of defaulted loans, scholarships, etc.  The information is used to record and collect the receivables owed the Government by the public.

The information collected is the minimal required to enforce the Government's right to collect on defaulted scholarships and loans, etc.

3. Explain why the information is being collected.

The information is collected to record the receivables into the Core Accounting System and pursue collection action against defaulted scholarships, loans, etc.

4. Identify with whom the agency will share the collected information. 

Information is shared with credit reporting agencies, collection agencies, the Department of the Treasury and the Department of Justice as part of the debt collection process.

5. Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared. 

Information is obtained from the agency program offices as a result of defaulted scholarships, loans, etc. and other sources throughout the due diligence process (e.g., collection agency, credit reporting agency, Department of Justice, etc.).

No notice is given to individuals for consent, etc.  Through demand letters in the due diligence process, individuals are given the opportunity to pay their debt to the Government before information is forwarded to collection agencies, credit reporting bureaus, etc.

6. State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998) 

N/A

7. Describe how the information will be secured.

Technical and physical controls are in place to ensure the security of the information.  These include an up to date System Security Plan, Contingency Plan, regular offsite backup of the data, and yearly security awareness training for all personnel.  Also, the system is part of the yearly SAS 70 (Statement on Auditing Standards No. 70) audit which tests the adequacy and effectiveness of the operating controls.

8. Describe plans for retention and destruction of data collected.

The data is retained indefinitely.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

Existing Privacy Act system of records: HHS/PSC/FMS Debt Management and Collection System
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