HHS Privacy Impact Assessment (PIA)  

Date of this Submission:  11/25/2003

HHS Agency:
  PSC/AOS/DPM/PPMB

Title of System or Information Collection:  Asset Management System (AMS)

Is this System or Information Collection new or is an existing one being modified?  No Change

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number:  009-91-01-46-02-1030-00-401-119

System of Records Number:  N/A

OMB Information Collection Approval Number and Expiration Date:  N/A  

Other Identifying Number(s):  N/A  

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

AMS is the repository for asset records for a number of organizations within the DHHS.  AMS generates the debits and credits related to the capitalized value, period depreciation expense, and net book value disposition of an asset if disposed before its service life has expired, stores the values into a subsidiary Standard General Ledger (SGL) account, and transfers the summary values to the PSC Financial Management Services (FMS).  AMS has a built in reporting module, allowing the Asset Center Representatives (ACRs) to generate reports for the assets and users of the organizations to which the ACRs belong.

2.  Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

The information collected is name, mailing address, phone numbers, financial account information, and e-mail address.  

3.  Explain why the information is being collected.

The information is used to maintain an inventory of assets stored within the personal property facility and reconcile asset differences, as well as to maintain the subsidiary General Ledger accounts.

4.  Identify with whom the agency will share the collected information.

The financial acquisition data will be shared with the Financial Management System (FMS) once the interface has been completed.

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared. 

PII data is required to appoint an ACR and establish a user account in the AMS database.  Individuals or their supervisors provide this information via telephone or email to the PPMB staff.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No.

7.   Describe how the information will be secured.  

Users connect through VPN Firewall Brick™ which prevents unauthenticated traffic from entering a protected firewall perimeter.  It also provides cryptographic protection against attacks by requiring strong end user authentication in conjunction with confidentiality and integrity verification of messages.  AMS access utilizes a three-tier layered security architecture, and is limited to DHHS organization users through individual User ID and password.

8.  Describe plans for retention and destruction of data collected.

The PPF recycles data cartridges that are sent to the Parklawn facility so that only two data cartridges are kept are kept there at a time.   

9.  Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

No.
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