HHS Privacy Impact Assessment (PIA)

Date of this Submission:  12/01/2003

HHS Agency (OPDIV):
  HHS/OS/Office for Civil Rights

Title of System or Information Collection:  Program Information Management System

Is this System or Information Collection new or is an existing one being modified?  No Change.  This is an operational system with two approved information collections.

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number:  009-90-01-03-02-0001-00

System of Records Number:
09-90-0052, Federal Register / Vol. 67, No. 173 / Friday, September 6, 2002

OMB Information Collection Approval Number and Expiration Date:


OCR Complaint Forms:




0990-0269, Expiration Date:  4/30/2006


Pre-grant Data Request for Medicare Certification:
0990-0243, Expiration Date:  4/30/2003

Other Identifying Number(s):  N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

This Privacy Impact Assessment encompasses two current approved information collections and the information system that retains the collected information.

The Office for Civil Rights (OCR) is responsible for enforcing Title VI of the Civil Rights Act of 1964, Section 504 of the Rehabilitation Act of 1973, the Age Discrimination Act of 1975 and other statutes that prohibit discrimination by programs or entities that receive Federal financial assistance from HHS.  Additionally, OCR has jurisdiction over Federally- conducted programs in cases involving disability-based discrimination under Section 504 of the Rehabilitation Act, over state and local public entities in cases involving disability-based discrimination under Title II of the Americans with Disabilities Act and, effective April 14, 2003, over certain health plans, health clearinghouses and health care providers with respect to enforcement of the standards for privacy of individually identifiable health information under the privacy rule issued pursuant to  the Health Insurance Portability and Accountability Act (HIPAA).

Under OCR’s authorities, individuals may file written complaints with the Office for Civil Rights when they believe they have been discriminated against by programs or entities that receive Federal financial assistance from HHS or if they believe that, on or after April 14, 2003, their right to the privacy of protected health information has been violated.  To fulfill our statutory authority to respond to those complaints, OCR must collect a limited set of information sufficient to allow initial processing of such complaints.  The complaint forms approved by OMB under information collection 0990-0269 request the basic information needed by OCR.  

Another part of OCR’s responsibilities involves  SEQ CHAPTER \h \r 1determining whether a health care provider seeking Medicare certification is in compliance with Title VI of the Civil Rights Act of 1964, Section 504 of the Rehabilitation Act of 1973 and the Age Discrimination Act of 1975.   To accomplish this OCR uses a data request form approved by OMB under information collection 0990-0243.

 SEQ CHAPTER \h \r 1The Program Information Management System (PIMS) was developed to allow OCR to manage more effectively its program information needs and to integrate all of OCR’s various business processes, including all its compliance activities, to allow for real time access and results reporting and other varied information management needs.  Among other things, PIMS was developed to support the collection of compliance–related and other identifying information needed for OCR to complete compliance activities and determinations, as described in the preceding two paragraphs.  

PIMS provides: (1) a single, central, electronic, repository of all significant OCR documents and information, including investigative files, correspondence, administrative records, policy and procedure manuals and other documents and information developed or maintained by OCR; (2) easy, robust capability to search all the information in OCR’s repository; (3) better quality control at the front end with simplified data entry and stronger data validation; (4) tools to help staff work on and manage their casework;  and (5) supplementary paper document files.  The system has the capacity to generate reports concerning the status of all current and closed complaints, reviews and correspondence and will allow OCR to track outreach, training and other activities and to locate and retrieve information needed to manage more efficiently its work and report results.  In addition, PIMS, consistent with its predecessor management information systems, allows for the tracking of work assignments to employees to facilitate workload balancing, timely response to complaints and completion of reviews, and outreach and public education initiatives focused on organizations and individuals.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

For its compliance work, OCR uses two complaint forms - one for civil rights discrimination complaints and one for complaints alleging violation of the privacy of protected health information.  Use of these forms is voluntary.  Alternatively, a complainant may choose to submit a complaint in the form of a letter, or electronically.  An individual who needs help to submit a complaint in writing may call the regional office serving the state in which they believe the discrimination or health information privacy violation took place.   

The mandatory fields for the new forms are:  name, contact information, whether the complaint is being filed on behalf of someone else, the basis for the complaint (e.g., race/color/national origin, age, religion, gender (male/female), disability, violation of the privacy of protected health information), the entity against which the complaint is being filed, when the incident(s) occurred, a brief description of what happened and the complainant’s signature.   In some situations, the law requires OCR to get the complainant’s signature, in other cases it is voluntary.  The two forms request essentially the same information, with the only substantive difference being the basis for the complaint.   These mandatory fields are used to allow OCR to begin processing a complaint.  Years of experience with complaint processing have identified these as the minimum set of required information to enable OCR to efficiently and effectively respond to allegations of noncompliance with civil rights laws or the Privacy Rule. 

In addition, each form includes several voluntary fields to assist OCR in processing the complaint and to provide appropriate customer service.  Those fields are:  an alternate person to contact if the complainant cannot be reached; whether this complaint has been filed with other agencies or is the basis of a lawsuit and, if so, to identify where else the complaint has been filed; and whether the complainant needs special accommodations for OCR to communicate with them (e.g. Braille, TDD).  We also have included a limited number of questions to be answered on a voluntary basis to help us better assess whether we are adequately reaching and providing service to populations whose rights are covered by our statutory authorities.  These questions concerning the complainant or the person on whose behalf a complaint has been filed, are:  ethnicity, race, primary language spoken (if other than English), and the means by which the complainant learned about being able to file complaints with the Office for Civil Rights.  Failure to answer the voluntary questions will not affect OCR’s decision to process a complaint.

Information from these complaint forms is entered into PIMS.  Additional information that may be gathered during the course of an investigation is also stored in PIMS.

In its Medicare certification process, each applicant for certification responds to OCR’s data request.  The  SEQ CHAPTER \h \r 1questions pertain to the policies and procedures of nondiscrimination; communication with persons who are Limited English proficient or sensory impaired; required notices; provision of auxiliary aids to persons with sensory, manual or speech impairments; grievance procedures for disability discrimination allegations; and information regarding restrictions based on age.  The information received in response to a data request does not normally include personally identifiable information.  We are including information on the certification process because in rare instances staff names may be included in those responses.

3.   Explain why the information is being collected.

OCR collects complaint information from individuals in order to investigate and make appropriate determinations regarding individual complaints of civil rights discrimination and Privacy Rule violations.  In the case of Medicare pre-grant certifications, OCR uses the responses to data requests to make a determination of a provider’s compliance with designated civil rights statutes, as described under Section 1 above, prior to the provider being granted a Medicare certification.

4.   Identify with whom the agency will share the collected information.

Information may be shared according to the approved routine uses established in the PIMS System of Records Notice.   SEQ CHAPTER \h \r 1The routine uses are compatible with the stated purpose of the system.  The first routine use proposed for this system, permitting disclosure to a congressional office, allows subject individuals to obtain assistance from their representatives in Congress, should they so desire.  Such disclosure would be made only pursuant to the request of the individual.  The second routine use allows disclosure to the Department of Justice or a court in the event of litigation.  The third routine use allows referral to the appropriate agency, in the event that a System of Records maintained by this agency to carry out its functions indicates a violation or potential violation of law.  The fourth routine use allows disclosure of records to contractors for the purpose of processing or refining records in the system.

Complaints involving alleged age discrimination are referred to the Federal Mediation and Conciliation Service consistent with the regulations implementing the Age Discrimination Act of 1975.  Certain employment cases may be referred to the Equal Employment Opportunity Commission.  In each of these instances, the allegations themselves are forwarded, but the data on the cases resident in OCR’s PIMS system is not forwarded.

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

For individual complaints, the initial information is collected from the complainant, or someone acting on their behalf.   It is collected using one of OCR’s two approved complaint forms – for discrimination complaints and health information privacy complaints, which are available for downloading from OCR’s web site.  Alternatively, a complainant may choose to submit a complaint in the form of a letter, or electronically.   OCR’s two complaint forms each contain a privacy notice describing how the complainant’s information will be used.  The discrimination notice is similar to the following health information privacy notice.  
Filing a complaint with OCR is voluntary. However, without the information requested above, OCR may be unable to proceed with your complaint. We collect this information under authority of the Privacy Rule issued pursuant to the Health Insurance Portability and Accountability Act of 1996. We will use the information you provide to determine if we have jurisdiction and, if so, how we will process your complaint. Information submitted on this form is treated confidentially and is protected under the provisions of the Privacy Act of 1974. Names or other identifying information about individuals are disclosed when it is necessary for investigation of possible health information privacy violations, for internal systems operations, or for routine uses, which include disclosure of information outside the Department for purposes associated with health information privacy compliance and as permitted by law. It is illegal for a covered entity to intimidate, threaten, coerce, discriminate or retaliate against you for filing this complaint or for taking any other action to enforce your rights under the Privacy Rule. You are not required to use this form. You also may write a letter or submit a complaint electronically with the same information. To submit an electronic complaint, go to our web site at: http://www.hhs.gov/ocr/privacyhowtofile.htm. To mail a complaint see reverse page for OCR Regional addresses. 
In addition, for all complaints received that OCR initially determines are within our jurisdiction, complainants receive an acknowledgment letter that includes a fact sheet titled “Protecting Personal Information in Complaint Investigations.”  This fact sheet describes how the information is protected by OCR, how a person can request a copy of their file under the Freedom of Information Act, to what other government agencies OCR may legally give the complainant’s information (see Section 4 above),  and what protections are in place if someone else requests the complainant’s file.

Where investigation of a complaint requires providing the complainant’s name to the covered entity against whom the complaint is filed, the complainant is always asked to sign a consent form allowing release of their name to the covered entity.  Similarly, if investigation of the complaint requires acquiring the complainant’s medical record from the covered entity, the complainant is asked to sign an authorization allowing OCR to request the information.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

OCR’s web site is not directed to children and we do not knowingly collect information from children.  If we obtain actual knowledge that a child under the age of 13 has submitted a complaint to us electronically, we will comply with COPPA provisions in that instance, seeking parental or guardian approval and deleting the personal information from our system if approval is not received.

7. Describe how the information will be secured.

 SEQ CHAPTER \h \r 1Only authorized OCR users whose official duties require the use of such information have access to the information in the system.  No users outside of OCR have access to PIMS.  Specific access is structured around need and is determined by the person’s role in the organization.  Access is managed through the use of electronic access control lists, which regulate the ability to read, change and delete information in the system.  Each OCR user has read access to designated information in the system, with the ability to modify only their own submissions or those of others within their region or group.   Data identified as confidential is so designated and only specified individuals are granted access.  The system maintains an audit trail of all actions against the data base.

All electronic data is stored on servers maintained in locked facilities with computerized access control allowing access to only those support personnel with a demonstrated need for access.  A database is kept of all individuals granted security card access to the room, and all visitors are escorted while in the room.  The server facility has appropriate environmental security controls, including measures to mitigate damage to automated information system resources caused by fire, electricity, water and inadequate climate controls.

Access control to servers, individual computers and databases includes a required user log-on with a password, inactivity lockout to systems based on a specified period of time, legal notices and security warnings at log-on, and remote access security that allows user access for remote users (e.g., while on government travel) under the same terms and conditions as for users within the office.  System administrators have appropriate security clearance.

Printed materials are filed in secure cabinets in secure Federal facilities with access based on need as described above for the automated component of the PIMS system. 

8. Describe plans for retention and destruction of data collected.

Under OCR’s existing approved records disposition schedule, paper investigative records are transferred to the Federal Records Center after a specified period of inactivity following closure of a case and are destroyed 15 years after the closure of the case.  OCR is in the process of gaining approval for its electronic records disposition schedule.  Until that approval, no electronic case records will be destroyed.  Assurance of compliance statements from potential Medicare providers are retained indefinitely.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

Records are maintained under authority of an existing system of records:  09-90-0052, Federal Register / Vol. 67, No. 173 / Friday, September 6, 2002.
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