HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY):  11/21/2003

HHS Agency (OPDIV):
 OS

Title of System or Information Collection: HHS Public Key Infrastructure (PKI) Project

Is this System or Information Collection new or is an existing one being modified? New System

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: 009-00-02-01-01-0002-00
System of Records Number:  N/A

OMB Information Collection Approval Number and Expiration Date:  N/A

Other Identifying Number(s):  N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity. 

The HHS PKI System will be issuing digital certificates to HHS staff (i.e. employees and contractors).  The system will provide digital certificate status information to validate digital certificates issued by HHS and other entities trusted by HHS.  Digital certificates, and their associated entity name, email address, and agency affiliation are made publicly available.  This activity is authorized under the General Services Administration (GSA) Access Certificate for Electronic Services (ACES) program.  Information related to legislation authorizing the GSA ACES program may be obtained from GSA.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

Minimal contact information of HHS staff is captured, collected, and maintained.  The HHS PKI System will collect the following information needed to issue a digital certificate:

· Name

· Photographic Identifier (on paper form only)

· Driver’s License (on paper form only)

· Mailing Address (office)

· Phone Number (office)

· Email Address (office)

· Employment Status

· Public Key Material

· Federal ID Badge Number

The photographic identifier and driver’s license information will only be captured on a paper application form.  These will not be maintained in electronic form.  The information collected is the minimum set necessary to comply with the GSA ACES PKI requirements as specified in the ACES Certificate Policy.  

The HHS PKI System will also archive digital certificates submitted to HHS (as part of a digitally signed document) and information necessary to validate that digital certificate in accordance with NARA electronic record guidance.

3.   Explain why the information is being collected.

Information is being collected to support issuance of Digital Certificates to HHS staff in accordance with the identification requirements specified under the GSA ACES program.  Information is being collected to support the validation of digital signatures in accordance with NARA electronic records requirements.

4.   Identify with whom the agency will share the collected information.

Collected information will be shared with Digital Signature Trust LLC, an Identrus Company, in accordance with their contract as an authorized certificate authority under the GSA ACES contract.  Digital certificates, and their associated entity name, email address, and agency affiliation are publicly distributed to support encrypted email and digital signatures.  The HHS PKI System will share certificate status information with internal and external entities.

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

Information about a HHS staff member is collected as part of the HHS PKI registration process that will be used to issue digital certificates to that staff member.  In the first part of the registration process, the staff member will go to the HHS PKI registration web site and enter their Microsoft userid and password.   Additional information about the staff member (i.e., Name, email address, OPDIV, office address and phone number) will then be extracted from the member’s existing Microsoft Active Directory record.  This data will then be displayed to the staff member who will then be given the option to complete the registration process.  If the staff member chooses to complete the process, the staff member must then appear in person before a registration official and provide a paper form that includes a photographic identifier and serial number information from a federally issued photo identification badge (i.e., HHS employee badge or drivers license).

The registration system will clearly indicate the purpose and nature of all collected information.  Where information is displayed, the applicable privacy policy will be made available for review.

HHS systems will collect digital certificates from both HHS staff and outside entities as part of digitally signed electronic records submissions.  HHS applications will then pass these digital certificates to the HHS PKI Validation sever in order to determine their legitimacy.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

This system is to be used solely for HHS staff.  No PII will be collected from children under age 13.

7. Describe how the information will be secured.

Information is secured through transport level encryption while transmitted across the Internet.  The HHS PKI System will protect PII in several ways.   In as much as there is PII in the system that is made publicly available through the creation, issuance and validation of ACES certificates, the retention and destruction will take place in accordance with the ACES Privacy Policy.  Any PII in the system not made publicly available or managed solely on HHS systems, will be stored and maintained in a secure environment, protected by appropriate technical and personnel security controls as specified by applicable federal guidance, legislation, and best practices.  

8. Describe plans for retention and destruction of data collected.

The HHS PKI System will protect PII in several ways.   In as much as there is PII in the system that is made publicly available through the creation, issuance and validation of ACES certificates, the retention and destruction will take place in accordance with the ACES Privacy Policy.  Any PII in the system not made publicly available or managed solely on HHS systems, will be stored and maintained in a secure environment, protected by appropriate technical and personnel security controls as specified by applicable federal guidance, legislation, and best practices.  Archival, retention, and destruction of government records will happen in accordance with NARA requirements.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

The HHS Registration System is being developed to collect information from HHS employees who will be issued Digital Certificates under the GSA ACES program.  As such, it is the Agency’s belief that this system does not trigger the requirement for performing a Privacy Impact Assessment.  See, OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002.  Furthermore, even if the Privacy Act requirements were applicable to the HHS Registration System, the system is being operated to facilitate issuance of ACES Certificates, a program for which the General Services Administration has obtained OMB approval to collect the information being requested.  For more details about the ACES program see: http://www.gsa.gov/aces   
Endorse
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