HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY):  12/12/2003

HHS Agency (OPDIV):  Office of Inspector General (OIG)

Title of System or Information Collection:  Corporate Mission Support System (IGSS)
Is this System or Information Collection new or is an existing one being modified?  No Change

Identifying Numbers (Use N/A, where appropriate)
Unique Project Identifier Number:  009-92-02-00-02-0002-00-404-139

System of Records Number:  09-40-0010

OMB Information Collection Approval Number and Expiration Date:  N/A

Other Identifying Number(s):  N/A
Description

1.  Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

The Corporate Mission Support System provides the computing and communications infrastructure for OIG offices nationwide. It supports all OIG direct mission and administrative activities performed by the OIG under the under the authority of the Inspector General Act of 1978, 5 U.S.C. App. 3. 

2.  Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

The Corporate Mission Support System is not an information system in itself. It provides the computing and communications foundation for and integrates with OIG’s information systems. In that capacity, it provides the first level of identification and authentication of OIG staff authorized to access OIG systems and their information.  To accomplish this function, it maintains basic identify and organizational assignment information on OIG staff extracted from the Department’s Enterprise Human Resource and Payroll (EHRP) System.

3.  Explain why the information is being collected.

The information maintained by the Corporate Mission Support System assures the OIG that only OIG staff are authenticated and provided access to OIG’s computing and communications infrastructure.

4.  Identify with whom the agency will share the collected information.

The information is maintained for OIG internal use. The OIG may provide information to the Department of Justice to support on ongoing criminal investigation or court case.

5.  Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

The information is an extract of the Department’s Enterprise Human Resource and Payroll (EHRP) System obtained from the Program Support Center.

6.  State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No.

7. Describe how the information will be secured.

The information is maintained on a centrally managed OIG computer system. Access is restricted by physical and computer-based access controls. Access is strictly limited to authorized OIG staff members based on role-based security features that limit access to system administrators, designated administrative personnel, and senior management officials. All computer files and printed listings are safeguarded in accordance with the provisions of the National Institute of Standards and Technology Federal Information Processing Standard 31, and the HHS Information Resources Management Manual, Part 6, ``ADP Systems Security.''

8. Describe plans for retention and destruction of data collected.

The information is updated whenever a change in the status of an OIG staff member occurs.  Historical information is retained for audit trail and system recovery purposes for a period of ninety days.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

This system is part of an existing system of records, 09-40-0010.
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