HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY):  12/12/2003

HHS Agency (OPDIV):  Office of Inspector General (OIG)

Title of System or Information Collection:  Audit Work System (TeamMate)
Is this System or Information Collection new or is an existing one being modified?  No Change

Identifying Numbers (Use N/A, where appropriate)
Unique Project Identifier Number:  009-92-01-47-02-0001-00-301-093

System of Records Number:  N/A

OMB Information Collection Approval Number and Expiration Date:  N/A

Other Identifying Number(s):  N/A
Description

1.  Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

The Audit Work System is a distributed information system supporting the OIG’s audit responsibilities authorized by the Inspector General Act of 1978, 5 U.S.C. App. 3. The system is maintained to increase the efficiency and productivity of the audit process by automating working paper preparation, internal review, report generation, and retention. The system utilizes the commercial software product, TeamMate, to manage and integrate working papers prepared with various standard office automation products. 

2.  Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

The system is used in conducting audit work of the Department of Health and Human Services programs and in preparing related reports on behalf of the OIG.  It is a vertical application that documents the audit process – planning preparation, review, report generation and storage – in an electronic format.  The nature and scope of the information is determined by the objectives of the audit. Therefore, the information pertaining to a specific audit may or may not contain personally identifiable information.

3.  Explain why the information is being collected.

The conduct of audits and the issuance of audit reports are integral to OIG’s mission.

4.  Identify with whom the agency will share the collected information.

Only authorized staff conducting or reviewing audits use TeamMate. Access to information for individual audits is limited to staff assigned to the audit. Other offices within the OIG, such as the Office of Investigations or the Office of Counsel to the Inspector General, may have a need on a case-by-case basis to review audits conducted using TeamMate. Other law enforcement agencies may be provided the information based on the scope and findings of an audit; information may also be shared with auditees and other third parties when necessary to obtain information relevant to the audit. Triennially, the OIG’s audit process is subject to a quality control review conducted by the Inspector General of another agency.

5.  Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

Personally identifiable information is not directly retrievable from the Audit Work System. Such information is generally peripheral to the audit and obtained from the auditee. An audit start notice is provided to the auditee containing the description and objectives of the audit. Sufficient background is included to inform the reader of the audit process. In addition to the audit start notice, auditors send a notification letter to the auditee on all audits and reviews. A notification letter provides a means of formalizing the understanding between the OIG and the auditee concerning the objectives of the audit as well as apprising auditees of the documents and records which it should make available to auditors.

6.  State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No.

7. Describe how the information will be secured.

Access to audit working papers is restricted by physical and computer-based access controls. Access within OIG is strictly limited to authorized staff members. Access to information on specific audits is further restricted based on role-based security features that limit access to assigned auditors, reviewers, and managers. All computer files and printed listings are safeguarded in accordance with the provisions of the National Institute of Standards and Technology Federal Information Processing Standard 31, and the HHS Information Resources Management Manual, Part 6, ``ADP Systems Security.''

8. Describe plans for retention and destruction of data collected.

In accordance to the OIG Records Schedule, working papers and associated electronic media are retained for a minimum of 8 years from the end of the fiscal year in which the audit report is closed and the findings resolved. There may be certain factors, such as a subsequent investigation, which would necessitate holding working papers for longer periods.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.
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