HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY):  12/12/2003

HHS Agency (OPDIV):  Office of Inspector General (OIG)

Title of System or Information Collection:  Audit & Evaluation Analysis System (TeraSys)

Is this System or Information Collection new or is an existing one being modified?  No Change

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number:  099-92-01-47-02-0001-00-301-093

System of Records Number:  09-70-0005

OMB Information Collection Approval Number and Expiration Date:  N/A

Other Identifying Number(s):  N/A

Description

1.  Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

The Audit & Evaluation Analysis System maintains an extract of Medicare paid claims data from the CMS National Claims History Data Base sufficient to conduct the data analyses underlying OIG’s audits, inspections, and investigations of the Medicare program.  The OIG obtains this information under the authority of the Inspector General Act of 1978, 5 U.S.C. App. 3. 

2.  Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

The information contained in the database documents paid claims information submitted by health care providers for inpatient, outpatient, home health, hospice, skilled nursing facility, physician and supplier, and durable medical equipment.   The information contained within contains the necessary data elements to retrieve source documentation from Medicare contactors and providers in the course of audits, inspections, and investigations.

3.  Explain why the information is being collected.

This system provides the source information required to effectively and efficiently execute the mission of the OIG. This includes conducting audits, inspections, and investigations of the Medicare program. 

4.  Identify with whom the agency will share the collected information.

The information is maintained for OIG internal use. However, information may be provided to entities outside the OIG where it is essential to conduct audit, inspection, and investigative activities. For example, personally identifiable information may be selectively provided to a healthcare provider or Medicare contractor in order to obtain additional medical information essential to an audit, inspection, or investigation. The OIG may also provide information to the Department of Justice to support on ongoing criminal investigation or court case.

5.  Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

The information is an extract of the CMS National Claims History Data Base obtained from the Centers for Medicare & Medicaid Services.

6.  State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No.

7. Describe how the information will be secured.

The information is maintained on a centrally managed OIG computer system. Access is restricted by physical and computer-based access controls. Access is strictly limited to authorized OIG staff members via a two level authentication process. Users must be initially authenticated as valid OIG staff and are then authenticated to the Audit & Evaluation System by an independent second level authentication system. All computer files and printed listings are safeguarded in accordance with the provisions of the National Institute of Standards and Technology Federal Information Processing Standard 31, and the HHS Information Resources Management Manual, Part 6, ``ADP Systems Security.''

8. Describe plans for retention and destruction of data collected.

The information is updated periodically, at least semiannually, from current extracts from the CMS National Claims History Data Base.  Previously extracted Medicare paid claims data is aged and deleted from the system when no longer required to support ongoing or planned audits, inspections, and investigations of the Medicare program.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

This system is part of an existing system of records, 09-70-0005.
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