
HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIAAA Internet Website 

Question: Response:

2004-06-08 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH/NIAAA 2 OPDIV:

National Institute on Alcohol Abuse and Alcoholism Institute Internet Website 3 Title of System or Information Collection:

N/A 4 Is this system or information collection new or is an existing one 

being modified?

 5 Does this system collect, maintain, and/or disseminate 

information in identifiable form (IIF)?

 6 Identify a point of contact to whom a member of the public can 

address questions concerning this information system and the 

privacy concerns associated with it.

009-25-01-27-02-9499-00 7 Unique Project Identifier Number:

 09-25-0106 8 System of Records Number:

N/A 9 OMB Information Collection Approval Number and Expiration 

Date:

N/A 10 Other Identifying Number(s):

The IC Internet Website (www.niaaa.nih.gov) provides information about alcohol 

research in a wide range of scientific areas including genetics, neuroscience, 

epidemiology, health risks and benefits of alcohol consumption, prevention, and 

treatment to the public.  The authority for the maintenance of this system is 5 U.S.C. 

301; 44 U.S.C. 3101.

 11 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIAAA Internet Website 

The Institute does not collect personal information through its website except for 

general web trend statistics that allow us to improve the quality of the website.

 12 Describe the information the agency will collect, maintain, or 

disseminate and how the agency will use the information. In this 

description, indicate whether the information contains IIF and 

whether submission is voluntary or mandatory.

N/A 13 Explain how the IIF collected, maintained, and/or disseminated is 

the minimum necessary to accomplish the purpose for this effort.

N/A 14 Explain why the IIF is being collected, maintained, or 

disseminated.

N/A 15 Identify with whom the agency will share the IIF.

N/A 16 Describe how the IIF will be obtained, from whom it will be 

collected, what the suppliers of information and the subjects will 

be told about the information collection, and how this message 

will be conveyed to them (e.g., written notice, electronic notice if 

a web-based collection, etc.).  Describe any opportunities for 

consent provided to individuals regarding what information is 

collected and how the information will be shared.

N/A 17 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children�s Online Privacy 

Protection Act of 1998)

N/A 18 Describe how the IIF will be secured.

N/A 19 Describe plans for retention and destruction of IIF.

09-25-0106 20 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 21 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endosed by the OPDIV Privacy Contact (Sign and 

Date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIAAA Internet Website 

 22 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 23 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIAAA Intranet 

Question: Response:

2020-00-06 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH/NIAAA 2 OPDIV:

National Institute on Alcohol Abuse and Alcoholism Intranet Website 3 Title of System or Information Collection:

N/A 4 Is this system or information collection new or is an existing one 

being modified?

 5 Does this system collect, maintain, and/or disseminate 

information in identifiable form (IIF)?

 6 Identify a point of contact to whom a member of the public can 

address questions concerning this information system and the 

privacy concerns associated with it.

009-25-01-27-02-9499-00 7 Unique Project Identifier Number:

09-25-0106 8 System of Records Number:

N/A 9 OMB Information Collection Approval Number and Expiration 

Date:

N/A 10 Other Identifying Number(s):

The NIAAA Intranet Website (www.niaaa.nih.gov) provides information to Institute 

employees.

 11 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

The Institute does not collect personal information through its website except for 

general web trend statistics that allow us to improve the quality of the website.

 12 Describe the information the agency will collect, maintain, or 

disseminate and how the agency will use the information. In this 

description, indicate whether the information contains IIF and 

whether submission is voluntary or mandatory.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIAAA Intranet 

N/A 13 Explain how the IIF collected, maintained, and/or disseminated is 

the minimum necessary to accomplish the purpose for this effort.

N/A 14 Explain why the IIF is being collected, maintained, or 

disseminated.

N/A 15 Identify with whom the agency will share the IIF.

N/A 16 Describe how the IIF will be obtained, from whom it will be 

collected, what the suppliers of information and the subjects will 

be told about the information collection, and how this message 

will be conveyed to them (e.g., written notice, electronic notice if 

a web-based collection, etc.).  Describe any opportunities for 

consent provided to individuals regarding what information is 

collected and how the information will be shared.

N/A 17 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children�s Online Privacy 

Protection Act of 1998)

N/A 18 Describe how the IIF will be secured.

N/A 19 Describe plans for retention and destruction of IIF.

09-25-0106 20 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 21 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endosed by the OPDIV Privacy Contact (Sign and 

Date):

 22 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIAAA Intranet 

 23 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIAIIS 

Question: Response:

2003-12-01 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH/National Institute on Aging 2 HHS Agency (OPDIV):

NIA Web Systems 3 Title of System or Information Collection:

N/A 4 Is this System or Information Collection new or is an existing one 

being modified?

009-20-01-27-02-4301-000 5 Unique Project Identifier Number:

09-90-0106 Personnel Records in operating offices 6 System of Records Number:

N/A 7 OMB Information Collection Approval Number and Expiration Date

:

N/A 8 Other Identifying Number(s):

The Internet, Intranet and NACnet are the three extramural websites that make up 

the NIA Web Systems. These sites provide information to the public, prospective 

grantees, scientists, NIA employees and the National Advisory Council on Aging.  

These sites were created as part of the NIA mission to disseminate research findings 

and consumer health information in a timely manner.  Legislation and authority 

granted under 5 U.S.C. 1302, 2951, 4118, 4308, 4506, 7501, 7511, 7521 and 

Executive Order 10561.

 9 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

There is a component on the Intranet which gathers employee contact information 

for internal use only. Information includes: name, photographic identifiers, mailing 

address, email address and Web URLs.  On the public Internet website, no 

information is collected from visitors however, visitors are permitted to send web 

staff direct emails based on the NIA contact information provided on the site for 

additional information.

 10 Describe the information the agency will collect and how the 

agency will use the collected information. Explain how the data 

collected are the minimum necessary to accomplish the purpose 

for this effort.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIAIIS 

These sites were created as part of the NIA mission to disseminate research findings 

and consumer health information in a timely manner.

 11 Explain why the information is being collected.

The information collected is not shared with anyone outside the agency. 12 Identify with whom the agency will share the collected information

.

      Visitors supply basic contact information in order to correspond with NIA staff 

members listed in the websites.   Refer to system of record 09-90-0018 for a detailed 

summary.

 13 Describe how the information will be obtained, from whom it will 

be collected, what the suppliers of information and the subjects 

will be told about the information collection, and how this 

message will be conveyed to them (e.g., written notice, electronic 

notice if a web-based collection, etc.).  Describe any opportunities 

for consent provided to individuals regarding what information is 

collected and how the information will be shared.

No information is collected on children under 13 over the internet. 14 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children's Online Privacy 

Protection Act of 1998)

      Physical controls: Locked room Technical controls: User ID, passwords, firewall, 

Virtual Private Network (VPN), encryption, Intrusion Detection System (IDS)

 15 Describe how the information will be secured.

Files are backed up regularly and stored offsite. Retention and destruction of data 

under the authority of the NIH Records Control Schedule is contained in the NIH 

Manual Chapter 1743, Appendix 1B item 3000-G-3.

 16 Describe plans for retention and destruction of data collected.

Established Privacy Act System of Record: 09-90-0106 17 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 18 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the OPDIV Privacy Contact (Sign and 

Date):

 19 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 20 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIAMS Website 

Question: Response:

2004-06-15 1 Date of this Submission (MM/DD/YYYY):

DHHS/NIH/NIAMS 2 OPDIV:

NIAMS IRP Website 3 Title of System or Information Collection:

N/A 4 Is this system or information collection new or is an existing one 

being modified?

 5 Does this system collect, maintain, and/or disseminate 

information in identifiable form (IIF)?

 6 Identify a point of contact to whom a member of the public can 

address questions concerning this information system and the 

privacy concerns associated with it.

N/A 7 Unique Project Identifier Number:

09-90-0001 8 System of Records Number:

N/A 9 OMB Information Collection Approval Number and Expiration 

Date:

N/A 10 Other Identifying Number(s):

This system�s main function is provide information on NIAMS laboratory and 

clinical research and training opportunities to the outside world.  The legislation 

authorizing this activity is The Health Research Extension Act of 1985, P.L. 99-158.

 11 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

NIAMS collects Employee Name, Position/Title, Degree, Branch/Lab/Program 

Assigned To, Email Address, Phone Number, Fax Number, Work Location, 

Photograph, and Professional Biographic Information.  This information shows the 

type of research that is being conducted at NIAMS.

 12 Describe the information the agency will collect, maintain, or 

disseminate and how the agency will use the information. In this 

description, indicate whether the information contains IIF and 

whether submission is voluntary or mandatory.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIAMS Website 

Data collected is used as an employee directory system 13 Explain how the IIF collected, maintained, and/or disseminated is 

the minimum necessary to accomplish the purpose for this effort.

To list the employees of the Intramural Program with their contact information to 

show their research interests and assist with collaborations.

 14 Explain why the IIF is being collected, maintained, or 

disseminated.

Information is available on the Internet. 15 Identify with whom the agency will share the IIF.

a. Employee names and contact information are entered into the website when they 

start to work at NIAMS.  A password is needed to add or edit data. b. Information is 

supplied via an administrative officer. c. The information is required for the 

employee lab directory. d. Professional biographic information and publication lists 

are requested by the webmaster and sometimes the supervisor.  The employee 

submits their bio-sketch. Their photograph is only added to the website and identified 

by name if they give their written permission. e. When employees leave the institute, 

their names are moved to the alumni status on the website.  Their new affiliation 

may be added to their entry.  Specific contact information is only shown with their 

permission.

 16 Describe how the IIF will be obtained, from whom it will be 

collected, what the suppliers of information and the subjects will 

be told about the information collection, and how this message 

will be conveyed to them (e.g., written notice, electronic notice if 

a web-based collection, etc.).  Describe any opportunities for 

consent provided to individuals regarding what information is 

collected and how the information will be shared.

No information will be collected from children under age 13 on the Internet. 17 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children�s Online Privacy 

Protection Act of 1998)

A username and password is needed to add or change data.  VPN, Firewalls and 

Intrusion Detection Systems are used to protect the website from tampering.

 18 Describe how the IIF will be secured.

The data is retained until there is no further administrative need to retain it, and then 

either deleted, or deactivated.  New contact information may be added once an 

employee becomes an alumnus.

 19 Describe plans for retention and destruction of IIF.

The existing Privacy Act system of records of notice under which the records will be 

maintained is 09-90-0001, Telephone Directory/Locator System, HHS/OS/ASMB/

OMAS.

 20 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 21 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endosed by the OPDIV Privacy Contact (Sign and 

Date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIAMS Website 

 22 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 23 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIBIB SCORES 

Question: Response:

2003-12-19 1 Date of this Submission (MM/DD/YYYY):

NIH, DHHS 2 HHS Agency (OPDIV):

SCORES (NIBIB Scientific Coding and Reporting System) 3 Title of System or Information Collection:

Existing 4 Is this System or Information Collection new or is an existing one 

being modified?

009-25-01-26-02-9801-00-202-069 5 Unique Project Identifier Number:

n/a 6 System of Records Number:

 n/a 7 OMB Information Collection Approval Number and Expiration Date

:

N/A 8 Other Identifying Number(s):

Assigning scientific terms and codes to funded NIBIB grants 9 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

Explain how the data collected are the minimum necessary to accomplish the 

purpose for this effort. No PII data collected.

 10 Describe the information the agency will collect and how the 

agency will use the collected information. Explain how the data 

collected are the minimum necessary to accomplish the purpose 

for this effort.

n/a 11 Explain why the information is being collected.

n/a 12 Identify with whom the agency will share the collected information

.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIBIB SCORES 

n/a 13 Describe how the information will be obtained, from whom it will 

be collected, what the suppliers of information and the subjects 

will be told about the information collection, and how this 

message will be conveyed to them (e.g., written notice, electronic 

notice if a web-based collection, etc.).  Describe any opportunities 

for consent provided to individuals regarding what information is 

collected and how the information will be shared.

n/a 14 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children's Online Privacy 

Protection Act of 1998)

n/a 15 Describe how the information will be secured.

n/a 16 Describe plans for retention and destruction of data collected.

n/a 17 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 18 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the OPDIV Privacy Contact (Sign and 

Date):

 19 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 20 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIBIB Website 

Question: Response:

2003-12-19 1 Date of this Submission (MM/DD/YYYY):

NIH, DHHS 2 HHS Agency (OPDIV):

NIBIB Web Site 3 Title of System or Information Collection:

Existing 4 Is this System or Information Collection new or is an existing one 

being modified?

009-25-01-27-02-9899-00-305-109 5 Unique Project Identifier Number:

n/a 6 System of Records Number:

n/a 7 OMB Information Collection Approval Number and Expiration Date

:

n/a 8 Other Identifying Number(s):

Informational system for the public about the Institute 9 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

No data collected, including cookies 10 Describe the information the agency will collect and how the 

agency will use the collected information. Explain how the data 

collected are the minimum necessary to accomplish the purpose 

for this effort.

n/a 11 Explain why the information is being collected.

n/a 12 Identify with whom the agency will share the collected information

.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIBIB Website 

n/a 13 Describe how the information will be obtained, from whom it will 

be collected, what the suppliers of information and the subjects 

will be told about the information collection, and how this 

message will be conveyed to them (e.g., written notice, electronic 

notice if a web-based collection, etc.).  Describe any opportunities 

for consent provided to individuals regarding what information is 

collected and how the information will be shared.

n/a 14 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children's Online Privacy 

Protection Act of 1998)

n/a 15 Describe how the information will be secured.

n/a 16 Describe plans for retention and destruction of data collected.

n/a 17 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 18 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the OPDIV Privacy Contact (Sign and 

Date):

 19 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 20 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIDA Web Development 

Question: Response:

2003-12-19 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH/NIDA 2 HHS Agency (OPDIV):

NIH NIDA Web Development 3 Title of System or Information Collection:

N/A 4 Is this System or Information Collection new or is an existing one 

being modified?

009-25-01-27-02-9316-00-305-109 5 Unique Project Identifier Number:

N/A 6 System of Records Number:

N/A 7 OMB Information Collection Approval Number and Expiration Date

:

NIDA 2 8 Other Identifying Number(s):

Web development and maintenance to support the NIDA Internet Web presence.  

Authorized by Section 301 of PHS Act.

 9 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

NIDA Web collects feedback information, requests for information and names and 

addresses for order fulfillment of posters and other materials.  This information is 

collected through an online form and is only kept long enough to fulfill the obligation.  

Upon completion, this information is deleted immediately.

 10 Describe the information the agency will collect and how the 

agency will use the collected information. Explain how the data 

collected are the minimum necessary to accomplish the purpose 

for this effort.

 11 Explain why the information is being collected.

 12 Identify with whom the agency will share the collected information

.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIDA Web Development 

 13 Describe how the information will be obtained, from whom it will 

be collected, what the suppliers of information and the subjects 

will be told about the information collection, and how this 

message will be conveyed to them (e.g., written notice, electronic 

notice if a web-based collection, etc.).  Describe any opportunities 

for consent provided to individuals regarding what information is 

collected and how the information will be shared.

 14 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children's Online Privacy 

Protection Act of 1998)

 15 Describe how the information will be secured.

 16 Describe plans for retention and destruction of data collected.

 17 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 18 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the OPDIV Privacy Contact (Sign and 

Date):

 19 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 20 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIDCD Website Develop 

Question: Response:

2003-12-19 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH/NIDCD/OD 2 HHS Agency (OPDIV):

NIDCD Web Site Development 3 Title of System or Information Collection:

Existing one 4 Is this System or Information Collection new or is an existing one 

being modified?

N/A 5 Unique Project Identifier Number:

N/A 6 System of Records Number:

N/A 7 OMB Information Collection Approval Number and Expiration Date

:

N/A 8 Other Identifying Number(s):

The NIDCD web site is housed on a CIT server 9 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

The NIDCD has recently provided an online application form for the students to 

apply for the NIDCD Partnership Program.  The information that applicants are 

asked to apply are similar to the print application form.

 10 Describe the information the agency will collect and how the 

agency will use the collected information. Explain how the data 

collected are the minimum necessary to accomplish the purpose 

for this effort.

To provide students an easy and effective way to apply for the NIDCD Partnership 

Program.

 11 Explain why the information is being collected.

NIDCD Partnership Review Committee. 12 Identify with whom the agency will share the collected information

.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIDCD Website Develop 

The application form is available online through the NIDCD web site.  Students who 

qualify for the program can apply (criteria available online).  The students are 

informed how the information will be used by an email response.

 13 Describe how the information will be obtained, from whom it will 

be collected, what the suppliers of information and the subjects 

will be told about the information collection, and how this 

message will be conveyed to them (e.g., written notice, electronic 

notice if a web-based collection, etc.).  Describe any opportunities 

for consent provided to individuals regarding what information is 

collected and how the information will be shared.

No 14 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children's Online Privacy 

Protection Act of 1998)

The applicant must register with a username and password.  CIT security in place. 15 Describe how the information will be secured.

Information will be retained until June 2004 and then destroyed. 16 Describe plans for retention and destruction of data collected.

 17 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

Tim Wheeles 18 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the OPDIV Privacy Contact (Sign and 

Date):

 19 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 20 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIDCR Personnel DB 

Question: Response:

0000-00-00 1 Date of this Submission (MM/DD/YYYY):

HHS-NIH-NIDCR 2 OPDIV:

NIDCR Personnel Database 3 Title of System or Information Collection:

NA 4 Is this system or information collection new or is an existing one 

being modified?

 5 Does this system collect, maintain, and/or disseminate 

information in identifiable form (IIF)?

 6 Identify a point of contact to whom a member of the public can 

address questions concerning this information system and the 

privacy concerns associated with it.

009-25-01-02-02-7302-00-403-131 7 Unique Project Identifier Number:

09-90-0018 8 System of Records Number:

NA 9 OMB Information Collection Approval Number and Expiration 

Date:

NIDCR6.doc 10 Other Identifying Number(s):

The Human Resources Database is a small Microsoft Access database that supports 

Institute-specific and non-Full Time Equivalent data that is not found in the 

enterprise system.   Authority for maintenance of the system:  5 USC 1302, 2951, 

4118, 4308, 4506, 7501, 7511, 7512, and EO 10561.

 11 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIDCR Personnel DB 

Employee data, such as Name, SSAN, address, education, citizenship and related 

employment information is used to manage the NIDCR ethics program and other 

personnel-related matters.

 12 Describe the information the agency will collect, maintain, or 

disseminate and how the agency will use the information. In this 

description, indicate whether the information contains IIF and 

whether submission is voluntary or mandatory.

 13 Explain how the IIF collected, maintained, and/or disseminated is 

the minimum necessary to accomplish the purpose for this effort.

To have a ready, electronic source from which to cross-check ethics and related 

employment information as new requests to undertake activities outside the 

workplace are received.  Used to report to NIH and others, as requested, on status of 

employees or ethics activities.  Also used to track and provide internal reports on 

employee data, such as awards, special pay contracts, and number of non-FTE staff.

 14 Explain why the IIF is being collected, maintained, or 

disseminated.

NIDCR senior staff, NIH and others at higher echelons. 15 Identify with whom the agency will share the IIF.

Most information is downloaded from the central NIH Human Resources Database.  

Other information not contained there is collected to be able to have one electronic 

source of staff information, to enable us to respond to requests from higher 

echelons, or assess/evaluate incoming requests from staff members.  All new staff 

members are advised, when information is collected, about the existence of the 

database and its uses.  The information collected and contained in the database can 

be found in numerous other sources (e.g., CVs, employment forms) � this database 

is simply a central, consolidated repository for all of the information.

 16 Describe how the IIF will be obtained, from whom it will be 

collected, what the suppliers of information and the subjects will 

be told about the information collection, and how this message 

will be conveyed to them (e.g., written notice, electronic notice if 

a web-based collection, etc.).  Describe any opportunities for 

consent provided to individuals regarding what information is 

collected and how the information will be shared.

NA 17 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children�s Online Privacy 

Protection Act of 1998)

Very limited number of �need-to-know� users.  Password protected. 18 Describe how the IIF will be secured.

Retention and destruction of data collected is in accordance with NIH Records 

schedule when no longer needed for administrative purposes.

 19 Describe plans for retention and destruction of IIF.

PIA System 09900018 20 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.
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 21 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endosed by the OPDIV Privacy Contact (Sign and 

Date):

 22 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 23 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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Question: Response:

2004-06-04 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH/NIDCR 2 OPDIV:

NIDCR Internet Website 3 Title of System or Information Collection:

N/A 4 Is this system or information collection new or is an existing one 

being modified?

 5 Does this system collect, maintain, and/or disseminate 

information in identifiable form (IIF)?

 6 Identify a point of contact to whom a member of the public can 

address questions concerning this information system and the 

privacy concerns associated with it.

Use if applicable, otherwise N/A 7 Unique Project Identifier Number:

09-25-0106 8 System of Records Number:

N/A 9 OMB Information Collection Approval Number and Expiration 

Date:

NIDCR8 10 Other Identifying Number(s):

The NIDCR Internet Website (www.ic.nih.gov) provides information about health and 

research to the public and scientific community.  The authority for the maintenance 

of this system is 5 U.S.C. 301; 44 U.S.C. 3101.

 11 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

The Institute does not collect personal information through its website except for 

general web trend statistics that allow us to improve the quality of the website.

 12 Describe the information the agency will collect, maintain, or 

disseminate and how the agency will use the information. In this 

description, indicate whether the information contains IIF and 

whether submission is voluntary or mandatory.
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N/A 13 Explain how the IIF collected, maintained, and/or disseminated is 

the minimum necessary to accomplish the purpose for this effort.

N/A 14 Explain why the IIF is being collected, maintained, or 

disseminated.

N/A 15 Identify with whom the agency will share the IIF.

N/A 16 Describe how the IIF will be obtained, from whom it will be 

collected, what the suppliers of information and the subjects will 

be told about the information collection, and how this message 

will be conveyed to them (e.g., written notice, electronic notice if 

a web-based collection, etc.).  Describe any opportunities for 

consent provided to individuals regarding what information is 

collected and how the information will be shared.

N/A 17 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children�s Online Privacy 

Protection Act of 1998)

N/A 18 Describe how the IIF will be secured.

N/A 19 Describe plans for retention and destruction of IIF.

09-25-0106 20 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 21 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endosed by the OPDIV Privacy Contact (Sign and 

Date):

 22 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):
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 23 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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OPDIV: NIH System Name: NIGMS Internet 

Question: Response:

2004-06-18 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH/NIGMS 2 OPDIV:

NIGMS Internet 3 Title of System or Information Collection:

N/A 4 Is this system or information collection new or is an existing one 

being modified?

 5 Does this system collect, maintain, and/or disseminate 

information in identifiable form (IIF)?

 6 Identify a point of contact to whom a member of the public can 

address questions concerning this information system and the 

privacy concerns associated with it.

N/A 7 Unique Project Identifier Number:

N/A 8 System of Records Number:

N/A 9 OMB Information Collection Approval Number and Expiration 

Date:

NIGMS-0007 10 Other Identifying Number(s):

The NIGMS Internet is a website that provides information about the mission and 

programs of the NIGMS.

 11 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

This system does not collect data or contain any Personally Identifiable Information. 12 Describe the information the agency will collect, maintain, or 

disseminate and how the agency will use the information. In this 

description, indicate whether the information contains IIF and 

whether submission is voluntary or mandatory.
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 13 Explain how the IIF collected, maintained, and/or disseminated is 

the minimum necessary to accomplish the purpose for this effort.

 14 Explain why the IIF is being collected, maintained, or 

disseminated.

 15 Identify with whom the agency will share the IIF.

 16 Describe how the IIF will be obtained, from whom it will be 

collected, what the suppliers of information and the subjects will 

be told about the information collection, and how this message 

will be conveyed to them (e.g., written notice, electronic notice if 

a web-based collection, etc.).  Describe any opportunities for 

consent provided to individuals regarding what information is 

collected and how the information will be shared.

 17 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children�s Online Privacy 

Protection Act of 1998)

 18 Describe how the IIF will be secured.

 19 Describe plans for retention and destruction of IIF.

N/A 20 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 21 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endosed by the OPDIV Privacy Contact (Sign and 

Date):

 22 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):
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 23 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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OPDIV: NIH System Name: NIH Contract Perform Sys 

Question: Response:

2003-12-08 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH 2 HHS Agency (OPDIV):

National Institutes of Health Contractor Performance System 3 Title of System or Information Collection:

This is an existing production system that is being modified. 4 Is this System or Information Collection new or is an existing one 

being modified?

009-25-01-26-02-4633-00-401-119 5 Unique Project Identifier Number:

 6 System of Records Number:

 7 OMB Information Collection Approval Number and Expiration Date

:

 8 Other Identifying Number(s):

The Federal Acquisition Streamlining Act (1994) requires that a contractor�s past 

performance be considered in the source selection process of granting a Federal 

contract award.  The National Institutes of Health (NIH) Contractor Performance 

System (CPS) is a multi-agency shared file used to collect, maintain, and 

disseminate contractor performance evaluations for Federal departments/agencies.  

The Office of Acquisition Management and Policy, Office of Administration, Office of 

the Director, NIH, is responsible for the design, development, and implementation of 

this system as well as its oversight and management.  The NIH Center for 

Information Technology provides all technical support for the NIH CPS.

 9 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.
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Quality of  Product or Service, Cost Control, Timeliness of Performance and 

Business Relations.  The FAR mandates that all contracts greater than $100,000 and 

with a period of performance greater than one year, be reviewed at least twice - 

once during the life of the contract and again at the contract�s expiration.  In fact, 

most agencies are performing annual evaluations.  Each evaluation is maintained in 

the CPS until the contract has been expired.  All standard evaluations are removed 

from the NIH CPS active file according to the FAR requirement.  Three years after 

the contract has expired, all evaluations associated with that contract are 

automatically removed from the active file and are archived.  For construction and 

A&E contracts, the period is extended to six years.  All Federal acquisition personnel 

authorized to use the NIH CPS have access to finalized/completed  evaluations for 

use in the contract award process.  Federal contracting personnel are made aware 

that the NIH CPS is to be considered a tool only and is not the sole resource for 

obtaining contractor performance information.

 10 Describe the information the agency will collect and how the 

agency will use the collected information. Explain how the data 

collected are the minimum necessary to accomplish the purpose 

for this effort.

 11 Explain why the information is being collected.

 12 Identify with whom the agency will share the collected information

.

 13 Describe how the information will be obtained, from whom it will 

be collected, what the suppliers of information and the subjects 

will be told about the information collection, and how this 

message will be conveyed to them (e.g., written notice, electronic 

notice if a web-based collection, etc.).  Describe any opportunities 

for consent provided to individuals regarding what information is 

collected and how the information will be shared.

 14 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children's Online Privacy 

Protection Act of 1998)

 15 Describe how the information will be secured.

 16 Describe plans for retention and destruction of data collected.
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OPDIV: NIH System Name: NIH Contract Perform Sys 

 17 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 18 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the OPDIV Privacy Contact (Sign and 

Date):

 19 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 20 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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OPDIV: NIH System Name: NIH Delegation of Auth DB 

Question: Response:

2004-06-30 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH/OD/OM/OMA/DMS 2 OPDIV:

NIH Delegations of Authority Database 3 Title of System or Information Collection:

New 4 Is this system or information collection new or is an existing one 

being modified?

 5 Does this system collect, maintain, and/or disseminate 

information in identifiable form (IIF)?

 6 Identify a point of contact to whom a member of the public can 

address questions concerning this information system and the 

privacy concerns associated with it.

N/A 7 Unique Project Identifier Number:

N/A 8 System of Records Number:

N/A 9 OMB Information Collection Approval Number and Expiration 

Date:

N/A 10 Other Identifying Number(s):
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Delegations of Authority (DOAs) are the formal assignment or commitment of legal 

power, usually to a subordinate official, to make certain decisions and take certain 

actions that have legal significance.  The DOAs are maintained in the database and 

tracked by DOA Coordinators assigned to each Institute/Center at the NIH as well as 

Subject Matter Experts (SMEs) who work in the Office of Human Resources at NIH.  

The DOA Coordinators & SMEs are authorized by the System Administrator to 

browse, search, add, edit and redelegate the delegations, as appropriate.  No PII will 

be collected.  Therefore, there is no legislative authority authorizing the collection of 

PII.

 11 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

The database will collect information from the signed delegations of authority 

approved by the Secretary, HHS, NIH Director and other senior officials.   Authorized 

users of the database will enter the data into the database.  No PII will be collected.

 12 Describe the information the agency will collect, maintain, or 

disseminate and how the agency will use the information. In this 

description, indicate whether the information contains IIF and 

whether submission is voluntary or mandatory.

N/A 13 Explain how the IIF collected, maintained, and/or disseminated is 

the minimum necessary to accomplish the purpose for this effort.

N/A 14 Explain why the IIF is being collected, maintained, or 

disseminated.

N/A 15 Identify with whom the agency will share the IIF.

N/A 16 Describe how the IIF will be obtained, from whom it will be 

collected, what the suppliers of information and the subjects will 

be told about the information collection, and how this message 

will be conveyed to them (e.g., written notice, electronic notice if 

a web-based collection, etc.).  Describe any opportunities for 

consent provided to individuals regarding what information is 

collected and how the information will be shared.

N/A 17 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children�s Online Privacy 

Protection Act of 1998)

N/A 18 Describe how the IIF will be secured.
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OPDIV: NIH System Name: NIH Delegation of Auth DB 

N/A 19 Describe plans for retention and destruction of IIF.

N/A 20 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 21 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endosed by the OPDIV Privacy Contact (Sign and 

Date):

 22 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 23 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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Question: Response:

2004-06-25 1 Date of this Submission (MM/DD/YYYY):

HHS/National Institutes of Health 2 OPDIV:

Jobs @ NIH website 3 Title of System or Information Collection:

Existing 4 Is this system or information collection new or is an existing one 

being modified?

 5 Does this system collect, maintain, and/or disseminate 

information in identifiable form (IIF)?

 6 Identify a point of contact to whom a member of the public can 

address questions concerning this information system and the 

privacy concerns associated with it.

 7 Unique Project Identifier Number:

09-25-0106 8 System of Records Number:

N/A 9 OMB Information Collection Approval Number and Expiration 

Date:

N/A 10 Other Identifying Number(s):

Website�static HTML pages, no data collected, no cookies 11 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

N/A 12 Describe the information the agency will collect, maintain, or 

disseminate and how the agency will use the information. In this 

description, indicate whether the information contains IIF and 

whether submission is voluntary or mandatory.
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N/A 13 Explain how the IIF collected, maintained, and/or disseminated is 

the minimum necessary to accomplish the purpose for this effort.

N/A 14 Explain why the IIF is being collected, maintained, or 

disseminated.

N/A 15 Identify with whom the agency will share the IIF.

N/A 16 Describe how the IIF will be obtained, from whom it will be 

collected, what the suppliers of information and the subjects will 

be told about the information collection, and how this message 

will be conveyed to them (e.g., written notice, electronic notice if 

a web-based collection, etc.).  Describe any opportunities for 

consent provided to individuals regarding what information is 

collected and how the information will be shared.

no 17 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children�s Online Privacy 

Protection Act of 1998)

N/A 18 Describe how the IIF will be secured.

N/A 19 Describe plans for retention and destruction of IIF.

no 20 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 21 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endosed by the OPDIV Privacy Contact (Sign and 

Date):

 22 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):
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 23 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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OPDIV: NIH System Name: NIH Login 

Question: Response:

2004-03-12 1 Date of this Submission (MM/DD/YYYY):

NIH 2 HHS Agency (OPDIV):

NIH Login 3 Title of System or Information Collection:

Existing 4 Is this System or Information Collection new or is an existing one 

being modified?

 5 Unique Project Identifier Number:

N/A 6 System of Records Number:

N/A 7 OMB Information Collection Approval Number and Expiration Date

:

N/A 8 Other Identifying Number(s):

NIH Login is a General Support System (GSS) that provides single sign-on (SSO) 

authentication services for NIH applications that are accessed via the web.  

Authentication is the process of verifying that the person accessing an application is 

who they say they purport to be.  The authentication process consists of a user 

presenting their credentials (e.g., userid / password, PKI certificate, etc.) to the 

authentication service, which then validates those credentials (e.g., presented 

password matches password associated with userid) to confirm the user�s identity.

 9 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

NIH Login is not a credentialing system; it does not issue credentials and does not 

maintain a persistent database of user information (e.g., user password file).  NIH 

Login is middleware that provides the linkage between web based applications (e.g., 

ITAS, NBS, and Web Portal) and existing NIH credentialing systems (e.g., Microsoft 

Active Directory).  Through a configuration process, applications tell NIH Login what 

credentials it is willing to accept.

 10 Describe the information the agency will collect and how the 

agency will use the collected information. Explain how the data 

collected are the minimum necessary to accomplish the purpose 

for this effort.
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OPDIV: NIH System Name: NIH Login 

To verify that the person accessing an application or webservice is who they say 

they purport to be.

 11 Explain why the information is being collected.

NIH IC specific apps and enterprise systems 12 Identify with whom the agency will share the collected information

.

N/A- no private information is collected or maintained 13 Describe how the information will be obtained, from whom it will 

be collected, what the suppliers of information and the subjects 

will be told about the information collection, and how this 

message will be conveyed to them (e.g., written notice, electronic 

notice if a web-based collection, etc.).  Describe any opportunities 

for consent provided to individuals regarding what information is 

collected and how the information will be shared.

N/A 14 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children's Online Privacy 

Protection Act of 1998)

N/A 15 Describe how the information will be secured.

N/A 16 Describe plans for retention and destruction of data collected.

N/A 17 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

Terri Sudler 18 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the OPDIV Privacy Contact (Sign and 

Date):

 19 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 20 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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OPDIV: NIH System Name: NIH OA Website 

Question: Response:

2003-12-16 1 Date of this Submission (MM/DD/YYYY):

 HHS/NIH/OD/OM/OA/BMOCO 2 OPDIV:

NIH OA Website 3 Title of System or Information Collection:

Modified 4 Is this system or information collection new or is an existing one 

being modified?

 5 Does this system collect, maintain, and/or disseminate 

information in identifiable form (IIF)?

 6 Identify a point of contact to whom a member of the public can 

address questions concerning this information system and the 

privacy concerns associated with it.

009-25-01-27-02-4655-00-305-109 7 Unique Project Identifier Number:

N/A 8 System of Records Number:

N/A 9 OMB Information Collection Approval Number and Expiration 

Date:

N/A 10 Other Identifying Number(s):
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The National Institutes of Health (NIH), Office of Administration (OA), is a multi-

functional fee-for-service organization providing acquisition management, 

procurement, property, logistics and transportation services across the NIH --as well 

as offering some of these services across the Federal government. Recently the OA 

commissioned an extensive independent study and evaluation of its services, which 

resulted in the development of the OA Transformation Council and multiple 

transformation workgroups to incorporate the desired changes and enhancements to 

OA operations. The OA Communications Transformation Workgroup produced the 

concept for the Business Management Office for Communications and Outreach (

BMOCO) to manage OA�s internal and external customer awareness and outreach 

communications, and envisioned the strategy for a customer service-centric 

Knowledge Based System (KBS) as part of the OA business communications and 

outreach process. This Internet-based website and KnowledgBased System would 

not only serve to bring cohesion to the OA�s Business Lifecycle approach across 

organizational functions, but would help the twelve organizational components within 

the Office of Administration to establish stellar customer services, and metrics --and 

marketing outreach activities as well.

 11 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

The OA BLS Knowledge Based System is a planned Internet-based automated 

system to support the OA�s twelve organizational units.  The system will be an 

integral part of the overall communications business process for the OA, particularly 

for outreach and education purposes.  The system incorporates a self-assessing 

automated customer-driven measurement and feedback mechanism that helps to 

clearly define the major business drivers, gaps, and encumbrances, and promotes 

efficient business planning and strategy that influence functional, departmental and 

individual responsibilities and evaluation. All system measurement evaluation 

relates back to satisfaction of customer requirements.

 12 Describe the information the agency will collect, maintain, or 

disseminate and how the agency will use the information. In this 

description, indicate whether the information contains IIF and 

whether submission is voluntary or mandatory.

The KBS website system will also support administrative and reporting functions, 

and provide users ready access to electronic information to include financial and 

programmatic statistics, contract and task order outreach data, as well as to event 

and activity information and registration.

 13 Explain how the IIF collected, maintained, and/or disseminated is 

the minimum necessary to accomplish the purpose for this effort.

189

7/13/2005

Page:

Report Date:

PIA-HHS-Form-2004

labuser
Rectangle



HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIH OA Website 

Best practices, in both the Public and Private sectors, have shown that organizations 

with a customer-driven, friendly, and useful Internet-based KBS presence are 

successfully sending customers clear and consistent messages of WHY and HOW to 

engage in business. These organizations provide the customer the ability to find 

information that is based on business functions more readily and thoroughly, and 

project a clear path through the business process that alleviates the normal 

interdepartmental fluff, ambiguity, and confusion. Fulfillment of the recent 

organizational transformation initiative recommending a web customer service 

central repository and browser-based retrieval tools to simplify and make uniform the 

OA image, administration, reporting, and communications and outreach process. 

And to achieve economies-of-scale and simplify maintenance by implementing a 

single system approach across all the OA.

 14 Explain why the IIF is being collected, maintained, or 

disseminated.

Information is to be primarily used for internal purposes only.  However, the unique 

and functionally diverse audience and stakeholders of the OA �scientist to 

purchasing agent to program managers to CIO�s to industry business professionals 

to contact officers and IT technology coordinators both internal and external to the 

NIH; requires individualized electronic web communication of the highest caliber and 

utility.

 15 Identify with whom the agency will share the IIF.

The primary objectives of the OA BLS-KBS website system are: To bring cohesion 

to the organizational web design and function for the Office of Administration as 

planned by the OA Transformation Workgroup. To bring harmony and attempt to 

capitalize on the past web efforts across various OA organizational units. The OA 

Business Management Office for Communications and Outreach (BMOCO) will 

facilitate this effort and form a workgroup composed of representatives of the 

various OA functions.  Enable OA to continue to be a self-sustaining, cost-effective 

fee-for-service organization by monitoring and tracking customer activity and 

requirements with 100 percent accuracy, and then automatically updating the 

Knowledge-Based System instantaneously to ensure the most up-to-date and timely 

customer service information available.  Enhance the content and style of the OA 

website based on the role, requirements, and activities performed within the OA. To 

provide web presence for the few OA units without any, and reduce the complexity 

and IT support of maintaining web presence for the multiple organizations that do 

have websites --transitioning the architecture to a single system solution and 

bringing all related maintenance to a single maintenance   operation.

 16 Describe how the IIF will be obtained, from whom it will be 

collected, what the suppliers of information and the subjects will 

be told about the information collection, and how this message 

will be conveyed to them (e.g., written notice, electronic notice if 

a web-based collection, etc.).  Describe any opportunities for 

consent provided to individuals regarding what information is 

collected and how the information will be shared.
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No information will be collected from children under age 13. 17 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children�s Online Privacy 

Protection Act of 1998)

The systems development for this task shall follow the model already established by 

Department and NIH approved standards for system�s security.  All development 

efforts shall provide for not only a consistent look and feel, and a consistent use of 

security technology that is supportable within technology standards of the NIH. 

BearingPoint shall translate the detailed specifications produced during the Design 

Phase into an executable system.  The program modules developed shall fulfill the 

user requirements.  Deliverables shall include a system ready for testing. The overall 

system security level is Level 3, high, which represents the highest rating between 

data sensitivity and application criticality.   Sensitivity Level 3 High for Data: To 

protect the proprietary information it may contain. Since some information will be 

accessible to Contractors and to the general public.    In addition, the KBS System 

will be compliant with the AISSP Handbook and other applicable regulations and NIH 

guidance.  The systems security shall be tested to assure functionality is consistent 

with the AISSP details described in the handbook.  Testing will validate that they 

system(s) can meet the minimum security needs for the number of anticipated users 

and provides the ability to scale for periods of high demand.  Additionally, a unit test, 

integration test and system qualification test (SQT) will be conducted.  The SQT will 

also be performed to confirm that the system satisfies the user�s requirements in 

the FRD --as well as validation that the SQT accurately addresses the requirements 

defined in the AISSP.  After testing has been completed we shall update the User 

Manual, Operators Manual, Maintenance Manual and any other pertinent documents 

to reflect any changes made as a result of testing.  Because the KBS System 

Security Plan (SSP) is a task order deliverable, it is premature to fully address all 

security planning and safeguards at present. However, the User Manual will describe 

the specific considerations for authentication and authorization, secure 

communications, availability, and non-repudiation.

 18 Describe how the IIF will be secured.

No sensitive or classified information contained 19 Describe plans for retention and destruction of IIF.

System and process will be fully compliant with section 552a U.S.C. regarding the 

Privacy Act.

 20 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.
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 21 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endosed by the OPDIV Privacy Contact (Sign and 

Date):

 22 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 23 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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Question: Response:

2003-12-12 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH/OD/OIR/OTT 2 HHS Agency (OPDIV):

NIH TechTracS 3 Title of System or Information Collection:

This system was put into production October 2002. 4 Is this System or Information Collection new or is an existing one 

being modified?

N/A 5 Unique Project Identifier Number:

09-25-0168 6 System of Records Number:

N/A 7 OMB Information Collection Approval Number and Expiration Date

:

N/A 8 Other Identifying Number(s):

NIH TechTracS is a relational database management system that manages and 

monitors all aspects of the technology transfer process; i.e., CRADAs, invention 

disclosures, U.S. and foreign patent prosecution, license applications and 

agreements, technology, marketing, royalties� collection, technology abstracts, 

statistics, and financial management.  35 U.S.C. 200 and 15 U.S.C. 3710 provide 

authority to maintain the records; 37 CFR Part 401 �Rights to Inventions Made by 

Nonprofit Organizations and Small Business Firms under Government Grants, 

Contracts, and Cooperative Agreements; �37 CFR Part 404 � Licensing of 

Government Owned Inventions;� and 45 CFR Part 7 �Employee Inventions.�

 9 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.
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The OTT will collect and store inventor name, address, social security number (

required if inventor is receiving royalties, otherwise optional), title and description of 

the invention, Employee Invention Report (EIR) number, Case/Serial Number, prior 

art related to the invention, evaluation of the commercial potential of the invention, 

prospective licensees intended development of the invention, associated patent 

prosecution and licensing documents and royalty payment information.

 10 Describe the information the agency will collect and how the 

agency will use the collected information. Explain how the data 

collected are the minimum necessary to accomplish the purpose 

for this effort.

a. Obtain patent protection of inventions submitted by PHS employees; b. Monitor 

the development of inventions made by grantees, fellowship recipients and 

contractors, and protect the government rights to patents made with NIH support; c. 

Grant licenses to patents obtained through the invention reports; and d. Provide 

royalty payments to PHS inventors, non-government contractors, and non-profit and 

educational institutions.

 11 Explain why the information is being collected.
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a.  Disclosure may be made to a congressional office from the record of an 

individual in response to an inquiry from the congressional office made at the 

request of that individual.  b.  Disclosure may be made to the Department of Justice 

or to a court or other tribunal from this system of records, when (a) HHS, or any 

component thereof; or (b) any HHS employee in his or her official capacity; or (c) 

any HHS employee in his or her individual capacity where the Department of Justice 

(or HHS, where it is authorized to do so) has agreed to represent the employee; or (d

) the United States or any agency thereof where HHS determines that the litigation is 

likely to affect HHS or any of its components, is a party to litigation or has an interest 

in such litigation, and HHS determines that the use of such records by the 

Department of Justice, court or other tribunal is relevant and necessary to the 

litigation and would help in the effective representation of the governmental party, 

provided, however, that in each case HHS determines that such disclosure is 

compatible with the purpose for which the records were collected. Disclosure may 

also be made to the Department of Justice to obtain legal advice concerning issues 

raised by the records in this system.  c. In the event that a system of records 

maintained by this agency to carry out its functions indicates a violation or potential 

violation of law, whether civil, criminal, or regulatory in nature, and whether arising 

by general statute or particular program statute, or by regulation, rule or order issued 

pursuant thereto, the relevant records in the system of records may be referred to 

the appropriate agency, whether Federal, State, or local, charged with enforcing or 

implementing the statute or rule, regulation or order issued pursuant thereto.  d.  NIH 

may disclose records to Department contractors and subcontractors for the purpose 

of collecting, compiling, aggregating, analyzing, or refining records in the system. 

Contractors maintain, and are also required to ensure that subcontractors maintain, 

Privacy Act safeguards with respect to such records.  e.  NIH may disclose 

information from this system of records for the purpose of obtaining patent protection 

for PHS inventions and licenses for these patents to: (a) scientific personnel, both in 

this agency and other Government agencies, and in non-Governmental 

organizations such as universities, who possess the expertise to understand the 

invention and evaluate its importance as a scientific advance; (b) contract patent 

counsel and their employees and foreign contract personnel retained by the 

Department for patent searching and prosecution in both the United States and 

foreign patent offices; (c) all other Government agencies whom PHS contacts 

regarding the possible use, interest in, or ownership rights in PHS inventions; (d) 

prospective licensees or technology finders who may further make the invention 

available to the public through sale or use; (e) parties, such as supervisors of 

 12 Identify with whom the agency will share the collected information

.

321

7/13/2005

Page:

Report Date:

PIA-HHS-Form-20031022

labuser
Rectangle



HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIH Tech Tracs 

inventors, whom PHS contacts to determine ownership rights, and those parties 

contacting PHS to determine the Government's ownership; and (f) the United States 

and foreign patent offices involved in the filing of PHS patent applications.  f.  NIH 

will report to the Treasury Department, Internal Revenue Service (IRS), as taxable 

income, the amount of royalty payment paid to PHS inventors.

a.  Sources of data are NIH ICs, inventors and other collaborating persons, grantees, 

fellowship recipients and contractors; other Federal agencies; scientific experts from 

non-Government organizations; contract patent counsel and their employees and 

foreign contract personnel; United States and foreign patent offices; prospective 

licensees; Internet and commercial databases, and third parties whom NIH contacts 

to determine individual invention ownership or Government ownership. b.  To be 

notified that information is being collected, a requester must write to the System 

Manager and verify his or her identity by providing either a notarization of the 

request or a written certification that the requester is who he or she claims to be and 

understands that the knowing and willful request for acquisition of a record pertaining 

to an individual under false pretenses is a criminal offense under the Act, subject to 

a five thousand dollar fine. The request should include: a) full name, and b) 

appropriate identifying information on the nature of the invention. c.  To attain 

access to records, a requester must write to the System Manager and provide the 

same information as is required under the Notification Procedures. Requesters 

should also reasonably specify the record contents being sought. Individuals may 

also request an accounting of disclosure of their records, if any. d.  To contest the 

information that has been collected, a requester must contact the System Manager 

and reasonably identify the record, specify the information to be contested, the 

corrective action sought, and their reasons for requesting the correction, along with 

supporting information to show how the record is inaccurate, incomplete, obsolete or 

irrelevant. The right to contest records is limited to information which is incomplete, 

irrelevant, incorrect, or obsolete. All information entered into NIH TechTracS from 

the above sources has corresponding signatures that provide authority to collect and 

store the data.

 13 Describe how the information will be obtained, from whom it will 

be collected, what the suppliers of information and the subjects 

will be told about the information collection, and how this 

message will be conveyed to them (e.g., written notice, electronic 

notice if a web-based collection, etc.).  Describe any opportunities 

for consent provided to individuals regarding what information is 

collected and how the information will be shared.

Not Applicable. 14 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children's Online Privacy 

Protection Act of 1998)
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a.  Authorized Users: Data on the NIH TechTracS database is accessed by password 

known only to authorized users who are NIH or contractor employees involved in 

patenting and licensing of PHS inventions. Access to information is thus limited to 

those with a need to know. b.  Physical Safeguards: The database software, 

structure and data are monitored twenty-four hours a day, 7 days a week. The Office 

of Information Technology (OIT), Executive Office (EO), OD, NIH, is responsible for 

the maintenance and monitoring of the four OTT servers� hardware and the 

Windows 2000 server OS. Daily and weekly, NIH TechTracS source code, structure, 

data and log files are backed up to OIT�s off-site server located at 6100 Executive 

Boulevard, Rockville, MD 20852. c.  Procedural and Technical Safeguards: Data 

stored in computers will be accessed through the use of passwords known only to the 

authorized users. A password is required to access the database. All users of 

personal information in connection with the performance of their jobs (see 

Authorized Users, above) protect information, including confidential business 

information submitted by potential licensees, from public view and from 

unauthorized personnel entering an unsupervised office.

 15 Describe how the information will be secured.

a.  ODTechTracS (production server) houses NIH TechTracS source code, structure, 

data files, backups and logs; 4th Dimension (4D) server and associated 4D software; 

and Microsoft Windows 2000 server software; b.  ODOTTAUTO (Auto Agent server) 

processes 4D functions such as the spooling and printing of reports and forms using 

4D software tools, 4th Dimension (4D) server and associated 4D software; and 

Microsoft Windows 2000 server software;  c.  ODOTTFTP (FTP server) processes 

and stores electronic documents related to individual NIH TechTracS records, 4th 

Dimension (4D) server and associated 4D software; and Microsoft Windows 2000 

server software; and d.  ODOTTTEST (test server) tests source code modifications 

and enhancements and 4D upgrades prior to migration to the production server, 4th 

Dimension (4D) server and associated 4D software; and Microsoft Windows 2000 

server software.  Records are retained and disposed of under the authority of the 

NIH Records Control Schedule contained in NIH Manual Chapter 1743, Appendix 1 - 

"Keeping and Destroying Records" (HHS Records Management Manual, Appendix B

-361), item 1100-L, which allows records to be kept for a maximum of thirty years. 

Refer to the NIH Manual Chapter for specific disposition instructions.

 16 Describe plans for retention and destruction of data collected.

The existing system of records number is 09-25-0168 17 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.
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 18 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the OPDIV Privacy Contact (Sign and 

Date):

 19 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 20 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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Question: Response:

2003-12-05 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH/OD 2 HHS Agency (OPDIV):

NIH Undergraduate Scholarship Program 3 Title of System or Information Collection:

N/A 4 Is this System or Information Collection new or is an existing one 

being modified?

009-25-01-27-02-4619-00-305-109 5 Unique Project Identifier Number:

09-25-0165 6 System of Records Number:

OMB No. 0925-0361, Form approved for use through 12/31/2004 7 OMB Information Collection Approval Number and Expiration Date

:

OIR/OLRS - UGSP 8 Other Identifying Number(s):

The NIH Undergraduate Scholarship Program (UGSP) was implemented by the NIH 

in 1996 and offers competitive scholarships to students from disadvantaged 

backgrounds who are committed to careers in biomedical, behavioral and social 

science health-related research.  The program is designed to improve access to 

education leading to research careers for those who have had fewer opportunities 

than others. The program is primarily designed to provide an incentive for 

exceptional scholars to pursue research careers at the NIH.

 9 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.
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The information collected in the application forms is: name, address, Social Security 

number (SSN), program application and associated forms, service pay-back 

obligations, employment data, personal, professional, and demographic background 

information; academic and research progress reports (which include related data, 

correspondence, and professional performance information consisting of continuing 

education, performance awards, and adverse or disciplinary actions); standard 

school budgets; financial data including loan balances, deferment, forbearance, and 

repayment/delinquent/default status information; commercial credit reports; 

educational data including tuition and other related educational expenses; 

educational data including academic program and status; employment status 

verification (which includes certifications and verifications of continuing participation 

in qualified research); Federal, State and county tax related information, including 

copies of tax returns.

 10 Describe the information the agency will collect and how the 

agency will use the collected information. Explain how the data 

collected are the minimum necessary to accomplish the purpose 

for this effort.

The information collected is used to: (1) Identify and select applicants for the NIH 

UGSP; (2) monitor scholarship activities, such as payment tracking, academic status 

and performance, research and related services, deferment of service obligation, 

and default; and (3) assist NIH officials in the collection of overdue debts owed 

under the NIH UGSP.

 11 Explain why the information is being collected.

The OLRS administers the application and disbursement processes for the UGSP, 

which includes information dissemination, conducting the application receipt 

process, convening the UGSP review panel, evaluating tuition and other educational 

expenses, reviewing basic eligibility, administering individual UGSP contracts, 

establishing tuition and other payment schedules with academic institutions, and 

obligating funds.

 12 Identify with whom the agency will share the collected information

.

UGSP applicants can submit applications by paper or electronically.  The application 

materials can be requested by toll-free telephone at (800) 528-7689, or applicants 

can apply online or download and print application from the NIH UGSP website (http

://ugsp.info.nih.gov).

 13 Describe how the information will be obtained, from whom it will 

be collected, what the suppliers of information and the subjects 

will be told about the information collection, and how this 

message will be conveyed to them (e.g., written notice, electronic 

notice if a web-based collection, etc.).  Describe any opportunities 

for consent provided to individuals regarding what information is 

collected and how the information will be shared.

No information is collected from children under age 13 on the Internet. 14 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children's Online Privacy 

Protection Act of 1998)
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Authorized users access to information is limited to authorized personnel in the 

performance of their duties.  Authorized personnel include system managers and 

their staffs, financial, fiscal and records management personnel, legal personnel, 

computer personnel, and NIH contractors and subcontractors - all of whom are 

responsible for administering the NIH UGSP.  Physical Safeguards: Rooms where 

records are stored are locked when not in use. During regular business hours rooms 

are unlocked but are controlled by on-site personnel. Security guards perform 

random checks on the physical security of the storage locations after duty hours, 

including weekends and holidays.  Procedural and Technical Safeguards: A 

password is required to access the terminal and a data set name controls the release 

of data to only authorized users. All users of personal information in connection with 

the performance of their jobs protect information from public view and from 

unauthorized personnel entering an unsupervised office.  Data on local area network 

computer files is accessed by keyword known only to authorized personnel.  Codes 

by which automated files may be accessed are changed periodically.  This 

procedure also includes deletion of access codes when employees or contractors 

leave.  New employees and contractors are briefed and the security department is 

notified of all staff members and contractors authorized to be in secured areas 

during working and nonworking hours. This list is revised as necessary.  Individuals 

remotely accessing the secured areas of the OLRS Internet sites have separate 

accounts and passwords, and all data transmitted between the server and 

workstations is encrypted.  Passwords are assigned by project staff and may include 

both alphabetic and non-alphabetic characters. These practices are in compliance 

with the standards of Chapter 45-13 of the HHS General Administration Manual, "

Safeguarding Records Contained in Systems of Records," supplementary Chapter 

PHS 45-13, and the Department�s Automated Information System Security 

Handbook.

 15 Describe how the information will be secured.
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Records are retained and disposed of under the authority of the NIH Records Control 

Schedule contained in NIH Manual Chapter 1743, Appendix 1 - "Keeping and 

Destroying Records" (HHS Records Management Manual, Appendix B-361), item 

2300-537-1. Participant case files are transferred to a Federal Records Center one 

year after closeout and destroyed five years later. Closeout is the process by which it 

is determined that all applicable administrative actions and disbursements of 

benefits have been completed by the OLRS and service obligations have been 

completed by the participant. Applicant case files are destroyed three years after 

disapproval or withdrawal of their application. Appeal and litigation case files are 

destroyed six years after the calendar year in which the case is closed. Other copies 

of these files are destroyed two years after the calendar year in which the case is 

closed.

 16 Describe plans for retention and destruction of data collected.

The system number is 09-25-0165, National Institutes of Health (NIH), Office of Loan 

Repayment and Scholarship (OLRS) Record System, HHS/NIH/OD.

 17 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 18 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the OPDIV Privacy Contact (Sign and 

Date):

 19 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 20 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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Question: Response:

2004-10-05 1 Date of this Submission (MM/DD/YYYY):

NIH 2 OPDIV:

NIHnet 3 Title of System or Information Collection:

New 4 Is this system or information collection new or is an existing one 

being modified?

N 5 Does this system collect, maintain, and/or disseminate 

information in identifiable form (IIF)?

Karen Plá, NIH Privacy Act Coordinator 6 Identify a point of contact to whom a member of the public can 

address questions concerning this information system and the 

privacy concerns associated with it.

009-25-02-00-01-3109-00-109-026 7 Unique Project Identifier Number:

N/A 8 System of Records Number:

N/A 9 OMB Information Collection Approval Number and Expiration 

Date:

N/A 10 Other Identifying Number(s):

NIHnet is the central computer network that provides intercommunications between 

NIH Institutes and Centers and external resources such as the Internet and HHSnet.

 11 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

NIHnet is a transport system which does not collect or maintain any IIF data. 12 Describe the information the agency will collect, maintain, or 

disseminate and how the agency will use the information. In this 

description, indicate whether the information contains IIF and 

whether submission is voluntary or mandatory.
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N/A 13 Explain how the IIF collected, maintained, and/or disseminated is 

the minimum necessary to accomplish the purpose for this effort.

N/A 14 Explain why the IIF is being collected, maintained, or 

disseminated.

N/A 15 Identify with whom the agency will share the IIF.

N/A 16 Describe how the IIF will be obtained, from whom it will be 

collected, what the suppliers of information and the subjects will 

be told about the information collection, and how this message 

will be conveyed to them (e.g., written notice, electronic notice if 

a web-based collection, etc.).  Describe any opportunities for 

consent provided to individuals regarding what information is 

collected and how the information will be shared.

N/A 17 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children�s Online Privacy 

Protection Act of 1998)

N/A 18 Describe how the IIF will be secured.

N/A 19 Describe plans for retention and destruction of IIF.

N/A 20 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

Signed by:  Timothy J. Wheeles NIH Privacy Act Officer 10/05/04 21 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endosed by the OPDIV Privacy Contact (Sign and 

Date):

Not yet signed by:  Suzanne J. Servis Designee for NIH Director 22 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):
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Not yet signed by:  Alan Graeff NIH Chief Information Officer 23 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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Question: Response:

2004-06-07 1 Date of this Submission (MM/DD/YYYY):

NIH 2 OPDIV:

NIMH Websites 3 Title of System or Information Collection:

N/A 4 Is this system or information collection new or is an existing one 

being modified?

 5 Does this system collect, maintain, and/or disseminate 

information in identifiable form (IIF)?

 6 Identify a point of contact to whom a member of the public can 

address questions concerning this information system and the 

privacy concerns associated with it.

009-25-01-27-02-9218-00-305-108 7 Unique Project Identifier Number:

N/A 8 System of Records Number:

 9 OMB Information Collection Approval Number and Expiration 

Date:

 10 Other Identifying Number(s):

To disseminate Institute information to the public.  Public Law 102-321 11 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

Websites maintained to disseminate Institute information.  This system has no 

personal  identifying information.

 12 Describe the information the agency will collect, maintain, or 

disseminate and how the agency will use the information. In this 

description, indicate whether the information contains IIF and 

whether submission is voluntary or mandatory.
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 13 Explain how the IIF collected, maintained, and/or disseminated is 

the minimum necessary to accomplish the purpose for this effort.

 14 Explain why the IIF is being collected, maintained, or 

disseminated.

 15 Identify with whom the agency will share the IIF.

 16 Describe how the IIF will be obtained, from whom it will be 

collected, what the suppliers of information and the subjects will 

be told about the information collection, and how this message 

will be conveyed to them (e.g., written notice, electronic notice if 

a web-based collection, etc.).  Describe any opportunities for 

consent provided to individuals regarding what information is 

collected and how the information will be shared.

 17 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children�s Online Privacy 

Protection Act of 1998)

 18 Describe how the IIF will be secured.

 19 Describe plans for retention and destruction of IIF.

N/A 20 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 21 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endosed by the OPDIV Privacy Contact (Sign and 

Date):

 22 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NIMH Websites 

 23 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NINR Internet 

Question: Response:

2004-06-02 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH/NINR 2 HHS Agency (OPDIV):

NINR Internet 3 Title of System or Information Collection:

N/A 4 Is this System or Information Collection new or is an existing one 

being modified?

0009-25-01-27-02-8901-00-305-108 5 Unique Project Identifier Number:

09-25-0106 6 System of Records Number:

NA 7 OMB Information Collection Approval Number and Expiration Date

:

NINR2 8 Other Identifying Number(s):

The NINR Web site provides a medium for NINR to provide nursing research 

information to the general public and for nursing professionals to learn about training 

opportunities. Downloadable forms are provided for those who wish to apply for the 

graduate level course.   There is a registration process for those wishing to take the 

on-line training about applying for grants.  Sec 301 of PHS Act; 5 U.S.C. 301; 44 U.S

.C. 3101.

 9 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

There is no data collected from the general public, nor from the nursing 

professionals who access the graduate level web site.  Basic information (name and 

email address are the only required fields) is gathered for the registration of those 

wishing to take the on-line training on grants, so that they have a login id and 

password and so that a completion certificate can be emailed to those who choose 

that option. Mailing address is required for those who choose the CE option so that a 

continuing education (CE) certificate can be mailed to them.

 10 Describe the information the agency will collect and how the 

agency will use the collected information. Explain how the data 

collected are the minimum necessary to accomplish the purpose 

for this effort.
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HHS Privacy Impact Assessment (PIA) Summary
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It is used to provide summary information to NINR about the number of participants, 

how the course is being evaluated, and, if the participants choose to provide it, 

research interests of the participants.  NINR could get additional information but has 

not had the need.  There is no data provided to NINR that can be tied to a particular 

individual.  This information is evaluated and decisions about the course are made.

 11 Explain why the information is being collected.

No one. 12 Identify with whom the agency will share the collected information

.

The information is obtained on-line from those interested in taking the course.  There 

is a full page of information about what will be done and not done with the data on 

the web site.  There is no sharing of information except with the Accreditation 

Council for Continuing Medical Education, if the participant chooses to take the 

course for CE credit.  There is also a paragraph on that page about Consent to 

collect the data: continued use of the course indicates consent.  Questions can be 

directed to the email address on the page.

 13 Describe how the information will be obtained, from whom it will 

be collected, what the suppliers of information and the subjects 

will be told about the information collection, and how this 

message will be conveyed to them (e.g., written notice, electronic 

notice if a web-based collection, etc.).  Describe any opportunities 

for consent provided to individuals regarding what information is 

collected and how the information will be shared.

No information is collect from children under 13. 14 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children's Online Privacy 

Protection Act of 1998)

The company with whom NINR has contracted to provide this course employs 

software programs to monitor traffic to identify unauthorized attempts to upload or 

change information, or otherwise cause damage.  They keep the specifics to 

themselves, as part of their security plan.

 15 Describe how the information will be secured.

The Accreditation Council for Continuing Medical Education (ACCME) and the 

American Nursing Creditation Center (ANCC) mandate that the data for the (

Continuing Education Units) CEU be kept for 5 years.  Data for those who do not opt 

for the CEU is kept for one year.  Data is deleted quarterly by date.

 16 Describe plans for retention and destruction of data collected.

09-25-0106 17 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 18 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the OPDIV Privacy Contact (Sign and 

Date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NINR Internet 

 19 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 20 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NLST Coord Ctr Manage Sys 

Question: Response:

2004-06-04 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH/NCI 2 HHS Agency (OPDIV):

DCP NLST Coordinating Center Management Systems 3 Title of System or Information Collection:

Existing 4 Is this System or Information Collection new or is an existing one 

being modified?

N/A 5 Unique Project Identifier Number:

N/A 6 System of Records Number:

N/A 7 OMB Information Collection Approval Number and Expiration Date

:

NCI-62 8 Other Identifying Number(s):

The system is used for monitoring, quality control, coordination of screening center 

activities, coordination of activities with ACRIN, and contamination assessment. 

Public Health Service Act. (42 U.S.C. 241, 242, 248, 281, 282, 284, 285a, 285b, 285

c, 285d, 285e, 285f, 285g, 285h, 285i, 285j, 285l, 285m, 285n, 285o, 285p, 285q, 

287, 287b, 287c, 289a, 289c, and 44 U.S.C. 3101.)

 9 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

The system contains no Personal Identifiable Information (PII). 10 Describe the information the agency will collect and how the 

agency will use the collected information. Explain how the data 

collected are the minimum necessary to accomplish the purpose 

for this effort.

 11 Explain why the information is being collected.
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HHS Privacy Impact Assessment (PIA) Summary
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 12 Identify with whom the agency will share the collected information

.

 13 Describe how the information will be obtained, from whom it will 

be collected, what the suppliers of information and the subjects 

will be told about the information collection, and how this 

message will be conveyed to them (e.g., written notice, electronic 

notice if a web-based collection, etc.).  Describe any opportunities 

for consent provided to individuals regarding what information is 

collected and how the information will be shared.

 14 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children's Online Privacy 

Protection Act of 1998)

 15 Describe how the information will be secured.

 16 Describe plans for retention and destruction of data collected.

 17 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 18 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the OPDIV Privacy Contact (Sign and 

Date):

 19 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 20 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: NLST Research DB 

Question: Response:

2004-06-04 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH/NCI 2 HHS Agency (OPDIV):

DCP NLST Research Database 3 Title of System or Information Collection:

Existing 4 Is this System or Information Collection new or is an existing one 

being modified?

N/A 5 Unique Project Identifier Number:

N/A 6 System of Records Number:

N/A 7 OMB Information Collection Approval Number and Expiration Date

:

NCI-57 8 Other Identifying Number(s):

The system is used for monitoring, quality control, and analysis of the NLST trial 

Public Health Service Act. (42 U.S.C. 241, 242, 248, 281, 282, 284, 285a, 285b, 285

c, 285d, 285e, 285f, 285g, 285h, 285i, 285j, 285l, 285m, 285n, 285o, 285p, 285q, 

287, 287b, 287c, 289a, 289c, and 44 U.S.C. 3101.)

 9 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

The system contains no Personal Identifiable Information (PII). 10 Describe the information the agency will collect and how the 

agency will use the collected information. Explain how the data 

collected are the minimum necessary to accomplish the purpose 

for this effort.

 11 Explain why the information is being collected.

 12 Identify with whom the agency will share the collected information

.
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 13 Describe how the information will be obtained, from whom it will 

be collected, what the suppliers of information and the subjects 

will be told about the information collection, and how this 

message will be conveyed to them (e.g., written notice, electronic 

notice if a web-based collection, etc.).  Describe any opportunities 

for consent provided to individuals regarding what information is 

collected and how the information will be shared.

 14 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children's Online Privacy 

Protection Act of 1998)

 15 Describe how the information will be secured.

 16 Describe plans for retention and destruction of data collected.

 17 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 18 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the OPDIV Privacy Contact (Sign and 

Date):

 19 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 20 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: nVision  (now BIS) 

Question: Response:

2004-10-21 1 Date of this Submission (MM/DD/YYYY):

NIH 2 OPDIV:

NIH Business Intelligence System (NBIS) 3 Title of System or Information Collection:

N/A 4 Is this system or information collection new or is an existing one 

being modified?

Y 5 Does this system collect, maintain, and/or disseminate 

information in identifiable form (IIF)?

Karen Plá, NIH Privacy Act Coordinator 6 Identify a point of contact to whom a member of the public can 

address questions concerning this information system and the 

privacy concerns associated with it.

009-25-01-26-01-3105-00-402-129 7 Unique Project Identifier Number:

09-90-0018 and 09-90-0024 8 System of Records Number:

N/A 9 OMB Information Collection Approval Number and Expiration 

Date:

N/A 10 Other Identifying Number(s):

The NIH Business Intelligence System is an enhanced data warehouse that is a 

consolidation of the legacy data warehouse, numerous small systems, and 

technological updates designed to improve reporting capabilities of the NIH business 

systems.  This consolidation integrates the query and reporting capabilities of NIH 

business systems into one system.  The legal authority is referenced in HHS Privacy 

Act Systems of Record 09-90-0018 and 09-90-0024.

 11 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: nVision  (now BIS) 

The agency collects both administrative and financial data.  This data is collected 

from NIH source systems and is used for business reporting purposes.  Submission 

from the systems is voluntary.

 12 Describe the information the agency will collect, maintain, or 

disseminate and how the agency will use the information. In this 

description, indicate whether the information contains IIF and 

whether submission is voluntary or mandatory.

Based on meetings with various NIH business communities, the data collected 

represents the requirements for providing the needed reporting and analytical 

capabilities.

 13 Explain how the IIF collected, maintained, and/or disseminated is 

the minimum necessary to accomplish the purpose for this effort.

Data is collected to support the reporting requirements of the NIH. 14 Explain why the IIF is being collected, maintained, or 

disseminated.

Only authorized personnel have access to this data.  Data may be obtained through 

FOIA requests.

 15 Identify with whom the agency will share the IIF.

Agreements have been obtained from the NIH source systems in collaboration with 

the business community requirement groups to provide the data needed to support 

the mission of NIH.  The warehouse and source systems teams are in constant 

communication with regard to the data and changes in that data or access 

permissions granted to users.

 16 Describe how the IIF will be obtained, from whom it will be 

collected, what the suppliers of information and the subjects will 

be told about the information collection, and how this message 

will be conveyed to them (e.g., written notice, electronic notice if 

a web-based collection, etc.).  Describe any opportunities for 

consent provided to individuals regarding what information is 

collected and how the information will be shared.

N/A 17 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children�s Online Privacy 

Protection Act of 1998)

The data is secured in databases and only accessed by authorized personnel. 18 Describe how the IIF will be secured.

Data is retained and destroyed according to the Department's recordkeeping manual. 19 Describe plans for retention and destruction of IIF.

The Privacy Act Systems of Records Notices under which the records will be 

maintained are:  09-90-0018, entitled "Personnel Records in Operating Offices, HHS

/OS/ASPER" and 09-90-0024, entitled "Financial Transactions of HHS Accounting 

and Finance Offices, HHS/OS/ASMB."

 20 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: nVision  (now BIS) 

Signed by:  Timothy J. Wheeles NIH Privacy Act Officer 10/21/04 21 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endosed by the OPDIV Privacy Contact (Sign and 

Date):

Not yet signed by:  Suzanne J. Servis Designee for NIH Director 22 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

Not yet signed by:  Alan Graeff NIH Chief Information Officer 23 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: OCPL Mail List DB-NIGMS 

Question: Response:

2004-06-18 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH/NIGMS 2 OPDIV:

OCPL Mailing Labels DB 3 Title of System or Information Collection:

N/A 4 Is this system or information collection new or is an existing one 

being modified?

 5 Does this system collect, maintain, and/or disseminate 

information in identifiable form (IIF)?

 6 Identify a point of contact to whom a member of the public can 

address questions concerning this information system and the 

privacy concerns associated with it.

009-25-03-00-02-5142-00-500-200 7 Unique Project Identifier Number:

09-25-0106 8 System of Records Number:

N/A 9 OMB Information Collection Approval Number and Expiration 

Date:

NIGMS-0004 10 Other Identifying Number(s):

The OCPL Mailing Labels database is a web based data collection system that 

allows collection of contact information for persons that are requesting educational/

informational materials from NIGMS. NIGMS and its contractors will use the data to 

generate mailing labels.   Information in the system is protected by the Privacy Act 

as part of NIH system of records 09-25-0106 and its collection is authorized by 5 U.S

.C. 301; 44 U.S.C. 3101.

 11 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: OCPL Mail List DB-NIGMS 

Data includes name and mailing address(es), phone number, and email address.  

This contact information may be for work or home, depending on the preference of 

the person requesting the materials. These data are used in sending the requested 

materials

 12 Describe the information the agency will collect, maintain, or 

disseminate and how the agency will use the information. In this 

description, indicate whether the information contains IIF and 

whether submission is voluntary or mandatory.

Only information required for sending the requested materials is collected. 13 Explain how the IIF collected, maintained, and/or disseminated is 

the minimum necessary to accomplish the purpose for this effort.

These data are used in sending the requested materials. 14 Explain why the IIF is being collected, maintained, or 

disseminated.

The data collected is made available to those outside the NIH only as required by 

law.

 15 Identify with whom the agency will share the IIF.

Address information is collected from the people asking for materials. Requests may 

be via phone, email, letter, or other forms of correspondence.

 16 Describe how the IIF will be obtained, from whom it will be 

collected, what the suppliers of information and the subjects will 

be told about the information collection, and how this message 

will be conveyed to them (e.g., written notice, electronic notice if 

a web-based collection, etc.).  Describe any opportunities for 

consent provided to individuals regarding what information is 

collected and how the information will be shared.

No 17 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children�s Online Privacy 

Protection Act of 1998)

Regular access to information is limited to NIGMS staff that are collecting the 

information or sending materials.  Developers and/or Contractor employees may 

have access on an as-needed basis for system administration and maintenance.  

Other access is granted only on a case-by-case basis, consistent with the restrictions 

required by the Privacy Act (e.g., when disclosure is required by the Freedom of 

Information Act), as authorized by the system manager.   The database is protected 

within a locked facility with cipher locks and controlled access.

 18 Describe how the IIF will be secured.

Records are retained and disposed of under the authority of the NIH Records Control 

Schedule contained in NIH Manual Chapter 1743, Appendix 1 - "Keeping and 

Destroying Records" (HHS Records Management Manual, Appendix B-361), item 

1700-C, which allows records to be kept for a maximum period of ten years. Refer to 

the NIH Manual Chapter for specific disposition instructions.

 19 Describe plans for retention and destruction of IIF.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: OCPL Mail List DB-NIGMS 

System of Records notice: 09-25-09-25-0106 20 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 21 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endosed by the OPDIV Privacy Contact (Sign and 

Date):

 22 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 23 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: OCPL Website Development 

Question: Response:

2003-12-04 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH/OCPL 2 HHS Agency (OPDIV):

Office of Communications and Public Liaison (OCPL) Website development 3 Title of System or Information Collection:

Existing 4 Is this System or Information Collection new or is an existing one 

being modified?

009-25-01-27-02-4682-00-305-109 5 Unique Project Identifier Number:

n/a 6 System of Records Number:

n/a 7 OMB Information Collection Approval Number and Expiration Date

:

n/a 8 Other Identifying Number(s):

It�s a Web site that describes the function and resources provided by our office 9 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

We don�t collect any personal information on this site. While the site is on a public 

server, the intended audience are NIH employees who need information about our 

office.

 10 Describe the information the agency will collect and how the 

agency will use the collected information. Explain how the data 

collected are the minimum necessary to accomplish the purpose 

for this effort.

We don�t collect any personal information on this site. 11 Explain why the information is being collected.

No information to share? 12 Identify with whom the agency will share the collected information

.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: OCPL Website Development 

n/a 13 Describe how the information will be obtained, from whom it will 

be collected, what the suppliers of information and the subjects 

will be told about the information collection, and how this 

message will be conveyed to them (e.g., written notice, electronic 

notice if a web-based collection, etc.).  Describe any opportunities 

for consent provided to individuals regarding what information is 

collected and how the information will be shared.

no 14 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children's Online Privacy 

Protection Act of 1998)

n/a 15 Describe how the information will be secured.

n/a 16 Describe plans for retention and destruction of data collected.

n/a 17 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 18 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the OPDIV Privacy Contact (Sign and 

Date):

 19 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 20 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: Off  Animal Care & Use 

Question: Response:

2003-12-09 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH 2 HHS Agency (OPDIV):

Office of Animal Care & Use Training website 3 Title of System or Information Collection:

Existing 4 Is this System or Information Collection new or is an existing one 

being modified?

009-25-01-27-02-4617-00 5 Unique Project Identifier Number:

09-90-0018 6 System of Records Number:

N/A 7 OMB Information Collection Approval Number and Expiration Date

:

N/A 8 Other Identifying Number(s):

Support federally mandated training of NIH staff on animal care and use regulations 

and policies.  Training is required by 7 U.S.C. 2131-2159 and C.F.R. 9, Ch 1, Subch. 

A, Parts 1-3.

 9 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

Name, last 4 digits of SSN , mailing and e-mail address, phone and fax number are 

collected from NIH staff who are required to be trained in humane animal care and 

use principles and practices.  Information is collected to record who has been trained 

and the courses completed.  Information collected is minimum necessary to allow 

notification of training completion and maintain training history as recurrent training 

is a necessary part of the training requirement.

 10 Describe the information the agency will collect and how the 

agency will use the collected information. Explain how the data 

collected are the minimum necessary to accomplish the purpose 

for this effort.

Information is collected to record who has been trained and the courses completed. 11 Explain why the information is being collected.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: Off  Animal Care & Use 

Information is not shared outside of NIH. 12 Identify with whom the agency will share the collected information

.

Information is collected through intranet web-based registration form from NIH staff 

members who are required to be trained in humane animal care and use principles 

and practices.  NIH staff members are informed through a privacy statement on the 

registration page that the registration page information is voluntary but must be 

completed for them to proceed with the training course and to notify them of course 

completion.

 13 Describe how the information will be obtained, from whom it will 

be collected, what the suppliers of information and the subjects 

will be told about the information collection, and how this 

message will be conveyed to them (e.g., written notice, electronic 

notice if a web-based collection, etc.).  Describe any opportunities 

for consent provided to individuals regarding what information is 

collected and how the information will be shared.

No information is collected from children. 14 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children's Online Privacy 

Protection Act of 1998)

Information is maintained in a password protected database with access limited to 

only OACU staff and IC staff with a need to know the training status.

 15 Describe how the information will be secured.

Data is retained according to federal records retention policy and C.F.R. 9, Ch 1, 

Subch. A, Parts 1-3 requirements.

 16 Describe plans for retention and destruction of data collected.

09-90-0018 17 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 18 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the OPDIV Privacy Contact (Sign and 

Date):

 19 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 20 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: OHSR Comp Based Training 

Question: Response:

2003-12-12 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH 2 HHS Agency (OPDIV):

Office of Human Subjects Research (OHSR) Computer Based Training (CBT) 

system

 3 Title of System or Information Collection:

Existing 4 Is this System or Information Collection new or is an existing one 

being modified?

None 5 Unique Project Identifier Number:

09-25-0106 6 System of Records Number:

None 7 OMB Information Collection Approval Number and Expiration Date

:

None 8 Other Identifying Number(s):

This system provides computer based training on human subjects research for NIH 

clinical researchers and NIH IRB members.  Such educational training is 

recommended by the Department of Health and Human  Services Office of Human 

Research Protections (OHRP) , the DHHS office responsible for oversight of human 

subjects research in institutions which receive DHHS funding.

 9 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

NIH collects only the name, mailing address, phone number and e-mail addresses of 

individuals who complete this training.  The information is shared only with those 

NIH managers who have a �need to know.�

 10 Describe the information the agency will collect and how the 

agency will use the collected information. Explain how the data 

collected are the minimum necessary to accomplish the purpose 

for this effort.

The information is being collected to insure that NIH researchers and IRB members 

know the ethical principles and regulations that protect human subjects.

 11 Explain why the information is being collected.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: OHSR Comp Based Training 

The agency shares the collected information only with NIH managers who have a �

need to know.�

 12 Identify with whom the agency will share the collected information

.

The information is obtained from the individuals at the time that they take the 

computer based training.  The individuals are informed by the NIH Office of Human 

Subjects Research the requirement to take this training and the reason for the 

requirement.

 13 Describe how the information will be obtained, from whom it will 

be collected, what the suppliers of information and the subjects 

will be told about the information collection, and how this 

message will be conveyed to them (e.g., written notice, electronic 

notice if a web-based collection, etc.).  Describe any opportunities 

for consent provided to individuals regarding what information is 

collected and how the information will be shared.

No 14 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children's Online Privacy 

Protection Act of 1998)

Computer security is through password.  The computers are kept in a locked room.  

NIH has security procedures before an individual can enter the building where these 

computers are kept.

 15 Describe how the information will be secured.

They will be retained indefinitely. 16 Describe plans for retention and destruction of data collected.

We are working on that matter.  OHSR will either create a system of records or 

amend an existing NIH system of records to include this system.

 17 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 18 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the OPDIV Privacy Contact (Sign and 

Date):

 19 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 20 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: OHSR Filemaker Pro DB 

Question: Response:

2003-12-12 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH 2 HHS Agency (OPDIV):

Office of Human Subjects Research (OHSR) Filemakerpro System 3 Title of System or Information Collection:

It is not new and it is not being modified 4 Is this System or Information Collection new or is an existing one 

being modified?

None 5 Unique Project Identifier Number:

None 6 System of Records Number:

None 7 OMB Information Collection Approval Number and Expiration Date

:

None 8 Other Identifying Number(s):

The system contains four distinct databases:  1) A database of the names of all the 

members of the 14 NIH Institutional Review Boards (IRBs); 2) A database of adverse 

events in clinical research conducted at NIH, which can be searched by name of 

principal investigator; 3) A database of all requests for research activity reviewed by 

OHSR, which can be searched by name of principal investigator.  4) A database of 

all agreements between NIH and other institutions, to rely on a specific IRB, which 

can be searched by name of principal investigator.

 9 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

The information is described in the answer to #1 above. NIH only collects private 

information that relates to regulatory compliance and no additional information.  The 

information is shared only with NIH managers who have a �need to know."  The 

information is used to ensure compliance with federal regulations.

 10 Describe the information the agency will collect and how the 

agency will use the collected information. Explain how the data 

collected are the minimum necessary to accomplish the purpose 

for this effort.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: OHSR Filemaker Pro DB 

NIH is required to comply with federal regulations that protect human subjects of 

medical research.  These regulations are found at 45 CFR 46.  This information is 

collected to insure compliance with those regulations.

 11 Explain why the information is being collected.

The collected information will be shared with NIH managers with a �need to know,� 

and with officials with a �need to know� at the HHS Office of Human Research 

Protections (OHRP) and the Food and Drug Administration (FDA).

 12 Identify with whom the agency will share the collected information

.

The adverse event reports are received from the 14 NIH Institutional Review Boards 

(IRBs).   The names of the IRB members and the names of principal investigators 

are received directly from the individuals.  The investigators and IRB members 

know, from the federal regulations, that OHSR must retain this information for the 

purpose of regulatory compliance.

 13 Describe how the information will be obtained, from whom it will 

be collected, what the suppliers of information and the subjects 

will be told about the information collection, and how this 

message will be conveyed to them (e.g., written notice, electronic 

notice if a web-based collection, etc.).  Describe any opportunities 

for consent provided to individuals regarding what information is 

collected and how the information will be shared.

No 14 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children's Online Privacy 

Protection Act of 1998)

Passwords are required to access this information.  The computers are kept in 

locked offices.  The building is secured by police and locked doors.  An ID is 

required to enter the building.

 15 Describe how the information will be secured.

These records will be kept indefinitely. 16 Describe plans for retention and destruction of data collected.

We are consulting with the NIH Legal Advisor on this issue.  It is possible that some 

of this information is already covered by an NIH system of records

 17 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 18 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the OPDIV Privacy Contact (Sign and 

Date):

 19 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 20 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: OLPA Grant Correspond Sys 

Question: Response:

2003-12-08 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH/OD/OLPA 2 HHS Agency (OPDIV):

OLPA Congressional Tracking System 3 Title of System or Information Collection:

Existing 4 Is this System or Information Collection new or is an existing one 

being modified?

N/A 5 Unique Project Identifier Number:

N/A 6 System of Records Number:

N/A 7 OMB Information Collection Approval Number and Expiration Date

:

N/A 8 Other Identifying Number(s):

Tracks congressional correspondence which support or inquire about NIH grants.  All 

information is in public domain.

 9 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

The data is collected via a website. 10 Describe the information the agency will collect and how the 

agency will use the collected information. Explain how the data 

collected are the minimum necessary to accomplish the purpose 

for this effort.

 11 Explain why the information is being collected.

 12 Identify with whom the agency will share the collected information

.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: OLPA Grant Correspond Sys 

 13 Describe how the information will be obtained, from whom it will 

be collected, what the suppliers of information and the subjects 

will be told about the information collection, and how this 

message will be conveyed to them (e.g., written notice, electronic 

notice if a web-based collection, etc.).  Describe any opportunities 

for consent provided to individuals regarding what information is 

collected and how the information will be shared.

 14 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children's Online Privacy 

Protection Act of 1998)

 15 Describe how the information will be secured.

 16 Describe plans for retention and destruction of data collected.

 17 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 18 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the OPDIV Privacy Contact (Sign and 

Date):

 19 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 20 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: OLRS 

Question: Response:

2004-10-05 1 Date of this Submission (MM/DD/YYYY):

NIH 2 OPDIV:

NIH Loan Repayment Program 3 Title of System or Information Collection:

N/A 4 Is this system or information collection new or is an existing one 

being modified?

Y 5 Does this system collect, maintain, and/or disseminate 

information in identifiable form (IIF)?

Karen Plá, NIH Privacy Act Coordinator 6 Identify a point of contact to whom a member of the public can 

address questions concerning this information system and the 

privacy concerns associated with it.

009-25-01-27-02-4619-00-305-109 7 Unique Project Identifier Number:

09-25-0165 8 System of Records Number:

OMB No. 0925-0361, 12/31/04 9 OMB Information Collection Approval Number and Expiration 

Date:

N/A 10 Other Identifying Number(s):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: OLRS 

The National Institutes of Health (NIH) Loan Repayment Program (LRP) consists of 

eight programs which represent a nation-wide effort to recruit and retain highly 

qualified health professionals as biomedical and biobehavioral investigators, five for 

individuals who conduct research in academic and other non-profit institutions (

extramural), and three for individuals who conduct research as employees of the NIH 

(intramural).    Comprehensive information about the programs is available on the 

LRP website, which includes eligibility requirements, conditions for participating, the 

types of loans that are eligible and the order of loan repayment, and contractual 

obligations.  The application process for the LRPs is conducted electronically at www

.lrp.nih.gov.    The authority for collection of the requested information is contained 

in Sections 487A-F and Section 485G of the PHS Act (42 U.S.C. 288-1,2,3,4,5,5a,6; 

and 42 U.S.C. 287c-33), and Public Laws 100-607, 101-597, 103-43, 106-310, 106-

505, 106-525, and 106-554.  The Internal Revenue Code at 26 U.S.C 6109 requires 

the provision of the Social Security number (SSN) for the receipt of funds.  The 

principal purpose of information that the applicant or participant furnishes is (1) to 

determine eligibility for loan repayment or scholarship under Sections 487A-F and 

Section 485G of the PHS Act, including verification of the existence and purpose of 

educational loan(s), and a determination of the amount(s) that are eligible for 

repayment under the NIH Loan Repayment Programs; and (2) to negotiate and 

verify the transfer of loan repayments, scholarship awards, and tax reimbursements 

to participants and to the Department of the Treasury, Internal Revenue Service (

IRS).

 11 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

The information collected in the application forms is: name, social security number (

SSN), grant number, program application and associated forms, service pay-back 

obligations, employment data, professional performance and credentialing history of 

licensed health professionals; personal, professional, and demographic background 

information; financial data including loan balances, deferment, forbearance, and 

repayment/delinquent/default status information; educational data including 

academic program; employment status and salary verification (which includes 

certifications and verifications of continuing participation in qualified research); and 

Federal, State and county tax related information, including copies of tax returns.    

LRP awards are competitive.  The information collected during the LRP application 

process is used to make basic eligibility determinations and to provide the scientific 

reviewers the information necessary to assess the potential of the applicant to 

pursue a career in research and to measure the quality of the overall environment to 

prepare the applicant for a research career.

 12 Describe the information the agency will collect, maintain, or 

disseminate and how the agency will use the information. In this 

description, indicate whether the information contains IIF and 

whether submission is voluntary or mandatory.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: OLRS 

This question doesn't appear on the form submitted by OLRS. 13 Explain how the IIF collected, maintained, and/or disseminated is 

the minimum necessary to accomplish the purpose for this effort.

The information is collected to: (1) identify and select applicants for the NIH LRPs; (2

) monitor loan repayment activities, such as payment tracking, research and related 

services, deferment of service obligation, and default; and (3) assist NIH officials in 

the collection of overdue debts owed under the NIH LRPs.

 14 Explain why the IIF is being collected, maintained, or 

disseminated.

The OLRS administers the application and disbursement processes for all of the 

LRPs, which includes information dissemination, conducting the application receipt 

and referral process, referring qualified applications to the NIH Institutes and 

Centers, evaluating educational debt, reviewing basic eligibility, administering 

individual LRP contracts, establishing repayment schedules with lending institutions, 

and obligating funds.    Participating NIH Institutes and Centers (ICs) convene panels 

consisting of non-NIH scientists to review, score, and rank applications.  The ICs 

make funding decisions and notify the OLRS of them.  Staff within the ICs 

coordinate with the OLRS to ensure funds are available and that they are charged to 

the appropriate CAN.  These staff also help guide applicants and participants who 

have questions about the research component of their applications or about other 

aspects of the application process, such as the Institute or Center's review process.

 15 Identify with whom the agency will share the IIF.

The application process for the LRPs is conducted electronically.  The application 

materials are located at the NIH Loan Repayment website (www.lrp.nih.gov) and are 

completed online.    The principal purpose of information that the lender furnishes 

are (1) to determine an individual applicant or participant's eligibility for loan 

repayment, including verification of the existence and purpose of an individual's 

educational loan(s), determination of the amount(s) that are eligible for payment 

under the NIH LRPs; and (2) to negotiate and verify the transfer of a loan repayment 

to a participant's loan account.    The information provided is made available to 

Federal employees responsible for administering the NIH LRPs to determine 

eligibility for loan repayment awards, as described above.    The information 

provided is not disclosed without the applicant/participant's consent to anyone 

outside of DHHS in a manner that identifies the applicant/participant, except as 

permitted by the Privacy Act.

 16 Describe how the IIF will be obtained, from whom it will be 

collected, what the suppliers of information and the subjects will 

be told about the information collection, and how this message 

will be conveyed to them (e.g., written notice, electronic notice if 

a web-based collection, etc.).  Describe any opportunities for 

consent provided to individuals regarding what information is 

collected and how the information will be shared.

No information is collected from children under age 13 on the Internet. 17 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children�s Online Privacy 

Protection Act of 1998)
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: OLRS 

Authorized user access to information is limited to authorized personnel in the 

performance of their duties.  Authorized personnel include system managers and 

their staffs, financial, fiscal and records management personnel, legal personnel, 

computer personnel, and NIH contractors and subcontractors, all of whom are 

responsible for administering the NIH LRPs.  Physical safeguards: Rooms where 

records are stored are locked when not in use.  During regular business hours, rooms 

are unlocked but all controlled by on-site personnel.  Security guards perform 

random checks on the physical security of the storage locations after duty hours, 

including weekends and holidays.  Procedural and Technical Safeguards: A 

password is required to access the terminal and a data set name controls the release 

of data to only authorized users.  All users of personal information in connection with 

the performance of their jobs protect information from public view and from 

unauthorized personnel entering an unsupervised office.  Data on local area network 

computer files is accessed by keyword known only to authorized personnel.  Codes 

by which automated files may be accessed are changed periodically.  This 

procedure also includes deletion of access codes when employees or contractors 

leave.  New employees and contractors are briefed and the security department is 

notified of all staff members and contractors authorized to be in secured areas 

during working and nonworking hours.  This list is revised as necessary.  Individuals 

remotely accessing the secured areas of the OLRS Internet sites have separate 

accounts and passwords, and all data transmitted between the server and 

workstations is encrypted.  These practices are in compliance with the standards of 

Chapter 45-13 of the HHS General Administration Manual, "Safeguarding Records 

Contained in Systems of Records," supplementary Chapter PHS 45-13, and the 

Department's Automated Information System Security Handbook.

 18 Describe how the IIF will be secured.

Records are retained and disposed of under the authority of the NIH Records Control 

Schedule contained in NIH Manual Chapter 1743, Appendix I, "Keeping and 

Destroying Records" (HHS Records Management Manual, Appendix B-361), item 

2300-537-1.  Participant case files are transferred to a Federal Records Center one 

year after closeout and destroyed five years later.  Closeout is the process by which 

it is determined that all applicable administrative actions and disbursements of 

benefits have been completed by the OLRS and service obligations have been 

completed by the participant.  Applicant case files are destroyed three years after 

disapproval or withdrawal of their application.  Appeal and litigation case files are 

destroyed six years after the calendar year in which the case is closed.  Other copies 

of these files are destroyed two years after the calendar year in which the case is 

closed.

 19 Describe plans for retention and destruction of IIF.

208

7/13/2005

Page:

Report Date:

PIA-HHS-Form-2004

labuser
Rectangle



HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: OLRS 

The Privacy Act System of Records Notice under which the records will be 

maintained is 09-25-0165, entitled "National Institutes of Health (NIH) Office of Loan 

Repayment and Scholarship (OLRS) Records System, HHS/NIH/OD."

 20 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

Signed by:  Timothy J. Wheeles NIH Privacy Act Officer 10/05/04 21 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endosed by the OPDIV Privacy Contact (Sign and 

Date):

Not yet signed by:  Suzanne J. Servis Designee for NIH Director 22 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

Not yet signed by:  Alan Graeff NIH Chief Information Officer 23 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: OMS Computer Application 

Question: Response:

2004-02-24 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH/ORS/DOHS/OMS 2 HHS Agency (OPDIV):

NIH Occupational Medical Service (OMS) Computer         NIH Occupational Medical 

Service (OMS) Computer Application

 3 Title of System or Information Collection:

Existing system being modified. 4 Is this System or Information Collection new or is an existing one 

being modified?

009-25-01-26-02-3314-00-405-146 5 Unique Project Identifier Number:

09-25-0166 6 System of Records Number:

NA 7 OMB Information Collection Approval Number and Expiration Date

:

NA 8 Other Identifying Number(s):

The National Institutes of Health Occupational Medical Service (NIHOMS) computer 

system is a clinic management software application.  It integrates an administrative 

database, with an appointment system, and allows for limited data collection.  These 

features permit us to document work-related medical injuries and illnesses and 

manage several medical surveillance programs.  The database is covered under 

Systems of Record #09-25-0166, and the SOR covers all categories of information.  

Authority for maintenance of system: 5 U.S.C.7901. Designated authorizing agency 

through Maria Joyce, CIT, ORS.  Other applicable legislation authorizing this activity 

is covered under US Code of Federal Regulation, Title 42, Sections 281 and 282.

 9 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: OMS Computer Application 

Information collected includes personal identifying information necessary for the 

maintenance of a medical record system; medical hazards associated with the 

individuals� work, surveillance enrollment and medical/laboratory procedures to 

monitor employee health in the work environment, and accident reporting 

information. Only information needed to identify and retrieve an individual�s 

medical record and maintain current contact with each individual regarding routine 

surveillance-related testing, as well as that information needed to investigate work-

related accidents is collected.

 10 Describe the information the agency will collect and how the 

agency will use the collected information. Explain how the data 

collected are the minimum necessary to accomplish the purpose 

for this effort.

Information is collected for three reasons: 1) to schedule appointments in the clinic; 

2) to enroll and recall workers for medical surveillance programs designed to monitor 

for adverse health effects related to suspected workplace health hazards; and 3) to 

manage work-related injuries (i.e., to document their occurrence, permit their prompt 

investigation by onsite safety specialists, and facilitate filing and monitoring of 

workers compensation claims).

 11 Explain why the information is being collected.

Appointments � only with the employee making the appointment.  2) Medical 

surveillance information � the participating employee and, for those programs for 

which participation is mandated, with the responsible NIH office (i.e., Tuberculosis 

Surveillance and Hepatitis B Vaccination Surveillance: the NIH Clinical Center 

Hospital Epidemiology Service; Animal Exposure Surveillance Program: the NIH 

Institute/Center Animal Program Director); 3) Occupational injuries � the injured 

worker and the investigating NIH DOHS safety specialist.

 12 Identify with whom the agency will share the collected information

.

The information is obtained in person from individual employees. It is collected from 

employees when they schedule appointments in OMS, enroll in medical surveillance 

programs, and report occupational injuries. The employees are counseled regarding 

how the information is used and the means of assuring confidentiality. Several of the 

medical surveillance programs include written consent forms that describe how and 

with whom the information is shared.

 13 Describe how the information will be obtained, from whom it will 

be collected, what the suppliers of information and the subjects 

will be told about the information collection, and how this 

message will be conveyed to them (e.g., written notice, electronic 

notice if a web-based collection, etc.).  Describe any opportunities 

for consent provided to individuals regarding what information is 

collected and how the information will be shared.

No information from children under the age of 13 is collected. 14 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children's Online Privacy 

Protection Act of 1998)
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: OMS Computer Application 

The information is secured through NIH CIT computer security procedures which 

includes an initial LAN user name and password, as well as a second level user 

name and password security wall for the actual computer-stored information.  Paper 

medical records are stored in a file system that is attended by a staff member the 

entire business day, and locked when the facility is closed.

 15 Describe how the information will be secured.

Paper medical records are stored in the OMS for a period of 5 years after the last 

date of activity.  Thereafter they are archived by sending paper records to the 

federal storage facility in Saint Louis, or for non-federal workers and visitors, are 

shredded.  Computer records are archived in the computer at the same time as 

paper medical records, but can be retrieved at any time.  Back-up of the computer 

system is done daily per procedure by the NIH CIT.

 16 Describe plans for retention and destruction of data collected.

Exists and maintained under the current Privacy Act system of records, Record No. 

09-25-0166, published in the Federal Register.

 17 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 18 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the OPDIV Privacy Contact (Sign and 

Date):

 19 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 20 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: OrienReg 

Question: Response:

2003-12-19 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH/NCI 2 HHS Agency (OPDIV):

Orientation Registration (OrienReg) 3 Title of System or Information Collection:

N/A 4 Is this System or Information Collection new or is an existing one 

being modified?

N/A 5 Unique Project Identifier Number:

N/A 6 System of Records Number:

N/A 7 OMB Information Collection Approval Number and Expiration Date

:

NCI-35 8 Other Identifying Number(s):

A website used to register new employees for the NCI Orientation Program.  Public 

Health Act, TITLE 42, CHAPTER 6A, SUBCHAPTER III, Part C, subpart 1, Sec. 285

, Sec. 285a and 44 U.S.C. 3101

 9 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

Personnel staff enters in work-related information about new employees to register 

them for employee orientation training and to request computer network accounts.

 10 Describe the information the agency will collect and how the 

agency will use the collected information. Explain how the data 

collected are the minimum necessary to accomplish the purpose 

for this effort.

 11 Explain why the information is being collected.

 12 Identify with whom the agency will share the collected information

.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: OrienReg 

 13 Describe how the information will be obtained, from whom it will 

be collected, what the suppliers of information and the subjects 

will be told about the information collection, and how this 

message will be conveyed to them (e.g., written notice, electronic 

notice if a web-based collection, etc.).  Describe any opportunities 

for consent provided to individuals regarding what information is 

collected and how the information will be shared.

 14 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children's Online Privacy 

Protection Act of 1998)

 15 Describe how the information will be secured.

 16 Describe plans for retention and destruction of data collected.

 17 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 18 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the OPDIV Privacy Contact (Sign and 

Date):

 19 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 20 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: ORWH Correspond Track Sys 

Question: Response:

2003-12-08 1 Date of this Submission (MM/DD/YYYY):

NIH/OD/ORWH 2 OPDIV:

NIH Office of Research on Women�s Health (ORWH) Correspondence Tracking 

System

 3 Title of System or Information Collection:

Existing system 4 Is this system or information collection new or is an existing one 

being modified?

 5 Does this system collect, maintain, and/or disseminate 

information in identifiable form (IIF)?

 6 Identify a point of contact to whom a member of the public can 

address questions concerning this information system and the 

privacy concerns associated with it.

009-25-01-26-02-4664-00-401-119 7 Unique Project Identifier Number:

N/A 8 System of Records Number:

N/A 9 OMB Information Collection Approval Number and Expiration 

Date:

N/A 10 Other Identifying Number(s):

System is used for the tracking of official correspondence received in ORWH 11 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

The CTS is a correspondence tracking system.  The information to be collected will 

consist of incoming correspondence and controlled correspondence.  The collected 

information will be used to track the movement of correspondence and action items 

received in the ORWH.

 12 Describe the information the agency will collect, maintain, or 

disseminate and how the agency will use the information. In this 

description, indicate whether the information contains IIF and 

whether submission is voluntary or mandatory.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: ORWH Correspond Track Sys 

N/A 13 Explain how the IIF collected, maintained, and/or disseminated is 

the minimum necessary to accomplish the purpose for this effort.

N/A 14 Explain why the IIF is being collected, maintained, or 

disseminated.

N/A 15 Identify with whom the agency will share the IIF.

N/A 16 Describe how the IIF will be obtained, from whom it will be 

collected, what the suppliers of information and the subjects will 

be told about the information collection, and how this message 

will be conveyed to them (e.g., written notice, electronic notice if 

a web-based collection, etc.).  Describe any opportunities for 

consent provided to individuals regarding what information is 

collected and how the information will be shared.

N/A 17 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children�s Online Privacy 

Protection Act of 1998)

N/A 18 Describe how the IIF will be secured.

N/A 19 Describe plans for retention and destruction of IIF.

N/A 20 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 21 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endosed by the OPDIV Privacy Contact (Sign and 

Date):

 22 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: ORWH Correspond Track Sys 

 23 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: ORWH Website 

Question: Response:

2003-12-08 1 Date of this Submission (MM/DD/YYYY):

NIH/OD/ORWH 2 OPDIV:

NIH Office of Research on Women�s Health (ORWH) 3 Title of System or Information Collection:

Existing system 4 Is this system or information collection new or is an existing one 

being modified?

 5 Does this system collect, maintain, and/or disseminate 

information in identifiable form (IIF)?

 6 Identify a point of contact to whom a member of the public can 

address questions concerning this information system and the 

privacy concerns associated with it.

009-25-01-27-02-4665-00-305-109 7 Unique Project Identifier Number:

N/A 8 System of Records Number:

N/A 9 OMB Information Collection Approval Number and Expiration 

Date:

N/A 10 Other Identifying Number(s):

Website for the Office of Research on Women�s Health � information 

dissemination

 11 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

No data is collected, the site is for information only. 12 Describe the information the agency will collect, maintain, or 

disseminate and how the agency will use the information. In this 

description, indicate whether the information contains IIF and 

whether submission is voluntary or mandatory.
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: ORWH Website 

N/A 13 Explain how the IIF collected, maintained, and/or disseminated is 

the minimum necessary to accomplish the purpose for this effort.

N/A 14 Explain why the IIF is being collected, maintained, or 

disseminated.

N/A 15 Identify with whom the agency will share the IIF.

N/A 16 Describe how the IIF will be obtained, from whom it will be 

collected, what the suppliers of information and the subjects will 

be told about the information collection, and how this message 

will be conveyed to them (e.g., written notice, electronic notice if 

a web-based collection, etc.).  Describe any opportunities for 

consent provided to individuals regarding what information is 

collected and how the information will be shared.

N/A 17 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children�s Online Privacy 

Protection Act of 1998)

N/A 18 Describe how the IIF will be secured.

N/A 19 Describe plans for retention and destruction of IIF.

N/A 20 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 21 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endosed by the OPDIV Privacy Contact (Sign and 

Date):

 22 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: ORWH Website 

 23 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: Other Miss Crit Sys-NLM 

Question: Response:

2004-05-28 1 Date of this Submission (MM/DD/YYYY):

HHS/NIH/NLM 2 HHS Agency (OPDIV):

NIH NLM Other Mission Critical Systems 3 Title of System or Information Collection:

N/A 4 Is this System or Information Collection new or is an existing one 

being modified?

009-25-01-26-02-0704-00-202-072 5 Unique Project Identifier Number:

N/A 6 System of Records Number:

N/A 7 OMB Information Collection Approval Number and Expiration Date

:

N/A 8 Other Identifying Number(s):

These systems support the major activities involved with NLM�s mission to support 

biomedical computing and research, health information systems, clinical trials.gov, 

Unified Medical Language System, Entrez Molecular Databases, PubMed, and 

PubMed Central. Authorized under Sections 465 and 478 of the Public Health 

Services Act.

 9 Provide an overview of the system or collection and indicate the 

legislation authorizing this activity.

The system does not collect any information. 10 Describe the information the agency will collect and how the 

agency will use the collected information. Explain how the data 

collected are the minimum necessary to accomplish the purpose 

for this effort.

 11 Explain why the information is being collected.

371

7/13/2005

Page:

Report Date:

PIA-HHS-Form-20031022

labuser
Rectangle



HHS Privacy Impact Assessment (PIA) Summary

OPDIV: NIH System Name: Other Miss Crit Sys-NLM 

 12 Identify with whom the agency will share the collected information

.

 13 Describe how the information will be obtained, from whom it will 

be collected, what the suppliers of information and the subjects 

will be told about the information collection, and how this 

message will be conveyed to them (e.g., written notice, electronic 

notice if a web-based collection, etc.).  Describe any opportunities 

for consent provided to individuals regarding what information is 

collected and how the information will be shared.

 14 State whether information will be collected from children under 

age 13 on the Internet and, if so, how parental or guardian 

approval will be obtained. (Reference: Children's Online Privacy 

Protection Act of 1998)

 15 Describe how the information will be secured.

 16 Describe plans for retention and destruction of data collected.

 17 Identify whether a system of records is being created under 

section 552a of Title 5, United States Code (the Privacy Act), or 

identify the existing Privacy Act system of records notice under 

which the records will be maintained.

 18 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the OPDIV Privacy Contact (Sign and 

Date):

 19 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency Head (sign and date):

 20 The Privacy Analysis Worksheet and PIA Summary have been 

reviewed and endorsed by the Agency CIO (sign and date):
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