HHS Privacy Impact Assessment (PIA)

Date of this Submission: 10/27/2003

HHS Agency (OPDIV):
Indian Health Service (IHS)

Title of System or Information Collection:  National Patient Information Resource System (NPIRS)

Is this System or Information Collection new or is an existing one being modified?  Modified System

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number:  00917012001102000402124  

System of Records Number: N/A


OMB Information Collection Approval Number and Expiration Date: N/A

Other Identifying Number(s): N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.

The IHS is the Operating Division (OPDIV) within HHS charged with administering the principal health program for the eligible American Indian/Alaska Native (AI/AN) population.  The IHS provides comprehensive health services through its IHS Direct, Tribal, and Urban (I/T/U) system of facilities and programs.  The role of NPIRS is the centralized, all-encompassing resource in support for local, regional and national data accessibility, with the availability of timely feedback and input.

Distributed computing and related client/server database technologies continue to increase in popularity and require pervasive, reliable networking and capacity management.  The role of NPIRS will change, as it becomes specialized "servers" on the IHS network.  Ongoing support for local, regional and national data accessibility, with the availability of timely feedback and input, will continue to be essential to the provision of improved health care.  Reengineering will intimately involve users in system development projects, and end user tools will provide them with technological support for accessing, analyzing, and manipulating information. 

Public Law 100-713, Indian Health Care Amendments of 1988, Title VI, Section 602 titled Automated Management Information System mandates that the Indian Health Service establish an automated management information system that shall include: Financial Management System (FMS) Patient care information system for each Area served by the IHS Privacy component that protects the privacy of patient information held by, or on behalf of, the IHS Services-based cost accounting component that provides estimates of the costs associated with the provision of specific medical treatments or services in each IHS Area Office.  In addition, P.L. 100-713 mandates that the Secretary provide automated management information systems to each Indian tribe and tribal organization that provides health services under a contract entered into with the IHS under the Indian Self-Determination Act.  These systems must meet the management information needs of these Indian tribes or tribal organizations with respect to the treatment of IHS patients as well as meet the information needs of IHS.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

The IHS has its own program information systems to collect data on the services provided by the I/T/Us.  The software used by IHS facilities and most tribal facilities is the Resource and Patient Management System (RPMS).  Data are collected for each inpatient discharge, ambulatory medical visit, and dental visit (all patient specific) and for community health service programs including health education, community health representatives, environmental health, nutrition, public health nursing, mental health and social services, and substance abuse (all activities reporting systems).   

The aggregated data is used primarily for statistical analysis and reporting to Congress.  The PCC data are the source of most of IHS' GPRA measures since they reflect prevention activities and morbidity and do not have the time lags described previously for mortality data.  

3.   Explain why the information is being collected.

This project is necessary for the implementation and expansion of budget and performance integration in the Indian Health Service. The NPIRS data can be used for cost reporting and workload verification.  This project supports the storage and analysis of clinical/administrative patient information and elements (e.g., work load, user populations, etc.).

4.   Identify with whom the agency will share the collected information.

The information is shared back to the customers in support of their regional programs.  Information (i.e., statistical, patient demographic, facility or institutional, medical, research, education, disease management, eligibility, etc.) is shared with internal IHS agencies and external organizations with approvals from IHS/OPS and HIPAA.

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

The patient-specific clinical data are collected through the RPMS' Patient Care Component (PCC), the distributed clinical data repository.  Each I/T/U that utilizes PCC has a facility-level database that contains the detailed PCC clinical data collected at that site.  A subset of the detailed PCC data (to meet the routine information needs of IHS Headquarters) is transmitted to the IHS central database.  The IHS has developed software to transmit some of these needed data items to the NPIRS, and work continues to provide a comprehensive data submission record.

Since P.L. 94-437 was passed in 1976, the IHS has strived to provide an automated management information system for the IHS and its tribal and urban customers.  The system has evolved into today's IHS Resource and Patient Management System (RPMS), a system that collects both clinical and administrative data.  Information is generated at the local levels and forwarded to the Areas who in turn send it to the IHS National Data Repository in Albuquerque where it is aggregated for national purposes.  

Data are collected for each inpatient discharge, ambulatory medical visit, and dental visit (all patient specific) and for community health service programs including health education, community health representatives, environmental health, nutrition, public health nursing, mental health and social services, and substance abuse (all activities reporting systems).  The patient-specific clinical data are collected through the RPMS ( Patient Care Component (PCC), the distributed clinical data repository.  Each I/T/U that utilizes PCC has a facility-level database that contains the detailed PCC clinical data collected at that site.  A subset of the detailed PCC data (to meet the routine information needs of IHS Headquarters) is transmitted to the IHS central database.  

Electronic messaging and web based reporting is provided back to the information suppliers as to the receipt and contents.

Consent from the respective regional areas or IHS/OPS and HPIAA approvals are obtained for data sharing. Data sharing is through the guidelines provided by the respective regional office or as outlined in the IHS/OPS documents.                                                                          

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

Information will not be collected from children under 13 on the Internet.

7.   Describe how the information will be secured.

Policies and procedures are in place to ensure access, to include physical access, to data and equipment is controlled according to operational requirements, personal clearances, and data sensitivity.  Policies provide for periodic evaluation of threats and vulnerabilities to ensure risks are known and appropriate safeguards are implemented.  Policies also delineate data backup, contingency operations, incident handling, information storage, sharing, and transmission / transportation, malicious software protection, logging and audit, training, sanctions, disclosure, and personnel security requirements to ensure the confidentiality, integrity, and availability of NPIRS and associated data.  Each facility is responsible for conducting risk management processes and applying policies and procedures accordingly.

Electronic and other personal data storage media, and associated computer equipment are stored in areas where fire and life safety codes are strictly enforced. Telecommunication equipment (computer terminal, modems and disks) are maintained in access controlled rooms during nonworking hours, Combinations on door locks are changed periodically and whenever an employee resigns, retires or is reassigned. 

Within each facility a list of personnel or categories of personnel having a demonstrable need for the records in the performance of their duties has been developed and is maintained. Procedures have been developed and implemented to review one-time requests for disclosure to personnel who may not be on the authorized user list. Proper charge-out procedures are followed for the removal of all records from the area in which they are maintained. Persons who have a need to know are entrusted with records from this system of records and are instructed to safeguard the confidentiality of these records. They are to make no further disclosure of the records except as authorized by the system manager and permitted by the Privacy Act, and to destroy all copies or to return such records when the need to know has expired. Procedural instructions include the statutory penalties for noncompliance. 

A profile of automated systems security is maintained. Security clearance procedures for screening individuals, both Government and contractor personnel, prior to their participation in the design, operation, use or maintenance of IHS automated information systems are implemented. The use of current passwords and log-on codes are required to protect sensitive automated data from unauthorized access. Such passwords and codes are changed periodically. An automated audit trail is maintained. Only authorized IHS staff may modify automated files in batch mode. Personnel at remote terminal sites may only retrieve automated data. Such retrievals are password protected. Privacy Act requirements and specified Automated Information System security provisions are specifically included in contracts and agreements and the system manager or his/her designee oversee compliance with these contract requirements.

8.   Describe plans for retention and destruction of data collected.

Retention of data is retained minimally to three years back for User Population reporting in support of Congressional requirements. Additional retention of historical data is maintained to the extent possible in support of data sharing requests.  Destruction requirements are detailed in Security Operating Procedure 02-20, titled Media Destruction. Disposition is in line with existing MOUs, MOAs and other agreements, if applicable.

9.   Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

To the extent applicable, section 552a of Title 5, United States Code (the Privacy Act) is the basis of the system of records.
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