HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY): 11/19/2003

HHS Agency (OPDIV):
Indian Health Service (IHS)

Title of System or Information Collection: Integrated Financial Applications (IFAS) 

Is this System or Information Collection new or is an existing one being modified?  New System - In the planning and approval phase.

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: 009-17-01-01-01-0000-00-402-124

System of Records Number: N/A

OMB Information Collection Approval Number and Expiration Date: N/A

Other Identifying Number(s): N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.

The Integrated Financial Application System (IFAS) incorporates the UFMS modules (General Ledger, Accounts Receivable, Accounts Payable, and Projects), as well as adding the functionality of Fixed Assets, Purchasing, Inventory and Business Intelligence.  The system Business Plan has been approved by the IHS ITIRB, but is awaiting DHHS approval to proceed with acquisition and implementation.  These financial modules will be used by the IHS to track funding and expenditures, process payments, purchase and track assets, purchase services and supplies, track supply inventories and review statistics regarding patient care visits and financial information.

Authority for maintenance of the system:  Section 321 of the Public Health Service Act, as amended, (42 U.S.C. 248), ``Hospitals, Medical Examinations and Medical Care.'' Section 327A of the Public Health Service Act, as amended, (42 U.S.C. 254a-1), ``Hospital-Affiliated Primary Care Centers.'' Indian Self Determination and Education Assistance Act (25 U.S.C. 450). Snyder Act (25 U.S.C. 13). Indian Health Care Improvement Act (25 U.S.C. 1601 et. seq). Construction of Community Hospitals Act (25 U.S.C. 2005-2005f). Indian Health Service Transfer Act (42 U.S.C. 2001-2004). Chief Financial Officers Act of 1990. 

2. Describe the information the agency will collect and how the agency will use the collected information.  Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

A. Contractor name, social security number, mailing address, phone number and financial account information will be collected to facilitate payments and required IRS reporting. This is the minimum level of information to be able to properly identify the contractor. 

B. Patient name, Date of Birth, Medical Record number, Social Security number, and Date of Service are anticipated as information that the system will need to collect to facilitate the issuance of a purchase order for referred patient care.  This is the minimum level of information required to issue a purchase order to the outside provider of care and facilitate payment to the provider following the service. 

3.   Explain why the information is being collected.

A. Contractor information is collected to facilitate prompt payment to the medical care contractor and to comply with IRS reporting requirements.

B. Patient information is collected to properly identify the patient that is being referred to an outside medical provider on the Purchase Order so that payment to the outside medical provider can be prompt and accurate. 

4.   Identify with whom the agency will share the collected information.

A. Contractor information (financial account number) will be shared with the financial institution that is specified by the contractor to receive payments.  Contractor information (Social Security Number) will also be shared with the IRS.  

B. Patient information will be shared with the outside medical provider and with the IHS’ Fiscal Intermediary that processes payments for referred medical care. 

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

A. 
The contractor information will be obtained from the contractor during the contract negotiation and     approval phase. Contractors will be informed as to why the information is needed and are given a copy of all data collected. 

B.   Patient information is obtained from the patient form their Health Insurance Portability and Accountability Act disclosure given to each patient.  The disclosure identifies this use of information and the patient signature acknowledges receipt of the disclosure.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No information is anticipated to be collected via the Internet . 

7. Describe how the information will be secured.

The system is still in the planning phase, however all security controls required by policy are intended to be used in the implementation and operation of this system.
8. Describe plans for retention and destruction of data collected.

The system is still in the planning phase, however all security controls required by policy are intended to be used in the implementation and operation of this system.
9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

This is will eventually create a system of record if the project is authorized by the Department of Health and Human Services.
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