HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY): No Response Given 

HHS Agency (OPDIV):
 HRSA

Title of System or Information Collection: UNETsm and DonorNetsm

Is this System or Information Collection new or is an existing one being modified? N/A

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: N/A

System of Records Number:  09-15-0184

OMB Information Collection Approval Number and Expiration Date: 0915-0157,  June 30, 2004

Other Identifying Number(s):  N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

In 1999, the UNOS launched UNetSM, a robust medical data system for the transplant community. Transplant teams from across the country register patients in need of a lifesaving transplant on the national waiting list by entering their information into UNetSM. At the same time, organ procurement organizations (OPOs) enter organ donor data. UNetSM then runs matches between organ donors and candidates until a recipient is found. 

UNetSM collects data on every patient listed for organ transplantation, tracking them from registration through transplant. The system also tracks all semi-annual and annual follow-up visits after the transplant for the remainder of the recipient’s life. 

The newest application in the UNetSM suite, DonorNetSM, is an innovative new tool that allows OPO coordinators to add donor information such as scanned donor information forms, ABO confirmation documents, test results and digital photos to a donor’s case file. Coordinators can even add X-Rays and short videos of echocardiograms, angiograms and more to the case file. Using DonorNetSM, transplant professionals can more clearly visualize all aspects of a donor case and make informed organ acceptance decisions

The OPTN Contract gives authorization for this activity

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

Waiting list, donor and recipient information for organ matching and allocation.  The information is the minimum necessary to accurately match the donor organs to the appropriate recipient and to track the donor and the recipient

3. Explain why the information is being collected.

The information is being collected for organ waiting list and organ matching

4. Identify with whom the agency will share the collected information.

· CMS

· SRTR

5. Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.     

UNOS does not communicate with the patients.

6. State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998) 

No

7. Describe how the information will be secured.

The information is stored in a secure (certified by HHS) information system.  Users are only allowed to view information for individuals that are within their area of usage.

8. Describe plans for retention and destruction of data collected.

Data is retained for the life of the system for audit and legal purposes.  Data is destroyed on any magnetic media when the magnetic media is retired (a log is kept of the media destruction).  Paper media is destroyed by a document destruction company.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

N/A
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