HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY):    11/25/2003

HHS Agency (OPDIV):
HRSA, Division of Transplantation

Title of System or Information Collection:   Scientific Registry of Transplant Recipients

Is this System or Information Collection new or is an existing one being modified? No Change

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: 231-00-0116 
System of Records Number: N/A


OMB Information Collection Approval Number and Expiration Date: N/A

Other Identifying Number(s): N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

Section 373 of the Public Health Service (PHS) Act requires the operation of a Scientific Registry of Transplant Recipients (SRTR) to support an ongoing evaluation of the scientific and clinical status of solid organ transplantation including: kidney, heart, liver, heart-lung, lung, and pancreas transplants.

The SRTR supports the ongoing evaluation of the scientific and clinical status of solid organ transplantation including kidney, heart, liver, heart-lung, lung, and pancreas transplants.  At present the SRTR contains information on approximately 500,000 transplant recipients and transplant candidates starting in 1988.  The data begin with the listing of each transplant candidate on a transplant waiting list and continue through follow-ups of the patient after the transplant.  The SRTR provides analytical support to the Division of Transplantation, the Secretary’s Advisory Committee on Organ Transplantation, and the committees of the Organ Procurement and Transplantation Network.  The SRTR provides center-specific reports to all of the transplant programs and organ procurement organizations in the U.S.  The base data in the SRTR database are collected by the Organ Procurement and Transplantation Network (OPTN) under a separate HRSA contract with the United Network for Organ Sharing (UNOS).  Additional data sources are discussed under question 2.  The SRTR database is linked to data from Medicare, primarily about end-stage renal disease (ESRD) patients.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

The SRTR does not directly collect data, but integrates data collected by the OPTN, CMS, and other sources about the following persons, events, and organizations:

· Transplant Candidates

· Waiting list status over time

· Organ Donors

· Donor-candidate match runs

· Transplant Recipients

· Follow-ups over time

· Transplant Centers

· Organ Procurement Organizations.

The following section is taken from the SRTR security plan.  It describes the flow of data and the various ways the data are used.

Figure 1 is a diagram of the location and flow of the SRTR data.  It is followed by a text description of the steps in the process.  Numbers in diamond shapes provide a cross-reference between the figure and the text.  Attached background documents are cross-referenced by letters in yellow boxes in the figure.

SRTR Data Flows and Locations

1
Data from the OPTN are transmitted to the SRTR as SQL Server export files on DLT tape cartridges sent by Federal Express.

This data transfer is required by the Final Rule (B), the SRTR contract (A), and the OPTN contract and the data transfer agreement between the OPTN and the SRTR (C).  These data are covered by the Privacy Act of 1974 (D).

2
The OPTN database tables are loaded into SQL Server on URREA\\SVR03.  Parts of the database are restructured and some derived columns and tables are constructed.

3 A file of SRTR patients with patient identifiers is passed to KECC over the dedicated network connection between URREA and KECC.  The patients are matched against a patient database of patients from CMS ESRD data.  Patients that do not match with a patient already in the database are added to the database.  A unique identifier is assigned to each patient in the database.  The patient identifiers are passed back to the SRTR SQL Server database over the dedicated network connection.  The patient identifier is used to link data for multiple transplants in those cases where a patient has received more than one transplant.  The patient identifier also is used to link SRTR patients to data in the Standard Analysis Files that are produced by KECC from the CMS data.  The data sharing is based on the CMS-HRSA interagency agreement (F) and the two CMS Data Use Agreements (G,H) and the URREA subcontract to KECC (E).  

This roster of patients provides a non-duplicative list of patients and a set of unique patient identifiers.  Data records coming from the various CMS sources and from the OPTN data are matched against the roster to establish correct linkage of the data records, even when the patient identifiers do not match exactly.  The common unique patient identifier is returned to both the SRTR database and to the CMS database maintained by KECC so that data from the two systems can be combined when necessary.
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Figure 1
4.
SRTR Standard Analysis Files are created.  The patient identifiers (SSN, CMS claim number, and names) are removed.  Data for a patient are linked using OPTN or SRTR-assigned ID numbers.  These files are in SAS format.  Selected copies of the SRTR Standard Analysis Files are stored online for an extended period.  Project-specific analysis files also are created during the analysis process.

5.
The patient identifiers are used to link data from the SRTR Standard Analysis Files to data from the KECC-CMS standard analysis files.  This linkage is covered by the DUA between CMS and the SRTR (H).

6
Files are backed up onto DLT tapes.  See backup plan. (K,L,T,U).

7
Data analysis and report preparation are done on workstations at URREA and KECC using SAS, Crystal Report, and Microsoft Excel, PowerPoint, Access, Word, and SQL Server Query Tools.  Electronic files of programs, program logs and listings, Word documents, spreadsheets, and presentations are stored on a network drive at URREA.  Files of these types and data files are stored on network drives rather than on the workstations.  The exceptions are that SAS stores temporary work files on the workstation and that data files may be copied temporarily to workstations to improve access speed.

8
During the course of analysis, numerous printed documents and files on portable electronic media are produced.  Handling of these items varies with the sensitivity of the information.  (I,J)

9
VPN workstations, dial-up workstations, and laptops must not store sensitive data unless specific guidelines are met.  (I,J)   E-mail messages must not contain sensitive data.

10
Data files released to researchers outside the SRTR is required by the Final Rule (B) and the SRTR contract (A).  Such release requires a data use agreement with the SRTR (N).  If the data contain patient identifiers to allow linking with other data sources, then approval of the SRTR Scientific Advisory Committee is required.

11
Communications with the original source of data, such as an OPO or Transplant Center, regarding their data must follow documented procedures for this release of data, which include secure transmission methods as well as confirmation of the receiver’s credentials for access to these data.  

12
The SRTR has a subcontract with ERIM for development of organ-allocation models (O).  This involves release of patient-specific files to ERIM.

13
A variety of reports containing aggregate data are required by the SRTR contract (A).  These reports do not contain patient-specific data, but some are not for public release.

a.
OPTN Committee Reports

b.
Data Quality Reports to HRSA

c.
Annual Report

d.
Center-Specific Reports

e.
Public Web Site

f.
Private Web Site for Center-Specific Data

3.   Explain why the information is being collected.

Section 373 of the Public Health Service (PHS) Act requires the operation of a Scientific Registry of Transplant Recipients (SRTR) to support an ongoing evaluation of the scientific and clinical status of solid organ transplantation including: kidney, heart, liver, heart-lung, lung, and pancreas transplants.

4.   Identify with whom the agency will share the collected information.

This is described in the response to question 2.

5.  Describe how the information will be obtained, from what it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice is a web based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.  

Data with identifiers may be provided to other researchers with approval of the SRTR Scientific Advisory Committee, the HRSA project officer, and an IRB and after execution of a data use agreement.  Specific patients of a transplant center may be identified in communications that transplant centers about its center-specific reports.

Patient-specific data without identifiers may be released 1) to an SRTR subcontractor or 2) to outside researchers after completion of a data use agreement limiting the use of the data.

Aggregated data are released in reports to HRSA and OPTN committees, in the OPTN/SRTR Annual Report, and on the SRTR web site.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No

7. Describe how the information will be secured.

The SRTR has prepared and implemented a comprehensive security plan based on OMB Circular A-130 and NIST publication 800-18.  Responsibility for security is assigned to a security officer at URREA.  Security measures cover physical security, electronic security, personnel security, and continuity of operations.  A formal risk assessment was conducted in May 2002.  The plan was certified by HRSA on 7/25/2002 and accredited by HRSA on 3/11/2003.  The plan is revised annually or when major changes occur.  The last revision was in July 2003.  A formal review of the plan was conducted by HRSA in June, 2003.

8. Describe plans for retention and destruction of data collected.

The SRTR is a cumulative longitudinal database, updated monthly.  The security plan includes procedures for storage and destruction of electronic media.  At the end of the contract, all data will be transferred to HRSA or its designee.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

N/A
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