HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY): 11/26/2003

HHS Agency (OPDIV):
Division of Practitioner Data Banks

Title of System or Information Collection: National Practitioner Data Bank – Health Care Integrity Data Bank

Is this System or Information Collection new or is an existing one being modified? No Response Given

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: N/A

System of Records Number: 09-15-0054


OMB Information Collection Approval Number and Expiration Date: NPDB – 0915-0126 (1/31/04)









        HIPDB – 0915-0239 (3/31/04)

Other Identifying Number(s): N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

The NPDB is a high profile, nationwide database that makes adverse information on more than 160,000 physicians, dentists, and other health care practitioners available to health care entities, hospitals, professional societies, and State licensing boards.  This fee-per-query database processes over three million transactions a year and generates more than $13 million in annual government revenue.  It also processes practitioner self-queries for approximately 750,000 physicians, dentists, and nurses nationwide.  Authorized users have electronic access to NPDB information.  Authorized users can query and report to the NPDB using an Internet-based Web interface developed by SRA.  NPDB helps to ensure public safety by providing national focus on practitioners who have malpractice settlements, exclusions, and adverse actions taken against them and also helps to safeguard against these high-risk practitioners moving from state to state or job to job to continue practicing medicine. NPDB was created via Title IV of Public Law 99-660 (the Healthcare Quality Improvement Act of 1986).

The HIPDB is a national database that provides information on health-care-related convictions and judgments, licensure actions, exclusions from government programs and other adjudicated actions.  Operated on the behalf of the Office of the Inspector General (OIG) for HHS, the HIPDB coordinates operations with the NPDB and both databases share an Internet site for reporting and querying.  Reporting to the HIPDB began in November 1999 and querying the HIPDB began in March 2000.  The HIPDB is also a fee-per-query system.  The system developed by SRA allows for reporting and querying via the Internet and includes an interactive query mode to support investigators.  The HIPDB currently processes 20,000 to 25,000 queries each week and generates government revenue of approximately $4 million annually. HIPDB was created via Title II, Subtitle C of Public Law 104-191 (the Healthcare Insurance Portability Act of 1996), which established Section 1128E of the Social Security Act.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

The NPDB collects reports on medical malpractice payments and adverse actions taken on or after September 1, 1990.  The HIPDB collects adverse actions taken against practitioners, providers, and suppliers by health plans and federal and state government agencies on or after August 21, 1996.  Report data includes information related to the subject of the report and information detailing the nature of the report.  Both the NPDB and HIPDB collect only data mandated by the legislation that created these data banks.  This is the minimum set of information that is can be used for NPDB-HIPDB system to satisfy all its business requirements.

3.   Explain why the information is being collected.

The legislation that led to the creation of the NPDB was enacted because the U.S. Congress believed that the increasing occurrence of medical malpractice litigation and the need to improve the quality of medical care had become nationwide problems that warranted greater efforts than any individual State could undertake. The intent is to improve the quality of health care by encouraging State licensing boards, hospitals and other health care entities, and professional societies to identify and discipline those who engage in unprofessional behavior; and to restrict the ability of incompetent physicians, dentists, and other health care practitioners to move from State to State without disclosure or discovery of previous medical malpractice payment and adverse action history. Adverse actions can involve licensure, clinical privileges, professional society membership, and exclusions from Medicare and Medicaid.  The NPDB is primarily an alert or flagging system intended to facilitate a comprehensive review of health care practitioners' professional credentials. The information contained in the NPDB is intended to direct discrete inquiry into, and scrutiny of, specific areas of a practitioner's licensure, professional society memberships, medical malpractice payment history, and record of clinical privileges. The information contained in the NPDB should be considered together with other relevant data in evaluating a practitioner's credentials; it is intended to augment, not replace, traditional forms of credentials review.

The Secretary of the U.S. Department of Health and Human Services, acting through the Office of Inspector General (OIG), was directed by the Health Insurance Portability and Accountability Act of 1996 to create the Healthcare Integrity and Protection Data Bank (HIPDB) to combat fraud and abuse in health insurance and health care delivery.  Health care fraud burdens the nation with enormous financial costs and threatens the quality of health care and patient safety.   Estimates of annual losses due to health care fraud range from 3 to 10 percent of all health care expenditures--between $30 billion and $100 billion based on estimated 1997 expenditures of over $1 trillion.  The HIPDB is primarily a flagging system that may serve to alert users that a comprehensive review of a practitioner's, provider's, or supplier's past actions may be prudent.  The HIPDB is intended to augment, not replace, traditional forms of review and investigation, serving as an important supplement to a careful review of a practitioner's, provider's, or supplier's past actions.

4.   Identify with whom the agency will share the collected information.

Access to information in the NPDB is available to entities that meet the eligibility requirements defined in the provisions of P.L. 99-660 and the NPDB regulations. In order to access information, entities must first register with the Data Bank.  NPDB information is not available to the general public. However, information in a form that does not identify any particular entity or practitioner is available.

Access to information in the HIPDB is available to entities that meet the eligibility requirements defined in Section 1128E of the Social Security Act and the HIPDB regulations. In order to access information, eligible entities must first register with the Data Bank.  HIPDB information is not available to the general public. 

5. Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

Before an entity can query or report, it must first register and certify that it meets the explicit statutory requirements for participating in the NPDB, the HIPDB, or both.  The following classifications of entities must report to the NPDB under Title IV:  any entity that makes a medical malpractice payment for the benefit of a health care practitioner, medical examination Boards, hospitals and health care entities that take an adverse clinical privileging action as a result of professional review, and professional societies that take an adverse membership action as a result of professional review.  Entities that must report to the HIPDB include:  health plans (defined as a plan, program, or organization that provides health benefits, whether directly, through insurance, reimbursement or otherwise) and federal and state government agencies (Department of Justice, Department of Health and Human Services, any other federal agency that either administers or provides payment for the delivery of health care services, federal and state law enforcement agencies, state Medicaid fraud control units, other federal or state agencies responsible for the licensing and certification of licensed health care practitioners, providers, or suppliers), health plans.

Eligible entities may query at any time. Eligibility for one Data Bank does not guarantee eligibility for the other Data Bank. Hospitals are the only health care entities with mandatory requirements for querying the NPDB.  Information in the NPDB is available to:  hospitals querying at the time a physician, dentist, or other health care practitioner applies for a position on its medical staff, hospitals may query at other times as necessary for professional review activity, other health care entities may query when screening applicants for a medical staff apoointment or granting affiliation or clinical privileges, and in support of professional review activity, professional societies may query when screening an applicant for membership or affiliation, and in support of professional review activity, state medical and dental boards and other state licensing boards may query at any time, health care practitioners may self-query at any time, plaintiff’s attorneys or a plaintiff representing himself or herself (pro se) may query under certain circumstances.  Information in the HIPDB is available to federal and state government agencies, health plans, and health care practitioners, providers, or suppliers may self-query.

Report subjects are notified in writing once a report is accepted in the system.  In addition, practitioners, providers, and suppliers may self-query the data banks at any time to obtain information on themselves.  

Queries and reports are accepted through an electronic web-based system which operates 21 hours per day, 7 days a week.  An alternative electronic batch interface is available to users who wish to receive machine-readable responses.  Queriers and Reporters with no internet access may also submit transactions on diskette.  

6. State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No information is collected on children.

7. Describe how the information will be secured.

Access to the NPDB-HIPDB servers is controlled by a combination of firewalls, intrusion detection systems, encryption, user id/password verification, and system roles. Only administrators of the system have direct access to the physical servers that comprise the NPDB-HIPDB system. The physical security control for NPDB‑HIPDB includes badge readers, cipher locks, biometric readers, security guards, and camera security. For detailed information, please refer to the NPDB-HIPDB System Security Plan, v1.03.

8. Describe plans for retention and destruction of data collected.

Report data is retained indefinitely in the system’s database.  Summary query data which cannot uniquely identifier a practitioner is retained in the system’s database.  Full query data is retained on tape storage in an off-site location.  The project stores archived paper reports and self-query data within project facilities and at an off-site storage facility.  Project related documents that must be destroyed are shredded.  All electronic material is degaussed and destroyed.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

System of records number is 09-15-0054.
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