HHS Privacy Impact Assessment (PIA)

Date of this Submission:  November 25, 2003

HHS Agency (OPDIV): Health Resources and Services Administration 

Title of System or Information Collection: Health Education Assistance Loan (HEAL) Online Processing System (HOPS)

Is this System or Information Collection new or is an existing one being modified?  No Change – Client-server system replaced a mainframe system and was certified in September 2003.

Identifying Numbers (Use N/A where appropriate)

Unique Project Identifier Number: N/A

System of Records Number: 09-15-0044

OMB Information Collection Approval Number and Expiration Date: N/A

Other Identifying Number(s): N/A

Description

1. Please provide an overview of the system or collection and indicate the legislation authorizing this activity.

HOPS is an automated system that will track and maintain HEAL-related loan information.  HEAL information consists of:  Borrower; Loans; Claims: Litigations against defaulted loans; Lenders; and Educational Institutions receiving loan funds. Please see attached Computer System Security Plan (CSSP) for HOPS, issued August 26, 2003 for more details.  This overview is on page 1.

The legislation authorizing the HEAL Program is Sections 701-720 of the Public Health Service Act.  The last legislative activity for HEAL was in P.L. 105-392, effective November 13, 1998.

2. Describe the information the agency will collect and how the agency will use the collected information.  Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.  
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Please see attached Computer System Security Plan (CSSP) for HOPS, issued August 26, 2003, for details.  This information is described in Section 3.1, General Description/Purpose.  The purpose is listed on page 2.

Loan information collected was from approved forms, and such approval is taken as including minimum fields necessary to accomplish the purpose.

3. Explain why the information is being collected.  

The information is collected to track and maintain HEAL-related student loan information, on a portfolio of $2.3 billion in federally guaranteed loans.  

4. Identify with whom the agency will share the collected information.  

Information is collected and shared with HEAL Branch employees to perform their daily work, DHHS/PSC/Division of Financial Operations - READ ONLY certain information, and loan servicers – READ ONLY restricted information on their loans only.  Aggregate information, with no individual information or identifiers, is shared in the hard-copy HEAL Annual Report. 

5. Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.). Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.  

Personal information was obtained from loan applicants as part of the application process.  It is updated by the loan servicer as information changes (address changes, etc.).  The loan servicer notifies HEAL via floppy disk or CD sent on a monthly basis to the HEAL Program as personal 
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information changes. Loan servicers issue privacy notification to the borrowers as appropriate.

Please see attached Computer System Security Plan (CSSP) for HOPS, issued August 26, 2003, for more details.  

6. State whether information will be collected from children under age 14 on the Internet and, if so, how parental or guardian approval will be obtained.  (Reference: Children’s Online Privacy Protection Act of 1998).

NO information is solicited from children.

7. Describe how the information will be secured.  

Please see attached Computer System Security Plan (CSSP) for HOPS, issued August 26, 2003, for details.  There are a series of operational and technical controls.  These are described on pages 8 – 18.

8. Describe plans for retention and destruction of data collected. 

Please see attached Computer System Security Plan (CSSP) for HOPS, issued August 26, 2003, for details.  Retention and destruction of data collected are discussed in Section 4.4.5, Disposal Phase, on page 8.

9.  Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.  

The Privacy Act of 1974 governs this system with respect to privacy issues and protections. The DOR is 09-15-044.
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