HHS Privacy Impact Assessment (PIA)

Date of this Submission: 12/31/03

HHS Agency (OPDIV):
Health Resources Services Administration (HRSA) (Operating Division).






System Owner: Bureau of Health Professions (BHPr) 

Title of System or Information Collection: CPMSUPR Web-Based System stands short for Comprehensive Performance Management System (CPMS) and Uniform Progress Report (UPR).

Is this System or Information Collection new or is an existing one being modified?:

This is a new CPMSUPR Electronic Data Collection Instrument (EDCI) information collection system.
Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: TON: K1102BJ2197 and TOID: 11L9N752036-01
System of Records Number: N/A


OMB Information Collection Approval Number and Expiration Date: OMB No. 0915-0061 and 06-30-2004

Other Identifying Number(s): 

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

System Overview: The web-based CPMSUPR Uniform Progress Report for Grants and Cooperative Agreements (FY 2004) is designed to provide the HRSA Bureau of Health Professions (BHPr) with information about grantee activities. As such, it is an important management tool, contributing to data HRSA and BHPr uses to report success achieving programmatic and crosscutting goals and in setting new goals for the future. The CPMSUPR system also gives program officers information that helps them provide technical assistance to individual projects. The CPMS portion of the system collects information related to Performance Measurements that are used to prepare the yearly HHS Government Performance and Results Act (GPRA) of 1993. The data collected in the CPMS portion of the system is shared with the Office and Management and Budget (OMB) of the Executive Office (EO) of the President of the United States.
Legislative Authority: CPMSUPR Web-based System supports the Public Health Service Act (PHS) under Titles III, V and VII and several of its sections as listed below:

· 42 USC 293p Sections 738, 739, 747, 753, 755

· 42 USC 294p Sections 761, 765, 766, 767, 768, 769

· 42 USC 295p Sections 811, 820, 821, 831, 855

Were Applicable the Code of Federal Regulations (CFR) sections 45 CFR Part 74 or 45 CFR Part 92 also affect the system.

Release of information is covered by the Freedom of Information Act (FOIA) (Public Law 90-23) as amended and associated public information regulations of HHS (45 CFR Part 5) require the release by HHS of certain grant documents and records requested by members of the public.

Executive Order 12372 (Intergovernmental Review of Federal Programs) established a process for consulting with State and local officials on proposed Federal assistance.  HHS has implemented the Executive Order through regulations at 45 CFR Part 100 (Inter-governmental Review of Department of Health and Human Services Programs and Activities).

In addition to these, the following laws and regulations also apply:

· Computer Security act of 1987

· Privacy Act of 1974

· Clinger-Cohen Act 

· Federal Records Act of 1950

· GISRA / FISMA

· DHHS AISSP

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

Information Collected: The UPR portion of the CPMSUPR Web-based System collects General Program Information on the progress of grantee specific HHS HRSA approved grant objectives, budget and future funding. Grantees seeking assistance for a second or subsequent budget period within a previously approved project period are asked to provide sufficient information in their UPR so that HRSA Grant Management Officials can make informed decisions regarding subsequent obligation of funds. The UPR portion of the CPMSUPR Web-based System collects also collects Program-Specific Information on activities specific to grantee projects. The CPMS portion of the CPMSUPR Web-based System collects Comprehensive Performance Management data on overall project performance related to the BHPr’s strategic goals, objectives, outcomes and indicators. The CPMS’s purpose is to incorporate accountability and measurable outcomes into BHPr’s programs, and to develop a framework that encourages quality improvement in its programs and projects.   All HRSA BHPr grantees are required to complete CPMS reports; continued funding is based upon progress towards performance measures in the grant application. Failure to provide data could jeopardize the HRSA and BHPr’s ability to determine need for continued funding.

Usage of Information: The CPMSUPR Web Application main goal is to collect performance data for the GPRA report. Progress Report data collected using the CPMSUPR application allows Project Officers from HRSA and BHPr determine grounds for subsequent funding. The CPMSUPR Web Application serves both HRSA-external and HRSA-internal user communities in a variety of role-based ways.  The CPMSUPR user communities include:

· BHPr Grantees who receive grant money from BHPr through EHB-GEMS are responsible for submitting progress report data on their grants in the form of the Uniform Progress Report (UPR). For the purposes of subsequent funding UPR is used to estimate budget usage and allocation and obligation of continued funds.   

· BHPr Grantees who receive grant money from BHPr through EHB-GEMS are responsible for submitting performance data on their grants in the form of the Comprehensive Performance Management System (CPMS) Report. The CPMS Report consists in a set of tables that aggregate data based on performance measures that are used as a basis for preparing the HHS GPRA report sent to congress.

· BHPr Data Support Specialists, Project Analysts and BHPr Division Project Officers (PO) provide direct support to grantees in assembling, validating and submitting the CPMS-UPR data to BHPr Specifically PO have the approval/review role and are allowed to accept, review, approve and/or reject reports.

· BHPr Office Policy and Planning (OPP) public health analysts assemble, analyze and report on the CPMS-UPR data. Specifically, analysts from the OPP office are required to provide support in the preparation of data templates that will be used for preparing GPRA reports.

· Other BHPr and HRSA Users, such as BHPr Senior Staff, Chief and Deputies from BHPr divisions, staff members and/or deputy project officers may peruse the data entered by grantees.

· HRSA Call Center (HCC) provides technical support to any system users. 

3.   Explain why the information is being collected.

Justification for Collecting the Information: The CPMSUPR Web-based System is a modernized version of the EDCI which was originally developed to comply with GPRA requirements. In preparation for meeting the requirements of GPRA, the Bureau of Health Professions (BHPr) has developed the Comprehensive Performance Management System (CPMS) forms to measure outcomes of the Bureau's Title VII and VIII health professions and nursing education programs.  The CPMS also supports the information and analytic needs of key decision-makers at several levels within the Bureau.  The CPMS data are used for several activities related to performance, including:

· Monitoring and measuring; 

· Analyzing and assessing; 

· Reviewing processes and taking action to improve program operations; and 

· Identifying successes and problems.

The monitoring and measuring functions that are the core of the CPMSUPR provide for the collection of detailed data describing the effect of BHPr activities.  Once the information is collected, the BHPr can compare its progress against baseline measures or benchmarks.  The analysis of program performance in terms of these benchmarks can then be reviewed and interpreted to identify successes and problems.  To provide the basis for the monitoring and measuring function of CPMS, BHPr has developed a set of crosscutting goals, outcomes and indicators that apply to PHS Titles VII and VIII programs.  

4.   Identify with whom the agency will share the collected information.

Sharing of System Information:  The CPMS portion of the system collects information related to Performance Measurements that are used to prepare the yearly HHS Government Performance and Results Act (GPRA) of 1993. The data collected in the CPMS portion of the system is shared with the Office and Management and Budget (OMB) of the Executive Office (EO) of the President of the United States..  The CPMSUPR Project Manager (PM) authorizes HRSA personnel and representatives to use system based on their job function.

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

How Information is Obtained: The CPMSUPR web-based system provides the user with a disclaimer warning, a privacy policy statement and an adherence to rules of behavior request for acceptance before the user can start using the application. CPMSUPR information is collected on a yearly basis using the web-based system internet forms. Users will use their internet browsers to access the application and fill forms as required by their grants and programs. Information collected is based on information provided by the system users and the system does not force the users to provide any information they do not wish to report.

Who Provides Information: The CPMSUPR web-based system collect information from HRSA and BHPr grantees. On a yearly basis grantees will apply for continuation of the grants and programs. The CPMSUPR web-based system is a post award system that collects data on progress and performance. Grantees constitute any organization that has been awarded a grant (and grant funds) from HHS and/or HRSA. Typical grantee communities constitute Universities, Colleges and Research Organizations. The Director of Program or Principal Investigator to whom the award was made is the Principal Point of Contact (POC) responsible for providing progress report and performance data to BHPr.

Acceptance of Information Collected: Users are required to accept (digitally sign) the rules of behavior of the system before they can access any of the functionality of the system. Users are reminded of their responsibilities for using the system and of the way the system secures data. Before the user can access the system the must accept the rules of behavior of the system.

Rules of Behavior of the System:  The CPMSUPR web-based system rules of behavior are implemented as follows: Any attempt to access the application prior to logging in with a valid username/password causes the user to be redirected to the login page. If the user does not have a valid username/password, they can click a link to a registration page. Once the user has filled out the registration form and the system validates the form and verifies that the registration code is valid, the user is shown the Rules of Behavior and is given two options:

· Accept – this signals that the user has read and accepts the rules of behavior and the consequences for breaking them.  The user account is created at this point.  The system writes an audit log entry to indicate that the user accepted the rules of behavior.

· Decline – the user account will not be created.  The system writes an audit log entry to indicate that the user declined to accept the rules of behavior.

A copy of the “Rules of Behavior” can be obtained on request.

Public Burden Statement: 

The CPMSUPR web-based system provides links to the privacy policy in the home page of the application. A copy of the “Privacy Policy” can be obtained on request.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

Collecting Information from Minors (age 13): The CPMSUPR web-based system collects information from registered users. Only authorized users are allowed to access the system and provide CPMSUPR data to BHPr. The CPMSUPR web-based system does not collect information from minors. HRSA and BHPr are working under the assumption that grantees (Program Directors and Principal Investigators) are responsible for accessing the system in a secured manner and data user and password information are not shared with minors. CPMSUPR users are reminded of the rules of behavior of the system on user account registration.

7. Describe how the information will be secured.

System Security of Information: CPMSUPR web-based system is bounded by the HRSA Computer System Security Plan (CSSP). Assignment of System Security Responsibility is on the Information System Security Officer (ISSO). Security tools to prevent system intrusion, system hacking or any external activity that can compromise the CPMS-UPR operational environment are managed by HRSA Office of Information Technology (OIT) Division of Network Services under contract with PSC. HRSA and OIT Security Divisions provide security for physical endurance of the system as hosted in HRSA servers. Firewalls and Secured Socket Layer (SSL) connections to the web-based system are provided and managed by HRSA OIT Division of Network Services. Internally information is secured using role-based approach to presenting the user with only the data he/she is authorized to access. Access control is also maintained on every user for read and writes access on individual grant reports. When users register with the site they are associated with a specific organization based on the registration code they type into the registration screen.  When the registration code has been validated and the registration is complete, the user account is associated with a role based on the default role for their organization type. Only data associated with the organization will be available to the user.

Information Sensitivity: The mission of the CPMSUPR System is to collect progress report and performance data from the grantees and reduce the burden on the grantee in preparing the progress report and performance data. The following sensitivity levels have been determined for this system:

· Confidentiality – All information is in the public domain, but the breach of confidentiality of this information would likely cause embarrassment to the program and HRSA if it is released prematurely (before BHPr has had the opportunity to verify completeness and validity of the data). 

· Integrity – The system does not support financial transactions, however confidence in the system would be impacted if data integrity were violated.  In the event of a violation of data integrity, backups can be used to correct most problems.  In addition, paper documentation is available in the program, and by users, to verify and correct data if there is a problem.  Finally, before finalizing and analyzing each year’s submissions, BHPr undertakes an exhaustive process to validate and verify the data submitted.  This process minimizes the potential for unknown or subtle data integrity violations to go undetected. 

· Availability –The system is functional to BHPr grantees all year round for data collection and during the reporting periods. The system is also available (during operational time) for use by internal HRSA authorized CPMSUPR users year round.  The data and the system are intended to be available during east coast federal business hours.

8. Describe plans for retention and destruction of data collected.

Retention and Destruction of Information: The CPMSUPR web-based system allows for collection of information originally collected in traditional paper systems and which can now be submitted electronically, i.e., reporting status and performance data and information updates about progress reports. Data is backed up frequently and no data is destroyed.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

Information Automatically Collected and Stored: When you browse through CPMSUPR web site, certain personal information about you can be collected. We automatically collect and temporarily store the following information about your visit: 

· the name of the domain you use to access the Internet (for example, aol.com, if you are using an American Online account, or stanford.edu, if you are connecting from Stanford University's domain); 

· the date and time of your visit; 

· the pages you visited; and 

· the address of the web site you came from when you came to visit. 

HHS uses this information for statistical purposes and to help HHS make sites more useful to visitors. Unless it is specifically stated otherwise, no additional information will be collected about CPMSUPR System users. 

Personally Provided Information: CPMSUPR Users are asked to report on yearly performance and progress report data.. However users do not have to provide personal information to visit CPMSUPR web site.  Users might choose to provide additional information about themselves through an e-mail message, forms, feedback, etc., HHS will only maintain the information as long as needed to respond to users questions or to fulfill the stated purpose of the communication. However, all communications addressed to the CPMSUPR system administrator and HCC, the HRSA call center are maintained, as required by law, for historical purposes. These communications are archived on a monthly basis, but are also protected by the Privacy Act which restricts our use of them, yet permits certain disclosures. 

Disclosure: CPMSUPR does not disclose, give, sell or transfer any personal information about our visitors, unless required for law enforcement or statute. 
Intrusion Detection: This site is maintained by the U.S. Government. It is protected by various provisions of Title 18, U.S. Code. Violations of Title 18 are subject to criminal prosecution in federal court. For site security purposes and to ensure that this service remains available to all users, we employ software programs to monitor traffic to identify unauthorized attempts to upload or change information, or otherwise cause damage. In the event of authorized law enforcement investigations, and pursuant to any required legal process, information from these sources may be used to help identify an individual. 

Systems of Records: Information originally collected in traditional paper systems can be submitted electronically, i.e., reporting status and performance data and information updates about progress reports. Electronically submitted information is maintained and destroyed pursuant to the Federal Records Act, and in some cases may be subject to the Privacy Act. If information that users submit is to be used in a Privacy Act system of records, there will be a Privacy Act Notice provided.
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