HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY):  11/19/2003

HHS Agency (OPDIV):  FDA/Center for Devices & Radiological Health

Title of System or Information Collection:  eRadHealth

Is this System or Information Collection new or is an existing one being modified?  Existing, being modified

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number:  009-10-01-05-01-0201-00-110-032

System of Records Number:  N/A

OMB Information Collection Approval Number and Expiration Date:  0910-0025, expires 11/30/03 (extension requested, Federal Register Notice dated October 7, 2003)

Other Identifying Number(s):  N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

The eRadHealth project is an automated knowledge management system to monitor and assure safety of man-made radiation from electronic products, administered by the Food and Drug Administration’s (FDA) Center for Devices and Radiological Health (CDRH).  The system provides a mechanism for exchange of technical data on radiation-emitting electronic products.  The data and records are needed by FDA and State governments to make decisions on safety and radiation controls to reduce health risks, and to take actions to protect the public from radiation hazards presented by electronic products.  

The eRadHealth system is being developed to replace the existing paper files and 33 year-old tracking data system.  It provides a means for preparing, submitting, accepting, storing, retrieving, reviewing, and replying to radiation safety product data and reports using electronic formats.  The system consists of an electronic submission module for customers, a loader/security module, a database with search and query tools, a reviewer module, and a data compilation and display for customers and stakeholders.  

The system is authorized by the Radiation Control for Health and Safety Act of 1968, now Sections 532-542 – Electronic Product Radiation Control – of the Food, Drug, and Cosmetic Act (U.S.C. 360ii-ss).

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

The data collected consists of radiation emissions; product operational characteristic and safety performance; manufacturing, quality assurance and radiation testing programs; locations of products; and product corrections.  The following privacy information may be included:

Public: name/age/gender/number of persons exposed to radiation during an adverse event, type of injury/complaint incurred during adverse event, and name/location/contact information of individuals reporting an adverse event; 
Employee: name/title/location/contact information of responsible individuals in regulated industry, and name/organization of FDA employees and State employees involved in submitting or reviewing data. 


The use of data is both relevant and necessary.  Work processes and use conditions are documented and verified prior to requesting submission of data.  All data supports the mandates and authorities under the Radiation Control for Health and Safety Act.  

3.
Explain why the information is being collected.

The FDA, States, and a few other Federal agencies need data to determine risk of exposure to the public and workers of radiation from electronic products.  Those agencies and regulated industry also need data to make decisions about how and when products need to be corrected to protect public health and safety or the public needs additional safety information to encourage actions to reduce or eliminate radiation exposures.

4.
Identify with whom the agency will share the collected information.

Data on product locations are shared with States, so they may conduct radiation emission and product safety tests in partnership with FDA.  Data on radiation emissions and radiation controls are shared with State Radiation Control Programs and Federal agencies, such as Transportation Security Administration, Department of Defense, National Institute for Occupational Safety and Health, Federal Aviation Administration, and National Aeronautics and Space Administration, for making risk management determinations.  Data on manufacturers and importers and the compliance status of their products are shared with U.S. Customs so they can efficiently determine admissibility into U.S. commerce or refusal of foreign-made products.

5.
Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

Currently, manufacturers, importers, and assemblers submit paper documents following the reporting requirements specified in Title 21 of the Code of Federal Regulations, Parts 1002-1050, and in formats specified in Guidance Documents or FDA Forms published on the CDRH website.  Members of the public may submit voluntary paper reports about product problems or potential radiation exposures.  State Radiation Control Program or FDA investigators usually submit product testing information by on‑line computer programs.  The eRadHealth project that is being developed will provide computer programs for preparation of these various reports and electronic submissions via CD and/or web portals.  The CDRH Guidance Documents and computer programs will instruct the submitter about the need for and use of proprietary and privacy information and designate when the information is required versus optional.

6.
State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No information is collected from children.

7. Describe how the information will be secured.

Information is secured and controlled by limiting access to authorized users based on work assignments directly related to the specific data.  By providing physical safeguards such as building guards and locked rooms and cabinets where data is stored or used and limiting access to authorized persons having current security clearance.  By providing procedural safeguards such as requiring users to attend regular training and sign security agreements to protect personal and proprietary information from the public and unauthorized personnel and by technical safeguards including personal identifiers, periodic expiration of authentication mechanisms, system capture of the user identifier and time with all data changes, multiple audit trails, and regular examination of the anomaly monitors.  

8. Describe plans for retention and destruction of data collected.

Retention and destruction of data follows the CDRH Data Retention Plan dated February 2003.  Paper documents are shredded and computer tapes erased and demagnetized after: 18 years for radiation safety product reports, 20 years for microform copies of laboratory test results and general correspondence, 25 years for other microform copies, 25 years for compliance case files, 7 years for annual reports, 6 years for exemption/variance requests, field test forms or assembler certification forms, and 5 years for adverse event reports and product defect actions.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

A system of records is not being created for this project because it does not purposely retrieve data by personal identifiers.
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