HHS Privacy Impact Assessment (PIA)

Date of this Submission: 11/12/2003

HHS Agency (OPDIV): FDA/ORA

Title of System or Information Collection: Turbo EIR

Is this System or Information Collection new or is an existing one being modified? New

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: 009-10-01-08-01-1060-00-110-032

System of Records Number:
09-10-0010

OMB Information Collection Approval Number and Expiration Date: N/A

Other Identifying Number(s): N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.

FDA field investigators annually conduct approximately 22,072 establishment inspections. The Turbo EIR Field Agent application provides a standardized database of citations based upon the Federal Food, Drug, & Cosmetic Act (“the Act”) and its enabling regulations.  The application is used to assist the investigators in the preparation of reports for those inspections, and to build a database of violations.  Two reports are involved:  Form FDA 483, “Inpectional Observations,” issued at the conclusion of an inspection where appropriate; and a narrative establishment inspection report (EIR) which is prepared later.  Issuance of the FDA 483 is required under certain circumstances by the Act.  About thirty percent of all inspections result in an FDA 483.   Investigators use Field Agent to build the FDA 483 and to incorporate it into the EIR.  Field Agent then provides onscreen guidance for further preparation of the EIR.  

Turbo on the Web is a web browser-based application that allows authorized FDA users to retrieve FDA 483 and EIR documents via the FDA intranet, and to query the inspectional data for trend analysis.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

Turbo EIR Field Agent painlessly gathers data from the investigator on the specific violations observed during the inspection and proceedings that transpire during the course of the inspection.  Those data (and the FDA 483 documents themselves) are then uploaded where they are available within FDA for analysis and trending. The EIRs are also available online through the Intranet website.  The standardization inherent in Turbo EIR reduces inconsistency, lack of uniformity, and improves documents fitness for use in the FDA 483 process.

3.   Explain why the information is being collected.

In addition to enforcing the Food Drug and Cosmetic Act, the information collected by Turbo EIR Field Agent is used to perform analysis and trending which in turn becomes a component in the development of risk-based decisions, Good Manufacturing Practices (GMP) standards and education back to industry.

4.   Identify with whom the agency will share the collected information.

The information is shared with various compliance/management divisions (such as Center for Biologics Evaluation and Research, Center for Drug Evaluation and Research, Center for Food Safety and Applied Nutrition, Center for Devices and Radiological Health, Center for Veterinary Medicine) in the FDA that perform enforcement, risk analysis and trending. 

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

Assigned an inspection, the investigator travels to the establishment and issues FDA-482 (Notice of Inspection) to highest authority located at the facility. This FDA-482 is required to conduct the inspection or investigation, including, but not limited to, reviewing records and examining storage conditions for compliance with laws and regulations. If the investigator observes adverse conditions they are linked to the FDA citation database in Turbo EIR Field Agent. Within Turbo EIR Field Agent the investigator is then able to provide specific information relating to each observation. When all observations and specifics are recorded the investigator uses Turbo EIR Field Agent to print the FDA 483. The investigator then meets with the management of the firm and explains the adverse observations recorded. In the instance of medical device inspections the firm’s management has an opportunity to have their comments added to the FDA 483. At the end of the management meeting the investigator presents the final FDA 483 (with comments) to the firm’s management and the inspection is complete. Afterwards the investigator using Turbo EIR Field Agent authors the Establish Inspection Report (EIR). An EIR is created for each inspection, even if a FDA 483 is not issued. The EIR is a comprehensive report of the inspection and contains information needed to support the Violation Letter process and of interest to FDA management.

6.  State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

Not applicable, Turbo EIR does not collect information from children under age 13.

7. Describe how the information will be secured.

The controls to secure information collected by Turbo EIR Field Agent are strong encryption techniques both locally and in the establishment of connections, access controls on the system and on the network where the system resides, detection and auditing of unauthorized access attempts and data verification routines. 

8. Describe plans for retention and destruction of data collected.

The current retention period is indefinite.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.
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