HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY):  11/12/2003

HHS Agency (OPDIV):  FDA/ORA

Title of System or Information Collection: Recall Enterprise System (RES)

Is this System or Information Collection new or is an existing one being modified?  N/A
Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: 009-10-01-07-01-1011-00

System of Records Number:
N/A

OMB Information Collection Approval Number and Expiration Date:  N/A

Other Identifying Number(s):  N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

In 2000 the GAO audited CFSAN regarding food safety.  As a result of this audit, GAO produced a report titled, “FOOD SAFETY:  Actions Needed by USDA and FDA to Ensure that Companies Promptly Carry Out Recalls (GAO/RCED-00-195),” August 2000.  In this report, GAO stated that the FDA needed to “ensure that companies initiate and carry out recalls without delays, particularly of foods that may cause serious adverse health consequences.”  Specifically, GAO recommended that the FDA:

· Provide specific guidance to companies on time frames for quickly initiating and carrying out food recalls that involve potentially serious adverse health risks, including procedures to expeditiously notify their distribution chains and alert the public.

· Provide the public with timely access to recall information.

· Modify existing recall databases, as necessary, to include information on the timeliness of companies’ recall activities to determine whether companies delay in initiating and carrying out recalls.  

To comply with these recommendations, the ORA/OE/DCMO re-engineered the existing Recall prototype into the current RES project.  RES makes it possible to collect recall information Agency wide, by allowing the Districts and Centers to enter recall data via the FDA Intranet.  Public access to specific pieces of recall information is available via the Internet.  


In addition, the President’s Management Agenda states “This administration’s goal is to champion citizen–centered electronic government that will result in a major improvement in the federal government’s value to the citizen.”  RES clearly supports this goal in that the driving factor to redesign the existing recall prototype is to provide the public with timely access to recall data.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

Almost all of the data captured through the RES application is non-personal and can be grouped into the follow categories:

· Firm information

· Product information

· Center-specific information

· Recall Event information

· Recall Recommendation information

· Recall Classification information

· Recall Summary and Termination information

Personally Identifiable Information (PII) is limited to the minimum amount needed for effective communication in the system.  This communication has two aspects, internal and external.  

The internal aspect of the system uses the names and email addresses of the individual FDA employees who create or work with the records in the RES application.  These needed pieces of PII, the employee’s name and email address, come from the FDA’s FACTS database, which is accessed through the individual’s RES login codes.  The user’s name and email provides access to the user’s profile information record in the RES database.  These records contain information regarding each user’s role, and the FDA Center with responsibility for the over sight of the recall activity.  In addition to FDA employees, pieces of PII are also capture in regards to the reporting company, the name(s) of the company point(s) of contact, their email addresses, and company mailing addresses.  These pieces of information are provided to FDA by the reporting company(s) for means of communication.

The External use of PII is that the company involved in the recall provides the name and email address of a company representative so the public can make enquiries regarding the recall.
3.   Explain why the information is being collected.

The FDA is responsible for monitoring over 100,000 U.S. firms that manufacture or process products.  FDA’s Office of Regulatory Affairs (ORA) is focused on assuring that firms comply with FDA regulations when manufacturing products or process products in order to achieve consumer protection.  The FDA’s Investigations Operations Manual 2000 states that “ORA’s mission is to achieve effective and efficient compliance of regulated products through high quality, science-based work that results in maximizing consumer protection.” 

Within ORA, the Recall Operations Staff (ROS) in the Office of Enforcement (OE), Division of Compliance Management and Operations (DCMO) serves as the Agency’s focal point for all product recall activities.  ROS is also responsible for providing policy, procedure, and direction to the FDA field and Center recall operations as dictated by the Food, Drug and Cosmetic (FD&C) Act.  Recalls are an effective method of removing or correcting consumer products that are in violation of the laws administered by the FDA.  

In order to effectively collect and process recall information the FDA needs to communicate both internally and externally using email addresses and when needed postal addresses for the establishments involved in the recall process.  The public also needs to be provided with an avenue of communication with establishment involved in the recall so they can obtain any additional information or guidance in regard to the recall.

4.   Identify with whom the agency will share the collected information.


The only PII shared with the public is through the internet access to RES and this access limits PII to the name, email address, and business address of the establishment’s public point of contact.  This information is provided to facilitate consumers’ questions to the establishment regarding the recall.

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

Internally, users of the RES application must fill out request form in order to access the system.  This requires the user name, email address, FDA Center of employment, and manager’s approval.  The user understands that this information is not shared out side of the FDA, but is used within the application to limit access and edit rights, and for email communication and tracking who is working on which recalls.  Establishments involved in the recall process must provide contact information for communication purposes and it is understood that only the information regarding the external public point of contact will be released to the public once the recall is approved and information regarding the recall is released to the FDA internet site for public viewing.  Released information is a subset of the recall information gathered by FDA during the recall process and PII is limited to the reporting establishment’s public point of contact.

External users of the RES information, the public, are not required to provide any personal information as access is opened to all through the FDA internet web site.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No information in RES will be collected from children.

7. Describe how the information will be secured.

All records containing PII are retained within a centralized database instance maintain by FDA/ORA/OIT in accordance with established FDA procedures and guidelines for database security. 

8. Describe plans for retention and destruction of data collected.

All records within the RES application are electronic.  RES is designed as repository for both current and past recall information.  At this time a duration limit for record retention has not been established.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

The RES system of records is compliant under section 552a of Title 5, United States Code (the Privacy Act) as all personal information is limited to information needed in order to communicate within the RES application process, and the availability of such information is limited to the FDA employees involved in processing the RES records.
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