
HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY): 11/05/2003

HHS Agency (OPDIV):
 FDA/OC

Title of System or Information Collection: PRISM Simplified Acquisition System

Is this System or Information Collection new or is an existing one being modified? Existing

Identifying Numbers (Use N/A, where appropriate)   

Unique Project Identifier Number: 009-10-01-10-01-0306-00-405-143

System of Records Number:
N/A

OMB Information Collection Approval Number and Expiration Date: N/A

Other Identifying Number(s): 
N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity. 

The Purchase Request Information System (PRISM) automates internal FDA procurement awards.  The system benefits the agency through improved efficiencies in the acquisition process and use of reporting tools.   PRISM was begun in response to Executive Order 12873 entitled Federal Acquisition, Recycling and Waste dated October 20, 1993, Part 4 – Acquisition Planning and Affirmative Procurement Programs, Sec. 404 Electronic Acquisition System mandating the implementation of electronic commerce/electronic data exchange (ES/EDI) in acquisitions.  The system is used exclusively by Federal employees and is not accessed by the public.
2. Describe the information the agency will collect and how the agency will use the collected information.  Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.  

For acquisitions, PRISM collects personally identifiable information about the names, office addresses, office telephone numbers and email addresses of federal employees.  The records are of employees originating and approving purchase orders and delivery orders for FDA acquisitions.  The federal employee information is collected at the time an acquisition order is originated or approved.  The federal employee information is for system operation and federal procurement reporting requirements. Vendor names, telephone numbers, addresses, DUNS numbers, tax identification numbers and contacts information from the E-Government Central Contractor Registry System are also recorded in the PRISM database.   The vendor information is for procurement award processing, vendor payment processing and federal reporting requirements. PRISM does not perform any other public or internal data collections.                           

3. Explain why the information is being collected.  

The information is being collected for system operation and federal procurement reporting requirements associated with the conduct of official FDA Government business.

4. Identify with whom the agency will share the collected information. 
PRISM shares collected information with other internal administrative management systems, but does not share collected information outside of the federal government.

5. Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared. 

PRISM federal employee information is obtained when employees complete necessary forms to be given system access.  Vendor information is obtained from information provided by vendors to the E-Government Central Contractor Registry System.

6. State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998).  

Not applicable, system access is restricted to pre-authorized federal employees operating within the secure FDA computing environment.

7. Describe how the information will be secured. 
PRISM operates within the secure FDA computing environment.  Access to PRISM is restricted to pre-authorized federal employees.

8. Describe plans for retention and destruction of data collected.

All system records are subject to the procurement record retention period of six years and three months unless litigation is pending.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained. 

The exclusively internal FDA procurement award tracking and reporting use of federal employee and vendor records maintained in PRISM does not form a system of records as defined under the Privacy Act.  
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