HHS Privacy Impact Assessment (PIA)

Date of this Submission:  11/5/03

HHS Agency: FDA


Title of System or Information Collection: ORA Enterprise Portal

Is this System or Information Collection new or is an existing one being modified? New

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: 009-10-01-08-01-0202-00-110-032
System of Records Number:
NA
OMB Information Collection Approval Number and Expiration Date: NA

Other Identifying Number(s): NA

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

The ORA Enterprise Portal a multi-phased effort that will use Oracle Portal software to create an environment where users can, with a single sign-on, access multiple FDA systems. When fully implemented, the portal will provide:

· A web infrastructure that will support new applications under development at ORA, and be a platform for integrating older applications as they are migrated, or reengineered, into a web environment.

· A number of standard services as a part of its environment: workflow, personalization, secure role-based access to systems, PKI integration, content indexing and retrieval, and other standard portal features

· Process flow capability that will support import review functionality, allowing import reviewers to retrieve data from multiple databases without the manual Processes and cumbersome use of legacy applications that is now required.

· A comprehensive user environment for information management, including retrieval of data from all ORA systems, including the Data Warehouse (ORADSS).

· An environment tailored to the ORA work community ’s information needs. The environment can easily be customized to each user ’s role, providing links to supporting systems, web-sites, and any FDA information needed to support each user’s daily information needs.

· The “front-end” to the Emergency Operations Network (EON), sharing technical resources and infrastructure with EON.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

The Portal will not collect or maintain data except for the minimum needed to establish a secure account ID.  Data accessed through the portal may include: 

· Data about the facilities that manufacture, store, process or ship FDA regulated products into the US.

· Data about importers, consignees, shippers, carriers, involved in importing and/or distributing imported FDA regulated products.

· Data about the size, contents, type of FDA regulated products entering the US.

· Data regarding inspections, reviews, investigations or past history (including recalls) of FDA products entering the US of those involved in their manufacture, etc.

· FDA approved standards for FDA regulated products.

Most of this data already exists in FDA legacy systems and is currently used in processes used to review admissibility of imported foods.

3.   Explain why the information is being collected. 

The only privacy-related information maintained is that needed to establish authorized access.  

4.   Identify with whom the agency will share the collected information.  

This information will not be shared with anyone.  Account information is subject to the highest levels of security at FDA.

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

Information is obtained when a potential user requests access and provides his/her name and FDA email address.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No information is collected from anyone under age 13.

7.   Describe how the information will be secured.
Information is contained in as part of the Portal security infrastructure with applied access controls.

8. Describe plans for retention and destruction of data collected.

Information is retained until a User leaves the FDA.  Procedures have been established to notify the System Administrator when an authorized user resigns or retires.  At that time the data is deleted.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

Since the only data maintained inside the portal is data related to secure access, no system of records will exist.  Information will never be retrieved about the user by either name or number.
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