HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY):  11/05/2003

HHS Agency (OPDIV):
 FDA/Center for Devices & Radiological Health

Title of System or Information Collection: Medical Product Surveillance System (MedSun)

Is this System or Information Collection new or is an existing one being modified?  Existing

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: 009-10-01-05-02-1020-00-110-030
System of Records Number:
N/A

OMB Information Collection Approval Number and Expiration Date:  0910-0471, July 31, 2004
Other Identifying Number(s):  N/A
Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

The Medical Product Surveillance Network (MedSun) is an Internet-based system under which health-care facilities have volunteered to submit reports of adverse events involving medical devices in that facility.  Participating facilities, representing hospitals, nursing homes, outpatient treatment and diagnostic centers, each designate a person(s) to submit these reports.  

Under section 519 of the Food, Drug and Cosmetic Act (the Act) (21 U.S.C. 360(i)), FDA is authorized to require:  manufacturers to report medical device related deaths, serious injuries, and malfunctions; and user facilities (hospitals, nursing homes, ambulatory surgical facilities and outpatient diagnostic and treatment facilities) to report device-related deaths directly to FDA and to manufacturers, and to report serious injuries to the manufacturer. 

Section 213 of the FDA Modernization Act of 1997 (FDAMA) amended Section 519(b) of the Food, Drug and Cosmetic Act (the act) (21U.S.C. 360I(b)).  This amendment mandated the replacement of universal user facility reporting by a system that is limited to a “…subset of user facilities that constitutes a representative profile of user reports” for device related deaths and serious injuries.  FDA has implemented MedSun as a pilot program to implement FDAMA.  Participating sites fulfill their adverse event reporting obligations by participating in MedSun.  

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

The agency collects information related to adverse events occurring with the use of medical devices.  This includes some very general information about the patient involved in the event: age or date of birth; weight; and sex.  No personal patient identifiers are collected in the report that could directly identify the patient, i.e. no patient name or social security number is collected.  The reporting facility assigns an identifier to the report that will not identify the patient.  Only the minimum data necessary about the patient to determine the safety and effectiveness of the device is collected.  

Information about the device is collected:  manufacturer information (name and address); and device identifiers, such as brand name and serial number.  This information is the minimum needed to contact the manufacturer to determine the degree of manufacturer follow-up that is taking place related to the event.  Information about other aspects of the medical care that could have affected the safe and effective use of the medical device is collected, such as other devices or therapies being used at the time of the event.  Information about tests that may have been performed following the event, which may assist in determining the role of the device, is collected.  This is the minimum information to determine the role of the medical device and the role of other contributing factors to an adverse event.

The name and address of the reporting institution is collected along with the name, work address, and email address of the reporter from that institution.  This information is required for FDA to follow-up with the reporter to obtain any needed additional information about the event. 

3.   Explain why the information is being collected.

FDA is the regulatory agency responsible for the safety and effectiveness of medical products including medical devices and radiological products.  Important questions about medical devices, such as those concerning user experience, durability, and rare effects may not be answered until after the device has been marketed.  To protect the public health, FDA must be able to rapidly collect information pertaining to adverse events associated with medical devices after they have been marketed.   As noted in answer to question #1, FDA is required to obtain information about problems with medical devices from user facilities.  MedSun is a pilot program, which collects device information from a subset of facilities that are required to report to FDA.

4. Identify with whom the agency will share the collected information.

Only FDA analysts and scientists have the necessary identification and authentication mechanisms to review the reported information to determine problems with the use of medical devices.   Under 519 of the Food Drug, and Cosmetic Act, FDA may only share this information with the device manufacturer who manufactured the device discussed in the report; with employees of the Department of Health and Human Services; with the Department of Justice; or with duly authorized committees and subcommittees of the Congress.  

No personal identifying information is shared with the public (under the Freedom of Information Act).  

5. Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

The MedSun program recruits hospitals (and associated home care agencies, outpatient treatment and diagnostic centers) and nursing homes to participate in this Internet-based reporting program.  Each participating facility provides at least two MedSun representatives who are authorized by FDA to access the reporting form on a secure Internet site.  Once these MedSun representatives are authenticated on the web server, they may complete the website’s reporting form with information concerning problems that have occurred in their facilities with the use of medical devices.  As part of the reporting process, the site collects the reporter’s name and email address.  The reporters may access their own reports but cannot access any information sent in by any other reporting site.

The reporters attend a three-hour training and orientation session where all aspects of the program are discussed with them.  They also receive written information about the rules of disclosure (rules of disclosure, described in # 3, above, are defined by statute for the mandatory reports – Section 519 of the Food Drug and Cosmetic Act - and by regulation for the voluntary reports – 21 CFR, Part 20).  

This is not a new data collection.  The Internet site is a web version of the paper 3500A Mandatory Reporting form (OMB NO: 0910-0291; expiration date 3/31/05) with a few additional questions (not personal identifying information), that reporters are not required to answer.  Participating sites are required to report incidents involving death or serious injuries, and are encouraged to voluntarily report potential for harmful events.  This Internet program is OMB NO: 0910-0471 (expiration date: 07/31/2004).  Part of this OMB clearance process included a 60-day time frame for comments.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998).


No information is collected from children.  Only designated, authorized, and authenticated users have access to the site.

7. Describe how the information will be secured.

The designated reporters at the reporting facilities use end-to-end encryption to submit data to the Internet site, which resides behind a firewall.  All reporters and users of the system agree to Rules of Behavior.  Users of the system must be authorized and authenticated.  Access to information is determined by assigned level of access such that designated reporters from each participating site may view their own reports, but may not view reports sent from any other facility.  FDA and contractor users must be authorized and provide proper identification and authorization to access the data for analysis purposes.  All users sign a non-disclosure agreement.

8.
Describe plans for retention and destruction of data collected.
The National Archives and Records Administration have cleared plans for data retention and destruction on September 24, 2002 (#N1-088-027).  Record retention for the data files in the database stipulate that there is an annual cutoff every year and the records for that year will be deleted thirty years after the date of cutoff. 
9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

No.  This system is not a system of records under the Privacy Act.
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