HHS Privacy Impact Assessment (PIA)

Date of this Submission: (11/19/2003)

HHS Agency (OPDIV):  FDA/CDRH

Title of System or Information Collection: Mammography Program Reporting and Information System (MPRIS)

Is this System or Information Collection new or is an existing one being modified?  Existing

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number:  009-10-01-05-01-1010-00-204-079

System of Records Number:
09-10-0019

OMB Information Collection Approval Number and Expiration Date: 0910-0309, 02/29/2004

Other Identifying Number(s):

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.

On October 27, 1992, the United States Congress amended the Public Health Service Act by enacting Public Law 102-539, the Mammography Quality Standards Act (MQSA) of 1992 (42 U.S.C. 263b).  The Act was reauthorized on October 9, 1998.  The MQSA amended Part F of Title III of the Public Health Service Act (The PHS Act) by adding a new section requiring that a comprehensive statutory mechanism for certification and inspection of all mammography facilities in the United States (except facilities of the Department of Veterans Affairs) be established.  After October 1, 1994, under MQSA, all facilities are: required to be accredited by an approved accreditation body; certified by the FDA; and inspected annually in order to legally provide mammography services in the United States.  FDA is also responsible for monitoring and tracking inspection compliance.  To respond to the responsibilities of implementing the MQSA for the approximately 10,000 FDA-certified facilities in the U.S., the FDA established the Division of Mammography Quality and Radiation Programs (DMQRP) in the Center for Devices and Radiological Health.  The Mammography Program Reporting and Information System provide information technology support for the business function.  

2. Describe the information the agency will collect and how the agency will use the collected information.  Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

The Food and Drug Administration maintains a System of Records: 09-10-0019, "Mammography Quality Standards Act (MQSA) Inspector Profile System, HHS/FDA/CDRH” (formerly the “Mammography Quality Standards Act (MQSA) Training Records”).  This system of records is used to provide FDA with information about the training, certification, recertification, and performance of MQSA inspectors for the purpose of implementing the Mammography Quality Standards Act of 1992.

The category of records kept in the system also includes audits and evaluations of the inspector's field performance, and inspector continuing education.  The amount of information recorded on each individual is only that which is necessary to accomplish the purpose of the system.  Records of continuing education and evaluations of an inspector's field performance are added as the information becomes available.  Authorized users are FDA employees and contractors responsible for training the individuals who will inspect mammography facilities, and personnel in the Division of Mammography Quality and Radiation Programs (DMQRP) who will compile and analyze the test and personal data of the students.

3.   Explain why the information is being collected.

The United States Congress amended the Public Health Service Act by adding a new section requiring that a comprehensive statutory mechanism for certification and inspection of all mammography facilities in the United States (except facilities of the Department of Veterans Affairs) be established.  After October 1, 1994, under MQSA, all facilities are: required to be accredited by an approved accreditation body; certified by the FDA; and inspected annually in order to legally provide mammography services in the United States.  FDA is also responsible for monitoring and tracking inspection compliance.  In addition, the MQSA, in part, directs the Secretary of Health and Human Services (FDA, by delegation) to establish a program to qualify, train, and monitor the performance of State and Federal MQSA inspectors.  All information is collected in order to fulfill the requirements of the MQSA.

4.   Identify with whom the agency will share the collected information.

Routine uses of records maintained in the system, including categories of users and the purposes of such uses: 

Disclosure may be made to a congressional office from the records of an individual, in response to an inquiry from the congressional office made at the request of that individual. 

Disclosure may be made with the individual's supervisor since MQSA inspections are a significant part of many inspectors’ job.  This disclosure includes an inspector’s performance while conducting inspections, in addition to performance in training classes, since it is an important element of information to help the supervisor determine employee assignments as well as the level of supervision needed. 

Disclosure may be made to contractors for the purpose of collecting, compiling, aggregating, analyzing, or refining records in the system.  Contractors will be required to maintain Privacy Act safeguards with respect to such records.

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

Individuals on whom the record is maintained and training and performance records pertaining to that individual.  The individual provides such information before training begins, and after they have signed a Privacy Act consent form that describes the reasons for collecting the data and the routine uses of it.

The Division of Mammography Quality and Radiation Programs generate information about certification renewal or withdrawal in-house.

Sources of information about field performance could include the inspector's supervisor, as well as any investigation of an inspector's performance as a result of an inspector's performance as a result of complaints by a mammography facility.

An individual may learn if a record exists about him or her upon written request, with notarized signature if request is made by mail, or with identification if request is made in person, directed to: FDA Privacy Act Coordinator (HF1-30), Food and Drug Administration, 5600 Fishers Lane, Rockville, MD 20857.  Record access procedures: Same as notification procedure.  Requests should also reasonably specify the record contents being sought.  The individual may also request an accounting of disclosures that have been made of their record, if any.

6.  State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained.  (Reference: Children’s Online Privacy Protection Act of 1998)

Not applicable.

7.   Describe how the information will be secured.

Authorized users are only Personnel of the Division of Mammography Quality Reporting Program who are engaged in the training and supervision of the individuals who inspect mammography facilities; FDA personnel who compile and analyze the test, personal data, continuing education, and work performance of the inspectors; the supervisors of those personnel; and contractors hired by FDA to implement the training program. All records (such as diskettes, computer listings, or documents) are kept in a secured area, locked rooms, and locked building. 
End users and system professionals continue to receive regular training in information systems security and have signed an agreement indicating their cooperation with FDA policies. Users are further instructed on system security during training sessions for this application and in accordance with the Privacy Act. Users of personal information in the performance of their duties have been instructed to protect personal information from public views and from unauthorized personnel. All reports containing confidential data are marked ``confidential''.  CDRH SOP requires that all reports containing confidential information be shredded before disposal. 

All users have individual identifiers and regularly expiring, complex passwords.  Application level access controls are enforced and all users are assigned access based on their needs and authority.  Upon a job change, a user’s authorization is reviewed and changed as necessary.  All changes to data, as well as the time of change and the user's identifier are captured.  All data entered online is edited and checked.  
8.  Describe plans for retention and destruction of data collected.

Records are retained for five years after the certified MQSA inspector leaves government service. At the end of five years, in individual's paper records are shredded and automated records are erased.

9.  Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

System Number: 09-10-0019

Title: Mammography Quality Standards Act (MQSA) Inspector Profile System, HHS/FDA/CDRH (currently a system alteration is under review)
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