HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY): 11/19/2003 

HHS Agency (OPDIV):
 FDA/CDRH
Title of System or Information Collection: Image 2000

Is this System or Information Collection new or is an existing one being modified? Existing
Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: 009-10-01-05-01-1030-00-110-032
System of Records Number:
N/A.
OMB Information Collection Approval Number and Expiration Date: N/A

Other Identifying Number(s): N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

Under the Medical Device Amendments of 1976, manufacturers of medical devices including but not limited to x-ray machines, pace makers and breast implants, are required to submit applications to the FDA for approval to ensure that these products are safe, effective, and labeled properly before they become available on the market.  The Image 2000 system is a document management system that is used as a storage and archival repository of all pre- and post market surveillance information including premarket submissions, decision letters, and correspondence, as well as adverse event reports and supplemental documentation. 

Under the 1976 medical device amendments to the Food, Drug, and Cosmetic act, the Food and Drug Administration is mandated to collect and analyze manufacturer data related to the safety and efficacy of medical devices before they may be marketed in the US.  

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

Paper and electronic submissions of technical and administrative data, letters, and reports from regulated industry, and FDA employees are collected. This information is used to decide whether the device is safe, effective, and properly labeled before allowing the manufacturer to market their product or products.  In addition, the FDA’s final decision letter and any correspondence or supplemental information is stored with the original submission information. 
3.   Explain why the information is being collected.

The information contained in Image 2000 represents the official record of these submissions from manufacturers.  This includes Premarket Notifications 510(k), Premarket Approvals (PMAs), Investigational Device Exemptions (IDEs), labeling data, medical device reporting, and establishment registration and medical device listing forms.  In addition, all FDA decision letters and any supplemental information requested from the manufacture are stored in Image 2000. This information is scanned and indexed using OCR technology to assist CDRH reviewers with all pre and post market surveillance of medical devices.   CDRH policy requires that official records be maintained for a period of 30 years.

4.   Identify with whom the agency will share the collected information.
The information contained within the Image 2000 system is available only to FDA employees that obtain a CDRH user account.  However, under the Freedom of Information Act, information contained within Image 2000 can be requested for review.  These requests are obtained through the CDRH Office of Systems and Management, which redact any personal or proprietary information before sending a FOI-releasable copy of the submission to the requestor. 

5.  Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

Currently, the FDA receives submission information in either electronic or paper form from the device manufacturers.  Once received, the submission is entered into a tracking database separate from the Image 2000 system.  At this time, CDRH employees are notified of the submission and the original paper submission is scanned into the Image 2000 system and is available for review or the electronic version is indexed and scanned for OCR (optical character recognition) which allows the user to conduct key word searches on the entire submission. 

Under the Freedom of Information Act, the public may request a copy of the submission information contained within the Image 2000 system.  However, prior to releasing this information, the submission records are reviewed by the CDRH Office of Compliance to redact any non-releasable data.  The submission file is then sent to the manufacturer for pre-disclosure review.  It is then the responsibility of the manufacture to further redact any information that is not releasable to the public.  Once a pre-disclosure form is received from the manufacture and any PII is redacted from the submission, the report will be forwarded to the FOI requestor.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No information is collected from children under age 13.

7. Describe how the information will be secured.

The Image 2000 is located on the FDA/CDRH network and is only available to authorized FDA employees who must provide valid identification and be authenticated. 

8. Describe plans for retention and destruction of data collected.

Currently, the retention period is 30 years and the data is backed up nightly. Official copies of paper documents are shredded and computer tapes are erased and demagnetized at the end of the retention period.  The procedures are documented in the CDRH Records Retention Plan dated February 2003.
9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

The FDA Privacy Act counsel advised that only systems that purposely collect, store data by, or retrieve data by personal identifiers are subject to the provisions of the Act.  The Image 2000 system does not meet these conditions, so a system of records has not been published.
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